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ISSUE

I. Did the motion judge violate Martinez’s state
and federal constitutional rights in denying
his motion to suppress where merely linking a
specific IP address to child pornography did
not provide a sufficient nexus to search for
evidence of child pornography at the residence
assigned to the IP address?

STATEMENT OF THE CASE

On August 28, 2013, Adalberto Martinez was
arraigned in Fall River District Court, Docket No.
1232-CR-2700, and charged with distributing material
of a child in a sexual act, in violation of G.L. c.
272, $§29B; and possession of chilq pornography, in
violation of G.L. c. 272, §29C. (R.A./7) (Add./2-5).1

On January 13, 2014, the charge of distributing
material of a child in a sexual act was nolle prossed.
(R.A./1-6). On August 15, 2014, Martinez filed a
motion to suppress evidence seized from a search

pursuant to a warrant. (R/A./42-49). That same day,

! The abbreviations used in this brief are as follows:
the record appendix is cited as (R.A./page); the trial
transcript is cited as (Tr.volume-page); the motion to
suppress transcript is cited as (Mot.Tr.volume-page);

the addendum is cited as (Add./page).
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the suppression motion was heard in Fall River
District Court. (Finnerty, J). The motion was denied
on August 18, 2014. (R.A./42).

On November 12 and November 13, 2014, Martinez
was tried before a judge with Judge Kevin J. Finnerty
presiding. At the close of the Commonwealth’s case,
Martinez’s oral Motion for Required Finding of Not
Guilty was denied. (Tr.II-10-11). The jury con&icted
Martinez for possession of child pornography.

Martinez was sentenced to two and one half (2 3s)
years in the house of correction, one (1) year to
serve, the balance of eighteen (18) months suspended
for a period of five (5) years of probation subject to
the following conditions: registration with the Sex
Offender Registry Board, no unsupervised contact with
children under the age of sixteen (16), no volunteer
activities involving children under the age of sixteen
(16), no residing with children under the age of
sixteen (16) except his own, and any supervised
contact with persons under the age of sixteen (16)
only after notice to probation officer and disclosure
to the adult responsible for the child, and monitored
by GPS during this period. (Tr.II-70-71). The sentence

was not to begin until after Martinez’s completion of




his current senteénce on Bristol Superior Court Docket
1400405. (Tr.II-70). He filed a notice of appeal on
November 18, 2014. (R/A./50-51) The case was entered

in this Court on April 23, 2015.

STATEMENT OF THE FACTS

Search Warrant Application and Affidavit?

On Marxrch 9, 2012, Sergeant Michael Hill of the
Massachusetts State Police Internet Crimes Against
Children (ICAC) Task Force downloaded files containing
child pornography from the Internet Protocol (IP)
address 65.96.142.191. Through a subpoena, he received
the following subscriber information for that address:
Subscriber Name: Angel Martinez, Service Address: 231
Sunset Hill, Fall River, MA 02724-3753. Hill learned
nothing from the subpoena that connected the
defendant, Adalberto Martinez, to the IP address.

Hill advised the Fall River Police Department of
this discovery on March 22, 2012, and the
investigation was assigned to Detective Steven
Washington. In the beginning of April, Washington went

to 231 Sunset Hill and saw it was part of the Sunset

2 The search warrant, search warrant application, and
affidavit are part of the record appendix. (R.A./8-
41) .



Hill Housing Development. He verified 231 Sunset Hill
was occupied by Maria Avilez, the mother of Angel
Martinez. Angel Martinez is Adalberto Martinez’s
cousin. (Tr.I-62).

In the application for a search warrant,
Washington relied on his training and experience to
aver the following: (1) those who possess and/or
disseminate child pornography “have an interest...in
the sexual activity of children...[and] are likely to
keep secreted, but readily at hand, sexually explicit
visual images depicting children; (2) people “trading
in, receiving, distributing or possessing of images or
movies involving child pornography will make copies of
those files on their cémputer’s hard drive or other
removable media;” (3) “even 1f a user deleted the
files, they still may be recoverable by a trained
computer forensic examiner;” (4) people involved with
the exploitation of children “often communicate with
others through correspondence or other
documents...which could lead to identify the origin of
these images;” (5) those with a sexual interest in
children with access to the Internet “will conduct
searches for child pornography and child sex stories

-

on the Internet;” (6) “files related to the




exploitation of children found on computers are
usually obtained from the Internet using application
software;” and (7) “computers used to access the
Internet'usually contain files, logs, or file
remnants... [tending] to show ownership of the computer
as well as ownership ‘and use of Internet service
accounts.” (R.A./16-17).

Based on this information, Washington applied
for, and received, a search warrant for 231 Sunset
Hill in Fall River to search for evidence relating to
child pornography.

Computers, the Internet, and Wireless Networks

Computers and other devices accessing the
Internet are assigned an Internet Protocol, or IP
address. Joshua J. McIntyre, Balancing Expectations of
Online Privacy: Why Internet Protocol (IP Addresses)
Should Be Protected as Personally Identifiable
Information, DEPAUL L. REV.‘895, 902 (2011) (R.A./64).
“In essence an IP address identifies a single
computer; that computer might be an entry point into

an internal network.” White Buffalo Ventures LLC v.

University of Texas, 420 F.3d 366, 369 n.6 (5th Cir.

2005). A computer can be either a “stand alone”

computer or a “networked computer.” (R.A./26). A
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“stand alone” computer is one that is isolated from,
or not attached to any other compqter. (R.A./26). This
type of computer is becoming rarer in today’s “high
tech interconnected world.” (R.A./26).

A “networked computer” is one that is connected
to, attached to, or can communicate with other
computers or hosts. (R.A./26). It consists of one or
more stand alone computers which have the ability to
communicate with each other. (R.A./3l).‘Today, more
and more people have small networks in their homes
allowing two or more computers to share an Internet
connection. (R.A./31). One way computers on the same
network can share an Internet connection is through a
wireless network card, which allows computers to
connect to each other via the radio spectrum, the same
way a cordless phone allows a user to move around with
a telephone without it being plugged into anything.
(R.A./31).

Wireless networks allow “computers within a local
geographic area to share information without being
connected by wires.” Ned Snow, Accessing the Internet
Through the Neighbor’s Wireless Internet Connection:
Physical Trespass in Virtual Reality, 84 Nee. L. REV.

1226, 1231 (2006) (R.A./87). Wi-Fi radio signals




originate from the Wi-Fi router which “transmits data
between computers within the network, and between a
modem that is connected to the Internet and a computer

within the network.” Id. Routers are capable of
transmitting signals over a range of, on average,
about 300 feet. Id. at 1232. Therefore, data can be
transmitted between computers in separate buildings,
and a neighbor of a Wi-Fi operator would be able to
access the wireless network. ;é; Additionally, the
newest cell phones have the ability to access the
Internet, allowing even easier Internet aécess.
(R.A./29). A Wi-Fi operator could prevent outsiders
from accessing the network by setting up a password,
but most do not do this, allowing anyone within range
to access the network. Snow, supra p.6 at 1234
(R.A/87) .

Any outsider who accesses the network would be
linked to the IP address assigned to that network. See
McIntyre, supra p.5 at 897 n.24 (“If multiple users
access the Internet'via the same subscriber account,
the IP address will likely identify all of their
Internet traffic and will not, therefore, be perfectly
linked to any individual user”) (R.A./72).

Suppression Hearing




Martinez filed a motion to suppress arguing the
search warrant affidavit did not érovide probable
cause. (R.A./42-49). On ARugust 15, 2014, this motion
was heard in front of Judge Kevin J. Finnerty.
Martinez argued the IP address was not enough to
connect evidence of the crime to a specific address
given the prevalence of wireless internet connections.
(Mot.Tr.I-4-5). The Commonwealth even admitted there
is always the possibility that someone sitting outside
the residence could download child pornography if
there was an open wireless network. (Mot.Tr.I-12-13).
Judge Finnerty denied this motion three days later.
(R.A./42). It is this decision Martinez now appeals.

ARGUMENT
I. THE MOTION JUDGE ERRED IN DENYING MARTINEZ’'S
MOTION TO SUPPRESS BECAUSE THE IP ADDRESS ALONE
DID NOT PROVIDE A SUFFICIENT NEXUS TO BELIEVE
EVIDENCE OF CHILD PORNOGRAPHY WOULD BE FOUND AT
231 SUNSET HILL.
A. Probable cause standard.

“A search warrant may issue only on a showing of

probable cause.” Commonwealth v. Kaupp, 453 Mass. 102,

110 (2009), citing Commonwealth v. Byfield, 413 Mass.

426,'28,(1992). Probable cause exists to search if
“‘the facts contained in the affidavit and reasocnable

inferences that may be drawn from them, [are]



sufficient‘for the magistrate to conclude that the
items sought are related to the criminal activity
under investigation and that they reasonably may be

expected to be located in the place to be searched at

the time the search warrant issues.’” Commonwealth v.

Kenney, 449 Mass. 840, 845 (2007), quoting

Commonwealth v. Walker, 438 Mass. 246, 249 (2002)

(emphasis added).

The Massachusetts Supreme Judicial Court has
expressly stated Article Fourteen of the Massachusetts
Declafation of Rights “provides more substantive
protection to criminal defendants” in determining

probable cause than the Fourth Amendment. Commonwealth

v. Upton II, 394 Mass. 363, 373-74 (1985) (rejecting

totality of the circumstances test). While probable
cause “‘deal[s] with probabilities,’” Kaupp, 453 Mass.

at 110, gquoting Draper v. United States, 358 U.S. 307,

313 (1959), and the “affidavit ‘should be interpreted
in a common sense and realistic fashion,’” Kaupp, 453

Mass. at 111, quoting United States v. Ventresca, 380

U.S. 102, 108 (1965), a “‘[s]ltrong suspicion to
suspect is not adequate’” in finding probable cause.
Kaupp, 453 Mass. at 111, quoting Upton II, 394 Mass.

at 370.



To find probable cause, there must be a nexus
between the type of evidence sought and the place to

be searched. Commonwealth v. Anthony, 451 Mass. 59, 70

(2008). “'The nexus may be found in the type of crime,
the nature of the...items [sought], the extent of the
suspect’s opportunity for concealment, and normal
inferences as to where a criminal would be likely to
hide [items of the sort sought].’” Id., quoting

Commonwealth v. Cinelli, 389 Mass. 197, 213 (1983). In

the present case, merely linking child pornography to
an IP address registered to 231 Sunset Hill, did not
provide a sufficient nexus between child pornography
and 231 Sunset Hill. Without any further incriminating
information, probable cause did not exist to believe
evidence of child pornography would be found at 231
Sunset Hill, and the denial of Martinez’s motion to
suppress was a violation of his state and federal
Constitutional rights.

B. Under the Fourth Amendment, there needs to
be more evidence tying a specific residence
to child pornography, other than an IP
address, before a search warrant can issue.

“[Fourth Amendment rights]...are not mere second-

class rights but belong in the catalog of

indispensable freedoms.” JIllinois v. Gates, 462 U.S.

10




213, 274 (1983) (Brennan, dissenting) (citation
omitted). “[F]Jor most people, their computers are

their most private spaces.” United States v. Gourde,

440 F.3d 1065, 1077 (Sth Cir. 2006) (Kleinfeld,
dissenting). Justice Kleinfeld explained there are
many secrets kept on a person’s computer, “most legal,

some embarrassing, and some potentially tragic in

.their implications for loose liberality in allowing

search warrants.” Id. Seizing a computer which is
shared by a family may have consequences unrelated to
law enforcement, such as “confiscat{ing] a professor’s
book, a étudent’s almost completed Ph.D. thesis, or a
business’s accounts payable and receivable.” Id. at
1078.

“The privacy of computérs is too important to let
it be eroded by sexual disgust.” Id. Because of this,
it is clear to obtain a search warrant for computers
at a particular residence, the Fourth Amendment
demands establishing a nexus between child pornography
and that residence, and this nexus cannot be met by
merely stating an IP address registered to that
residence is linked to child pornography.

While IP addresses are undoubtedly relevant in

locating suspects involved with child pornography, if

11



a person has a wireless Internet connection, more than
one computer can be connected to the single IP address
and these computers could be located outside the
residence. See MclIntyre, supra p.5 at 897 n.z24 (“If
multiple users access the Internet via the same
subscriber account, the IP address will likely
identify all of their Internet traffic and will not,
therefore, be perfectly linked to any individual
user”) (R.A./72); Snow, supra p.6 at 1232 (explaining
data can'be transmitted between separate buildings)
(R.A./87). Because of this, there needs to be some
further investigation, such as confirming the
subscriber to the IP address actually resides at the

residence attached to the IP address. See e.g., United

States v. Elbe, 774 F.3d 885, 888 (6th Cir. 2014)

(agent drove by residence linked to IP address and saw
person matching suspect’s picture on the porch using a

computer); United States v. Valley, 755 F.3d 581, 586

(7th Cir. 2014) (public records check confirmed
subscriber of IP address lived at the listed

residence); United States v. Vosburgh, 602 F.3d 512,

518 (3d Cir. 2010) (steps were taken to confirm
subscriber of IP address lived at the listed residence

and lived there alone); United States v. Stults, 575

12




F.3d 834, 838 (8th Cir. 2009) (using LexisNexis, a
postal service mail delivery check, and a motor
vehicle registration check, investigators confirmed

the defendant was the resident of the address

subscribed to the IP address); United States v.

Carter, 549 F.Supp.2d 1257, 1261 (D.Nev. 2008) (public
records check, DMV check, and power company check, all
confirmed IP subscriber lived at listed residence):

United States v. Perez, 484 F.3d 735, 738 (2007) (a

public records check, utilities company check, and an
internet white pages check all indicated subscriber of
IP address lived at the listed residence); United

States v. Greathouse, 297 F.Supp.2d 1264 (D.Or.

2003) {investigators contacted DMV and various
utilities to confirm subscriber of IP address owned
listed residence and also observed his vehicle parked
in the driveway).

In this case, investigators were not able to
confirm the subscriber of the IP address, Angel .
Martinéz, resided at 231 Sunset Hill. All that was
learned through subsequent investigation was Maria
Avilez lived at this residence. (R.A./16).

There is always the danger the person subscribed

to the IP address does not live at the residence

13



listed. See United States v. Voustianiouk, 685 F.3d

206, 209-10 (2d Cir. 2012) (IP address was assigned to
defendant at Apartment 1, but upon executing the
warrant, investigators learned he lived on the second

floor); United States v. Meeks, 290 Fed. Appx. 896,

898 (6th Cir. 2008) (investigators tracked IP address
to subscriber, but while the subscriber paid for the
Internet service, it was provided to another residence
where her son lived).

While the Second Circuit in Voustianiouk said

discovering the subscriber no longer lived at the

listed residence may not necessarily invalidate the

warrant, this is only where “the current resident

continue[s] to pay for Internet service but had

neglected to change the account holder’s name.” 685,
F.3d at 213 (emphasis added). Without first attempfing
to confirm the IP address subscriber still resides at
the residence attached to the IP address, warrants may
be issued and executed to search a completely innocent

person’s home. See Voustianiouk, 685 F.3d at 212 (“if

[the defendant] had not been home or had not answered
the building’s front door on the morning of the
search, the agents might have very well entered and

searched the first-floor apartment, which we have no

14




reason to believe was anything other than an innocent

person’s home”).

Again, investigators in this case did not confirm
Angel Martinez lived at 231 Sunset Hill, only that his
mother did. (R.A./16). In addition, there is nothing
in the record to suggest when the search warrant was
executed, investigators learned Angel had moved out,
and his mother still paid for the Internet service
without changing the account name. Without this, there
was not probable cause to search the residence. See

Voustianiouk, 685 F.3d at 213 (explaining discovering

the subscriber no‘longer lived at the listed residence
may not necessarily invalidate the warrant if “the
current resident continue[s] to pay for the Internet
services but had neglected to change the account
holder’s name”).

There is also the danger a subscriber to the
Internet has an unsecured wireless connection, making
it possible for any number of people to access the
network outside of the residence. See Snow, supra p.b6

at 132-34 (as most Wi-Fi operators do not set up a

password for their network, anyone within range could

access the network) (R.A./87). Contrast United States

v. Bynum, 604 F.3d 161, 163 (4th Cir. 2010)

15



(investigators had information suspect was using a
phone-based dial ﬁp service). The Fifth Circuit has
acknowledged the possibilify that transmissions may
occur outside of the residence to which the IP address
is assigned, but that it “remained likely” the source
of transmission came from inside that residence.
Perez, 484 F.3d at 740. However, the Fifth Circuit
improperly compared an Internet connection to a
screenname. Id. at 740 n.2. Using a screen name, Or
any other password protected account, requires the
user to know the password associated with that

account. United States v. Grant, 218 F.3d 72, 75 (1lst

Cir. 2000). Where there is “no evidence suggesting
that on any given occasion, the user is not likely in
fact to be the registrant,” probable cause will still
exist. Id. Further, investigators in Perez were able
to confirm the subscriber resided at the residence
associated with the IP address, strengthening the
probable cause argument. 484 F.3d at 740.

In this case, investigators had no reason to
belieﬁe the IP address in question was part of a dial-
up service. If this was an unsecured wireless network,
which was not password protected, anyone could have

accessed the IP address, and could have done so

16




outside the residence. §§§ Snow, supra p.6 at 132-34
(as most Wi-Fi operators do not set up a password for
their network, anyone within range could access the
network, including neighbors) (R.A./87). Even if it
was a secure wireless network, and was password
protected, while there may be reason to believe Angel
Martinez was aware of the password, since he was the
subscriber, there was no reason to believe he resided

at 231 Sunset Hill. Therefore he could have been

~ accessing the Internet outside of the residence.

Washington was on notice this IP address was
likely a wireless connection, and could have been
aécessed by people outside the residence, as he
observed 231 Sunset Hill was part of a housing
development. (R.A./16). This case is similar to United

States v. Hay, involving a search warrant on a college

campus. 231 F.3d 630, 632 (9th Cir. 2000). There,
investigators were able to track child pornography to
an IP address associated with the University of
Washington campus, and then specifically to the
apartment which was assigned to the defendant. Id. An
investigation revealed a substantial amount of
additional evidence, besides the IP address,

supporting probable cause to believe these images

17



would be found on the suspect’s computer in his
apartment. Id. at 632-34. During an undercover phone
call, the defendant in Hay admitted he owned a
computer, kept it in his apartment, and was the only
cne who used that computer. Id. He also admitted he
used the University as his Internet Service Provider.
Id. at 633. There was also evidence of the Hay
defendant’s extreme interest in young children through
a website he maintained describing his extensive
contact with children. Id. at 632, 634.

While a college campus is different from a single
family residence where investigators may believe they
are focusing on a single computer inside that

residence, see Greathouse, 297 F.Supp.2d at 1271, the

fact 231 Sunset Hill is part of a housing development
is significant. (R.A./16}). Because a housing
development is comprised of housing units more akin to
a college campus environment than a neighborhood of
freestanding single family homes, probable cause is
not established. This is so especially since
investigators were unable to confirm Angel Martinez,
the subscriber of the IP address, -actually lived at

231 Sunset Hill. Contrast Greathouse, 297 F. Supp. at

1271 (by tracing the username, by checking ISP

18




records, and confirming the identity with DMV and
utility records, there was probable cause to believe a
computer located within the residence contained child
pornography) .

“In the Eighth Circuit, for the purposes of

determining whether probable cause exists to search a
computer, an IP address assigned to a specific user at
the time illegal internet activity associated with
that IP address occurs is a sufficient basis to find a
nexus between the unlawful use of the internet at that

IP address and a computer possessed by the subscriber

assigned to that address.” United States v. Reibert,

No. 8:13CR107 (D.Neb. Jan. 27, 2015) (unpublished)

(R.A./53). See also United States v. Wagers, 452 F.3d

534, 540 (6th Cir. 2006) (evidence connected the
defendant, his IP address, his home and his computer
to the offense).

While investigators may have connected the IP
address in this case to the offense of child
pornography, they were unable to connect anything
else. There was no confirmation Angel Martinez lived
at 231 Sunset Hill, no confirmation he owned a
computer, and no confirmation that computer was used

exclusively in 231 Sunset Hill. Further, while

19



investigators may have been able to search a computer
in the possession of Angel Martinez, the subscriber,
they were not authorized to search the computer in the
possession of a third party. It is clear, the Fourth
Amendment requires more evidence, oﬁher than an IP
address, to establish probable cause to search a
specific residence for child pornography. As a result,
the denial of Martinez’s motion to suppress was error,
in violation of his Fourth Amendment rights.

C. Under Article Fourteen of the Massachusetts
Declaration of Rights, there needs to be
more evidence tying a specific residence to
child pornography, beyond a mere IP address,
before a search warrant can issue.

The Massachusetts Supreme Judicial Court has
never relied on an IP address alone to support a
finding of probable cause to search the physical
address associated with that IP address. In fact, it
appears this specific issue has never been before the
Court. However, as Article Fourteen “provides more
substantive protection to criminal defendants than
does the Fourth Amendment in the determination of
probable cause,” it is likely more would be required.

Upton II, 394 Mass. at 373. Since the Fourth Amendment

requires more than an IP address alone to support a

20




finding of probably cause, see supra pp. 10-20,
Article Fourteen certainly cannot require less.

In cases where the SJC has addressed this issue,
its decisions suggest a much more substantial factual
basis must support a finding of probable cause to
search a private residence for a computer containing
child pornography.

In Anthony, 451 Mass. at 60-61, an investigation

revealed the defendant threatened a twelve (12) year

“~0ld girl into sending sexually explicit pictures of

herself. The Supreme Judicial Court held there was
probable cause to search the defendant’s storage

locker for five (5) reasons: (1) 3 years prior he had

--pled guilty to charges involving possession of child

pornography and was not supposed to use computers
pursuant to probation, but admitted he did; (2) he
used a computervto threaten a young girl into sending
sexually explicit pictures; (3) he kept a list of
websites appearing to relate to child pornography; (4)
the police had information he owned as many as five
(5) computers; and (5) he was homeless and rented a
storage locker so it was reasonable to infer he was
keeping his pornography in the only physical space
under his control. Id. at 70-71.
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In Kenney, 449 Mass. at 843, a woman contacted
the police to tell them she had accessed the
defendant’s email and had found an email depicting
child pornography. She further stated she had seen a
computer in his house when she visited. Id. Police
investigation was able to confirm the defendant lived
at the address provided by the woman, and assigned to
the email account, by seeing his vehicle in the
driveway. Id. at 843-44.
| The Kenney case differs from Martinez’s case for
two significant reasons. One, the account in Kenney
was a password protected email account, while an IP
address 1s not necessarily password protecfed. 449

Mass. at 843. See also Grant, 218 F.3d at 75

(explaining there is always reason to question whether
an account is being used by the person who 1is
registered to that account, but if it is password
protected it requires at least the user know the
password). Second, in Kenney, investigators confirmed
the defendant lived at the residence assigned to the
email address account. 449 Mass. at 844. See supra pp.
12-13. Investigators were never able to confirm Angel

Martinez lived at 231 Sunset Hill.
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The IP address assigned to 231 Sunset Hill could
have been part of a wireless network where multiple
computers from multiple locations.were accessing the
Internet. See Snow, supra p.6 at 1232 (explaining data
can be transmitted between separate computers in
separate buildings) (R.A./87). Just because one
computer on a network contains child pornography, does
not mean there is probable cause to believe all
computers on that network contain child pornography.
See Kaupp, 453 Mass. at 103-114 (no probable cause to
search defendant’s computer connected to school

network even though another computer connected to the

‘network had child pornography in its open share which

‘was accessible to all network users). While it is

possible an IP address may not be part of a wireless
network, or may be password protected, it is not
unreasonable to expect investigating officers to take
some steps to confirm or dispel this. C.f.

Commonwealth v. Canning, No. S$JC-11773 (Apr. 27, 2015)

(unpublished) (R.A./58-59)
(when officers have probable cause to believe a person
is growing marijuana in their home, it is possible

they are registered to do so, and it 1s not an
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“impossible burden” to expect them to confirm this)
(R.A./55-59).
When officers have probable cause to believe an

IP address is linked to child pornography, before they
are able to obtain a search warrant they should be
required to establish (1) the IP address is not linked
to a wireless internet service; (2) the IP address is
linked to a wireless internet service, but it is a
secure connection requiring a password; or (3) no one
outside the residence would be accessing the network.
Providing probable cause for one of those three things
is not impossible, not unreasonable, and ensures that
individuals’ rights under Article Fourteen are
protected.

In this case, although investigators were able to
link child pornography to an IP address registered to
Angel Martinez, they were: 1) urable to confirm he
lived at the location associated with the address; 2)
unable to provide details about the type of Internet
connection; and 3) unable to discern who would have
been able to access this connection, and where they
would have been able to do so. Accordingly, a search

warrant should not have issued. Therefore, denying
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Martinez’s motion to suppress was error and violated
his state constitutional rights.
CONCLUSION
For all of the foregoing reasons, Martinez’s

conviction should be reversed.

Respectfully submitted,
ADALBERTO MARTINEZ
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. - : DISTRICT COURT DEPARTMENT
FALL RIVER DIVISION
NO. 1232CR02700

COMMONWEALTH

V.

ADALBERTO MARTINEZ
MOTION TO SUPPRESS EVIDENCE

The defendant on the above-entitled matter moves, pursuant to Mass.R.Crim.P. 13, that this
Honorable Court suppress from the use in evidence anything recovered as a result of a search
and seizure made pursuant to Search Warrant number 9323 issued from Fall River District
Court, including but not limited to, laptop computers. A copy of the warrant and affidavit are
attached hereto.

T'he Defendant maintains that the issuance of a search warrant, the execution of the search
warraat, the seizure of any items including any and all statements made by the Defendant, and
the Defendant’s arrest were illegal because:

a There was no probable cause to arrest the Defendant.

The Affidavit in support of the Application for the Search warrant does not
demonstrate probable cause on its face and is defective.

c. The search warrant was improperly issued.

d The search preceded the arrest.

e. There was no valid consent to search. .

f There were no exigent circumstances which would authorize the warrantless search.

g The information in the affidavit is stale.

WHEREFORE, the Defendant maintains that his rights under the Fourth Amendment of
the U.S. Constitution and Article Fourteen of the Declaration of Rights to the Constitution of
the Commonwealth of Massachusetts have been violated.

/%adzaZZon 21@: % M& trrvng~7"  Adalberto Martinez,
/W&u./ & L3) WM By his attorney,
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United States Constitution
Fourth Amendment

The right of the people to be secure in their
persons, houses, papers, and effects, against
unreasonable searches and seizures, shall not be
violated, and no warrants shall issue, but upon
probable cause, supported by ocath or affirmation, and
particularly describing the place to be searched, and
the persons or things to be seized.

Massachusetts Declaration or Rights
Article Fourteen

Every subject has a right to be secure from all
unreasonable searches and seizures of his person, his
houses, his papers, and all his possessions. All
warrants, therefore, are contrary to this right, if
the cause or foundation of them be not previously
supported by oath or affirmation, and if the order in
the warrant to a civil officer, to make search in
suspected places, or to arrest one or more suspected
persons, or to selze their property, be not
accompanied with a special designation of the persons
or objects of search, arrest, or seizure; and no
warrant ought to be issued but in cases, and with the
formalities, prescribed by the laws.

Massachusetts General Laws
G.L. c. 272, §29B

{(a) Whoever, with lascivious intent, disseminates
any visual material that contains a representation or
reproduction of any posture or exhibition in a state of
nudity involving the use of a child who is under eighteen
years of age, knowing the contents of such visual
material or having sufficient facts in his possession to
have knowledge of the contents therecf, or has in his
possession any such visual material knowing the contents
or having sufficient facts in his possession to have
knowledge of the contents thereof, with the intent to
disseminate the same, shall be punished in the state
prison for a term of not less than ten nor more than
twenty years or by a fine of not less than ten thousand
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nor more than fifty thousand dollars or three times the
monetary value of any economic gain derived from said
dissemination, whichever is greater, or by both such
fine and imprisonment.

(b) Whoever with lascivious intent disseminates any
visual material that contains a representation or
reproduction of any act that depicts, describes, or
represents sexual conduct participated or engaged in by
a child who is under eighteen years of age, knowing the
contents of such visual material or having sufficient
facts in his possession to have knowledge of the contents
thereof, or whoever has in his possession any such visual
material knowing the contents or having sufficient facts
in his possession to have knowledge of the contents
thereof, with the intent to disseminate the same, shall
be punished in the state prison for a term of not less
than ten nor more than twenty years or by a fine of not
less than ten thousand nor more than fifty thousand
dollars or three times the monetary value of any economic
gain derived from said dissemination, whichever is
greater, or by both such fine and imprisonment.

(c) For the purposes of this section, the
determination whether the child in any visual material
prohibited hereunder is under eighteen years of age may
be made by the personal testimony of such child, by the
testimony of a person who produced, processed,
published, printed or manufactured such visual material
that the child therein was known to him to be under
eighteen years of age, by testimony of a person who
observed the wvisual material, or by expert medical
testimony as to the age of the child based upon the
child’s physical appearance, by inspection of the visual
material, or by any other method authorized by any
general or special law or by any applicable rule of
evidence.

(d) In a prosecution under this section, a minor

shall be deemed incapable of consenting to any conduct
of the defendant for which said defendant 1is being

prosecuted.
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(e) Pursuant to this section, proof that
dissemination of any visual material that contains a
representation or reproduction of sexual conduct or of
any posture or exhibition in a state of nudity involving
the use of a child who is under eighteen years of age
was for a bona fide scientific, medical, or educational
purpose for a bona fide school, museum, or library may
be considered as evidence of a lack of lascivious intent.

G.L. c. 272, §29C

Whoever knowingly purchases or possesses a
negative, slide, book, magazine, film, videotape,
photograph or other similar visual reproduction, or
depiction by computer, of any child whom the person
knows or reasonably should know to be under the age of
18 years of age and such child is:

(i) actually or by simulation engaged in any act of
sexual intercourse with any person or animal;

(ii) actually or by simulation engaged in any act of
sexual contact involving the sex organs of the child
and the mouth, anus or sex organs of the child and the
sex organs of another person or animal;

(iii) actually or by simulation engaged in any act of
masturbation;

(iv) actually or by simulation portrayed as being the
object of, or otherwise engaged in, any act of lewd
fondling, touching, or caressing involving another
person or animal;

(v) actually or by simulation engaged in any act of
excretion or urination within a sexual context;

(vi) actually or by simulation portrayed or depicted
as bound, fettered, or subject to sadistic,
masochistic, or sadomasochistic abuse in any sexual
context; or

(vii) depicted or portrayed in any pose, posture or
setting involving a lewd exhibition of the unclothed
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genitals, pubic area, buttocks or, if such person is
female, a fully or partially developed breast of the
child; with knowledge of the nature or content thereof
shall be punished by imprisonment in the state prison
for not more than five years or in a jail or house of
correction for not more than two and one-half years or
by a fine of not less than $1,000 nor more than
$10,000, or by both such fine and imprisonment for the

first offense, not less than five years in a state
prison or by a fine of not less than $5,000 nor more

than $20,000, or by both such fine and imprisonment
for the second offense, not less than 10 years in a
state prison or by a fine of not less than $10,000 nor
more than $30,000, or by both such fine and
imprisonment for the third and subsequent offenses.

A prosecution commenced under this section shall not
be continued without a finding nor placed on file.

The provisions of this section shall not apply to a
law enforcement officer, licensed physician, licensed
psychologist, attorney or officer of the court who is
in possession of such materials in the lawful
performance of his official duty. Nor shall the
provisions of this section apply to an employee of a
bona fide enterprise, the purpose of which enterprise
is to filter or otherwise restrict access to such
materials, who possesses examples of computer
depictions of such material for the purposes of
furthering the legitimate goals of such enterprise.
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) CaliTunm Prnind 052017 143527
CRIMINAL COMPLAINT DOCKET NUMBER NO.OF COUNTS  { Trial Court of Massachusetts , ;g B
ORIGINAL 1232CR002700 2 District Court Department %'
" DEFENDANT NAME & ADDRESS COURT NAME & ADDRESS
Adalberto Martinez Fall River District Court
57 Bates St. Fall River Justice Center
Fall River, MA 02724 186 South Main Street
Fall River, MA 02721
| {508)491-3200
DEFENDANT DOB COMPLAINT ISSUED DATE OF QFFENSE ARREST DATE
07/28/1986 05/09/2012 03/09/2012 ‘
OFFENSE CITY / TOWN OFFENSE ADDRESS NEXT EVENT DATE & TIME
Fall River
POLICE DEPARTMENT POLICE INCIDENT NUMBER NEXT SCHEDULED EVENT
Fall River PD 12-287WA o ©YARRAWE
OBTN R ; U ROOM / SESSION

The undersngned complainant, on behalf of the Commonwealth, on oath complains that on the date(s) :ndlcated below the.
defendant commltted the offense(s) listed below and on any attached pages.

{COUNT CODE DESCRIPTION
| .. 272/29B/B CHILD IN SEXUAL ACT, DISTRIB MATERIAL OF c272 §29B(b) /\/)9 - 314 A

,On 03/09/2012, with lascivious intent, did disseminate visual malerial that contained a represeniation or reproduction of an act that depicted, described or
irepresented sexual conduct participated or engaged in by a child who was under eighteen years of age, knowing the contents of such visual material or having
isufficient facts in his or her possession (o have had knowledge of lhe contents thereof, or did have in his or her possession some such visual maleral knowmg :
ithe contents or having sufficient facts in his or her passessian to have had knowledge of the contents thereof, with the intent fo disseminate the same, in ,

\vialation of G.L. ¢:272, §298(b).
;NO DISTRICT COURT FINAL JURISDICTION IN ADULT SESSION; upon conviction, must regiéter as a sex offender pursuant to G.L. c. 8, §§178C-178P;
iupon cquvi_cﬁon. must register as a sex offender pursuant to G.L. c. 6, §§178C-178P.

12 272/29C/A CHILD PORNOGRAPHY, POSSESS ¢272 §29C

]

i0n 03/09/2012 did knowingly purchase or possess a negative, slide, book, magazine, film, videotape, photograph or other similar visual repraduction, or
!depiction by computer, of a child whom the defendant knew or reasonably should bave known to be under the age of 18 and who was: (1) actually or by
islmulation engaged in an act of sexual intercourse with a person or animal, or in an act of sexual contact Involvlng the sex organs of the child and the mouth
janus or sex organs of the child and the sex organs of another person or animal, or in an act of masturbatian, ar in an act of excretion or urination within a
‘sexual context; or (2) actually or by simulation partrayed as being the object of, or otherwise engaged in, an act of lewd fondling, teuching, or caressing
lmval\nng another person or animat; or (3) actually or by simufation portrayed or depicted as bound, fettered, or subject to sadisiic, masochistic, or
.wdomasochtshc abuse in a sexual context; or (4) depicted or portrayed in a pose, posture or setting involving a lewd exhibition of the- unclothed genitals, pubic |,
.area Buttocks ar, if such person is female, a fully or partially developed breast of the child; with knowledge of the nature or content thereof, in vwlallon of GL. !

16272, §29C. .
'PENALTY state prison not more than 5 years; or jail or house of correction not more than 2% years; ornot less than $1000, not more than §10,000 fine; or
‘both such fine and imprisonment; cannot be continued without a finding or placed on fite; upon conviction, must reglster as a sex offender pursuant fo G.L. c.

6 §§178C-178P.

— o)
SIGNATURE OF COMPLAINANT ; i SWORN TO BEFO! KMCW/ASST. CLERK DA% ’L'

i(ms OF com:ydmgré x {;?MAGISTRATEI ASST. CLERK CATE
: Pha C.Otvece  \5Tolie

Notice to Defendant: 42 U.S.C. § 3796gg-4(e) requires this notice: If you are convicted of a misdemeanor crime of domaestic violence you
may be prohibited permanently from purchasing and/or possessing a firearm and/or ammunition pursuant to 18 U.S.C. § 922 (g} (9) and

other applicable refated Federal, Stale, or local laws.

R.A./7



G.L ¢ 276,88 17

. TRJAL COURTOF MASSACHUSE‘[T &
N T Second District Soe:- @
COURT JARTVEEINT
1 Fall River DI.V(SlON

, ' .
- TO THE SHERIFFS OF OUR SEVERAL C IU ES OR THEIR DEPUTIES, ANY STATE POUCE
OFFICER, OR ANY CONSTABLE ORPOLICE OFFICER OF ANY CITY OR TOWN, WITHIN OUR

COMMONWEALTH:

Proof by affidavit, which is hereby incorporated by refe
CAUSE to believe that the property described below;

3 has been stolen, embezzled, or obtained by false pretenses.

. [X] isintended foruse or has been used as the jneans of committing a ciime.
. [X] has been concealed to prevent a aime frombeing discovered.
uniawful purpose. -

is unlawfully pessessed or concealed for an
is evidence of a ciime or is evidence of crirminal

(3 other (spep_i:j/)

, has been made this day and | ﬁnd that there is PROBABLE

activity.

YOU ARE THEREFORE CONMMANDED within a rez

the issuance of this search wamant to search for the follow

See Exhibit 2

ﬁme and inno event laterman saven daysfrom
ing property:

[X] at

231 Sunset Hill, which is a housing development in the City of Fall River

which is occupied by and/or in the possessi

N Of: Angel Maftinez 03/27/83 andMaria Avilez 08/17/45

X7 on the person or in the possession of:
Angel Martinez 03/27/83 and Maria Avilez 08/17M5

You [X]are [_] are not also authorized to conduct the search at any fime during the night.

You[ Jare are not  also authorized to eftter the premises without announcemerit

You K] are [Jare not
property in his or her possession or under his of

YOU ARE FURTHER COMMANDEb it you find|such property orany part thereof, to bring it, and when
the persons in whose possession it is found before the o Spproprizte.

Fall River Division of the

aiso commanded {o search any person presert who may.-be found to have such
her control or to whom such property may have been delivered.

o
wﬁfﬁ“ 3..)ob-

‘Ah e
H
1Y
]

T ESs Cld. ke 4

PRINTED NAME OF ZISTIGE CLERKMAGISTRATE ORASSSTANT CLERK

SM,E,M@

TCSW-1 (6’57)

— R.A./B
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RETURN OF OFFICER

T

A search warrant must be executed as soon as reasonably possible

This search warrant was issued on

04/03/12

SERVING SEARCH WARRANT

ORTE
The following is an inventory of the property taken pursuant to this search warrant

alter ifs issuance, and ih any'case may not be validly executed more than 7 days after
its issuance. The executing offcer must fle his or her retum with the court named in'the wamant within 7 days after the-warrant is issved. G.L. ¢. 276. §3A

. and | have executed it as follows:

4 1 HP G60-535DX Computer Notebook
 Compagq Presario AS00 Computer Notebook

(¥

LIPSOV ORI

SRR PR Wiy DR Y. SEEARER S8

P .
Baasxsaagn=a L
N o A
: ' . ! : A
: . ) \
- " . ;
H .

(attach addiiornal pages as necessary)

This inventory was made in the presence of: Det. Thomas Chace

I swear that this invertory is a true and detailed account of ali the property takeﬁ by me

l ornhls search warmant.
R.A./9
I SEARCH  DATEAND TWVE OF SEARGH EEorE
2 w 9//5/2 20D pm ? w ?}
’ , X ~Satre of humtes, ot iaioimtn or Pasmrt Ook
Det. Sieven Wash.mgton Detective 40,"] {Se1d~




APPUCATION FOR SEARCH W'ARRANT N =
. L GL c. 275, 6.881-7 | TRIALCOURT OF MASSACHUSETTS @
oI ’_'tc’,"“’ L] B * Second Distci ORI DERATTIENT
Detécﬁve Steven Washington | Fall River . D\ision
Detective

L, the undersigned APPLICANT, being duly swom, depose and say that-

1. I have the following mfoxmanon based upon thelarached affidavit(s), consistng of a total of ___8 pages,
“which is (are) ncorporated herein by reference. -

2. Based upon this information, there is PROBABI|E CAUSE to believe that the propesty described below:

—_. has been stolen, emnbezzled, or obtained by false pretenses. .
x_ Jsmdedforuseorbasbeenusedasmernaansofcommrumgacnme
X__ has been concealed to prevent a critme from being discovered.
X__ is unlawfilly possessed or concealed for an unlawful purpose.

X is evidence of a critne or is evidence of critninal activity

— otherx (Speciy)

3. I am seeking the issuance of a waxrant to search for the following property (describe the pro;ba':y to be
searched for as particularly as possible):

See _Exh.lblt 2

4. Based upon this information, there is also probable ¢ause to believe that the pmperéy may be found (check as many as apphy):
X _ at (identify the exact location or description|of.the glace(s) to be searched):

231 Sumsst Hill, which a housing development in the City of Fall River,

which is occupied by and/or in the possession of] Angel Martinez 03/27/83 and Maria Avilez 08/17/45

X __ on the person or in the pbséession of (i , ify any specific person(s) to be searched):
Angel Martinez 03/27/83 and Maria Avilez 08/17/4

Z__ o1 any person present who may be found to haye suchpropertymeSOrhe.rpomon or under his
or her control or to whom such properly may haye been delivered.

THEREFORE, [‘r&epecﬁully request thatthe court issue a Warmrant and order of sefzure, authorizing the search of

the above d&scrbed place(s) and person(s), if any, tqu be searched, and directing that such properly or evidence or
any part thereof, if found, be seized and brougttt re the court, together with such other and further reliefthat
the court may deem proper.

— have previously submiited the same application.
ZX__have not previously submitted the sameapplication.

SRINTED NAME OF APPLICANT UNDER {IES OF PERIURY
Detective Steven Washington X AN Jg¥ :
i . A Signature of Appicart
e sy /8
X - ' ' 437
Signatue of Jusoe, Clesk-Magt: or Assistant Clerk i - Date
CSWA (7789) - :
R.A./10




1. I, Detective Steven Washingt(

AFFD)AVIT IN SUPPORT OF AF

PLICATION FOR SEARCH WARRANT |

bn, being duly swom, depose and say:

2..  Beingpart of the Fall River P
member of Massachusetts Internet Cxi
Federal, State and Local Law Enfor

conducting undercover online investi

plice Department Major Crimes Division is a

es Against Children (ICAC) that is comprised of
ent The Task Force is responsible for

ions, responding to complaints regarding children

sexually exploited via the Internet, conducting community education programs and
monitoring of the Internet for the bartering in child pornography. Ihave been a law
enforcement officer for 17 years and & member of the Major Crimes Division for six

years. During this time I have inv
child sexual abuse) and child pormo
the field of child physical and sexual

gated numerous incidents of child abuse (mcludmg
phy. During this time I bave received training in
use as well as the use of the Internet by Sexual

Offenders to seduce, entice and gain rccess to chﬂdren for the purposes of sexual

exploitation

. Ihave conducted and  participated.

hundreds, of investigations regarding child.. -

explmtatlon on the Intemef, as well

other investigations involving the use of a

comptiter or computer systems. From my training and experience, I am familiar with the
techniques and methods of operation used by individuals involved in criminal activity to
conceal their activities from detection by law enforcement authorities. I have participated

in investigations into the activities o
the use of the Intemet to entice, s
welfare of a child, harassment and
preparation and execuuon of numero

As part of my duties I investigate

exploitation of children, particularly i

individuals and groups involved in sexual assault,
e and gain access to children, endangering the
spiracy. In addition, I have been involved in the
search warrants.

iolations of state law, including the online
relation to violations of Massachusetts General

Law 272 Section 29B (A)(C) which criminalize, among other things, the possession,
-receipt and transmission of child porxi ography. I have gained experience in the conduct

of such investigations through trainin

following attachments

B in seminars, and classes. T have attended

~ mumerous computer crime conferences over the past six years. .

3. This affidavit has attached hegeto énd incorporated herein by reference of the

a Exhibit 1: A seven (7) pdge document detailing peer to peer file sharing and
the Ares Network prowde? by Sgt. Michael Hill.

b. Exhibit 2: An eleven (11)

on computer systems.

page document providing background mformahon

c. Exhibit3: A onme (1) page biography of Sgt Michael Hill’s professional

experience and training as|an investigator and expenience with peer to peer file
 sharing networks on the Internet.

d. "'Appendix A: A five (4)-gage document detailing the items to be searched for

"Search Warrant Affidavit for 231 Sunset Hill in Fall River Massachusetts

Page: 1 0f 8
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at the search location, 23 I Sunset Hill in Fall River Massachusetts.

5. The facts establishing the grotnds for my request to the court for the issnance of a

search warrant are as follows:

On 03/22/12, Sgt. Michael Hill of thg Massachusetts State Police Internet Crimes Against

Children (ICAC) Task Force advised

the Fall River Police Department that as a result of

his responsibilities with the ICAC TaFk Force, he had conducted an investigation into the
use of peer to peer file sharing programs on the Internet to possess and disseminate child
pomography and that during the course of his duties he discovered a computer with an

Internet Protocol (IP) address of 65.9
least one suspected child pornograph;

6.142.191 that had reported an association with at
y file. As aresult of this, Sgt Michael Hill

continued his investigation and subsequently downloaded digital files containing child
pomography from a computer using ¥P address 65.96.142.191. The following is an

excerpt from the report of Sgt. Michdel Hill (italicized):

-On 03/09/2012, I was corzdch
hereinafter P2P, file sharing progran

ing investigations into the use of Peer to Peer,
ns for the possession and distribution of child

.. pornographic images and mgvies in Violation of MGL Chapter 272 §§ 29B and MGL

Chapter 272 §§ 29C. While conducti

ng this investigation, I was connected to the Ares

network (a public file sharing netwonk which uses the Internet) using an Ares client
software program installed on my computer. The investigation was documented, which
included screen capture images at various stages of the investigation.

On 03/09/2012, working in an official capacity, I was connected to the Ares

network through the internet using

Ares client program. On 03/09/2012 at

approximately 1130 hrs (EST) I located a host computer on the Ares network that was

recently reporting itself as sharing s
observed this host computer to have
. Based on geographic mapping of this
to be located in Massachusetts. I r
-public IP address 65.96.142.191 w
possession and displaying as availa
the majority of which had terms in th
terms. I know that this list may not
. contained file attributes such as, file

spected child pornography files ta the network I
Internet Protocol (IP) address' of 65.96.142.191.
host IP address, I believed the associated computer
iewed the list of files that the host computer with -
recently reporting to the network that it had in its

e for sharing. This list consisted of ten (10) files,
file names consistent with child pornography .
all inclusive. The list of files that I did observe

, ypes; sizes, and SHA-1? hash values. The

Jollowing is a sampling of the list of the ﬁle names and SHA-1 hash values recently

reported to the Ares network from th

host computer with public IP address

' Computers on the Internet identify each dther by an Intemet Protocol or IP address. IP addresses can
assist law enforcement in finding a particulay computer on the Intemet. [P addresses can typically lead the
law enforcement officer to a particular Interrjet service company and that company can typically identify the
account that used the IP address to access the intemet.
2 SHA-1 or Secure Hash Algorithm Version 1 is d fils encryption method which may be used 1o produce a unique digital
signature of a file. it is computatiorally :nfeas:blerZM 60") to find two different files that produce the same SHA-1 value,
The Secure Hash Algorithm (SHA) was developed by the National institte of Standards and Technology (NIST), along
with the National Security Agency (NSA), for use With the Digital Signature Standard (DSS) as specified within the Secure
"Hash Standard (SHS). The United States of America has adopted the SHA-1 hash algorithm dmcnbed herein as 2
Federal Information Processing Standard.

Search Warrant Affidavit for 231 Sunset Hill in Fall Rivér Massachusetts
Page:20f 8
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596142191

" computer located at [P address 65.96

o pornogrqahy Through my training

 video file-with the SHA-I value of 5K

File Name

SHA-1

webcam -~ vivi_moranguinho04 {brzsiemha 7){brasi pthe pisc
knabing menina garola).avi

SKNCHEMCKAXWXTG2522GQCAIQVBICNS

2 wiTv

sdpavagdasdemjmsybebi&de1asmfmbamm

560G QZMWNOXQFOLDHP2YCAL WWWKLQZZ

Inid fAta em ef baAfAxo posando.avi

RMW3QVO2J5YIPOGYNWILMZIFZW2NRS0TV

58MSSROHQZXWIZPHWSO.3334GM2VECH!

llnewpdnc dark slutho 10yro spread wide(2).avi

IZSKUCSK2DADD778ZMOENMVILE2WDVGKT

fick X ?J.avn

63450COSFRTYSVSSLRRPSPCIETASTDFA

othe vd:y pumped pid 12 M;&ns rafadinha na xaxotnka(Zimpg  LEDREINY.JRF30RETENEIVIEDAWSPCOSWE

VAEQSAJH2UAGAYHTTSWIIGCAYTHRNDSQ

1Dyraandyall{2)avz

TTVEVLHNUCTWUPMIXXULNDINGXIOEYY

TTQWIXRVAINYIVFPOFL OQHMSEXTOURAR -

On 03/09/2012 at approximately 1130 khrs (EST), using one of the features

available in the Ares P2P client I was

conﬁgured to share files.

This o_ﬁ" icer has become fam;

using, I determined that the user of this host
142.191 had left the Ares client program

r with some of the slang used Quallgcmr,s of child. .

experience, I know that child pornography files

are routinely named with some of the|following terms, which are found in some of the

. files listed above: pthc, ptsc and bab]
experience that the term *“pthe” means
teen softcore”. I also Imow that the I¢
or 11lyo, or 11yr oﬁen indicate an ag

The list of file names that 1 ob.
which had a file name of “webcam -3

ptsc knabinoj menina garota).avi.
(EST), I requested the above video ﬁl

yy. For example, I imow through my training and -
pre—teén hardcore” and that “ptsc” means “pre-
etters “yr” following a numeric value, such as, 10yo
of 10 years old or 11 years old.

served and their associated SHA1 values included a
VCHEMCEAXWXTG25Z2GQC4IQVBI4CNT. -
ivi_moranguinho04 (brasileirinha 7)(brasil pthc
On 03/09/2012 at approximately 11:30:50 hrs

e having SHAI value of

SENCHEMCKAXWXTG2522GQOCAIOVBJI4CNJ from the computer with host IP

address 65.96.142.191. Iwas able to

connect directly to the computer with host IP

address 65.96.142.191 and download, this complete file directly from the computer with
host IP address 65.96.142.191. The download process ended on 03/09%/2012at =~
approximately 11:33:02 hrs (EST). liviewed the video file and would describe it as a six
minute and forty-eight second web cqm type video depicting a young prepubescent

Jemale that appears approximately 8

to 10 years old. The female removes her shirt

exposing her breasts. She then pullsdown her pants and underwear exposing her

vagina. She is observed masturbatin

her vagina. The female is then observed

inserting a pencil type object into hex anus. This video, based on my training and
experience, appears to be child pornography in violation of MGL Chapter 272 §§ 298
and 29C. 1kmow that the Ares network download process actually makes a copy of the
selected file, leaving the original file dn the host computer. Additionally, during the
download process I observed the hosticomputer located at IP address 65.96.142.191 to
have an Ares version 3.1.7.3042 client software program and a username of

Séarch Warrant Affidavit for 231 S
Page:3 of 8 -

set Hill in Fall Rlver Massachusetts

R.A./13
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“datflypapi@Ares’.

Additionally during this imv
dovwnloaded three (3) additional co
65.96.142.191 on 03/09/2012 betwe
the files that were downloaded and bpsed on my training and experience I believe these

files to be child pornography in violdtion of MGL Chapter 272 §§ 29B and 29C. The

a) Original filename: Infor.

b)

host computer.

SHA-1: SBMSSROHQZX
Description: This file is a
minutes and fifty-three s¢
females that appear appr.
nudity. One of the femal
exposing her anus and 4
posing for the camera wi
then spread their legs w.

- -Shots:of their vaginas:

masturbating their vagin

anus at one point of the #de

gatzon Ialso observed and successfully
lete files from the computer with host IP address
11:39:04 hrs and 11:55:06 hrs (EST). Ireviewed

¥

downloaded files are described belo

ation about the filename not supplied by remote - .

W3ZPHWSOJ3334GM2V6CHT

webcam type video that is approximately seven
>conds in length depicting two young prepubescent
oximately 8 to 10 years old in various stages of
es sticks her nude buttocks into the camera’s view .
1gina. Both females are then observed fully nude
th ‘zxposed breasts and vaginas. Both female’s

le exposing their vaginas and then have close up
the camera. The female’s are-then seer. ...~ -
One of the female’s inserts her finger into her
0.

Original filename: ! .’newlpthc dark studio 10yro spread wide(2).avi
SHA-1: Z5SKUCSK2DADD77BZMOENMY3LBZWDVGKT

Description: This file is

video that is approximately five minutes and

twenty-eight seconds in length depicting a young nude prepubescent female
that appears approximately 10 to 12 years old leaning back on a couch. Her

breasts are exposed and s

he is masturbating her vagina with her hand. She

is observed inserting her finger into her vagina while licking her lips. At
other various points in the video she is spreading her legs and vagina with
her hands. She is then opserved urinating into a toilet.

Original filename: stickain sisters(2).avi .

SHA-1: 63460CDS5SFR SLRRPSPCIETASTDFA

Description: This file is & webcam type video that is appreximately one hour
Jour minutes and nine seconds in length depicting two young prepubescent

females that appear appr
in various stages of n
into the camera’s view

On the same date and time
occurred, I observed the remote host

client used in this investigation. I

® Netstat is a program which causes the conn
Depending upon the parameters given to the prog

Iy 10 to 12 years old posing for the camera
. One of the females sticks her nude pebvic area
osing her vagina.

the downloads from the remote host computer -
mputer’s IP Address 65.96.142.191 in the Ares

her caused a NETSTAT® command to be executed .

egl:sns to a computer at the tme the program is run to be-disptayed.

. the output may show the IP address of the connection in niumerical

Search Warrant Affidavit fof 231 Sunset Hill in Fall River Massachusetis

Page: 4 of 8
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several times during the download process in an efforr to further verify the sharing host’s -
IP Address and that I was directly connected to the remote host computer with IP

Address 65.96.142.191 during the dgwnload process. I reviewed the logs created by

using the NETSTAT command. These logs showed that on 03/09/2012 between 11:31:12
hrs (EST) and 12:01:24 hrs (EST) q computer with the Host IP address 65.96.142.191
was periodically connected to the computer upon which I was conducting the

investigation. ' r

I conducted an Internet search on the origin of the I[P address 65.96.142.191 and
Jound it to be issued to the internet s¢rvice provider, Comcast Cable. As a result of this
information, the Berkshire County District Attorney’s Office issued an Administrative
Subpoena to require Comcast Cable|to provide records and other information pertaining
to its respective subscriber on 03/09/2012 between 11:31:12 hrs (EST) and 12:01:24 hrs
(EST) for IP Address 65.96.142.191| o

On 03/15/2012, Comcast Cable responded to said Order indicating that the
Jollowing subscriber had been assigned the IP address 65.96.142.191 on 03/09/2012
between 11:31:12 hrs (EST) and 12501:24 hrs (EST):

i e SubscriberName:—— tAngelMeartinep——-—- - --———

Service Address: 231 Sunset HI.
" |Fall River, MA 02724-3753
Telephone #: 774-253-9719

Based upon the above initial {nvestigation, I am referring this investigation and
all evidence generated during the investigation to Detective Steven Washington of the
“Fall River Police Major Crimes Division. , :

Sergeant Michael Hil(]

Massdchusetts State Fe%lice .
Massachusetts Internet Crimes Against Children Task Force Commander

7. On 03/22/12 1, Det. Steven Washington was assigned to continue Sgt. Michael
Hill’s investigation. -

8. I have viewed the files that were downloaded by Sgt. Michael Hill and agree with the

or named form. When the “netstat” command is executed duting a file transfer between computers, the ouiput will include
the IP address or rame of the computar(s) which transferred the file(s). ’

" Search Warrant Affidavit for 231 Sunset Hill in Fall River Massachusetts
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descriptions of those files by him. | Based upon my training and experience, each of the digital
files appear to be Child Pomography in violation of Chapter 272 Section 20B and 29C of the
Massachusetts General Laws.

9. On 04/02/11 at approximateky 1100 hrs I went to 231 Sunset Hill and observed it
to be a part of the Sunset Hill Housing Development.

10.  Iverified that 231 Sunset Hih is occupied by- Maria Avilez 08/17/45, who is the
Mother of Angel Martinez 03/27/83

11. I know from training and |experience that those who have possessed and/or
disseminated child pornography have an interest or preference in the sexual activity of
children. Those who have demonstrated an interest or preference in sexual activity with -
children or in sexually explicit visnal images -depicting children are likely to keep
secreted, but readily at hand, sema”y explicit visual images depicting children. In some
instances, these depictions are actual photographs or images of the suspect’s own sexual
activity with past or present children. In some instances, the suspect keeps these
depictions as a means of plying, broaching, or titillating the sexual interests of new child
) . victims or otherwise lowering the ifjhibitions of other potentlal child sexual partncrs by .
e ___.shaw_mg them -that-other —ehﬁdrcn-f:artrmpate ity this~1and “of actvity, .Still, in other
instances, the depictions are a means| of arousing the suspect. These depictions tend to be
. extremely important to such individhals and are likely to. remain in the possession of or
under the control of such an individaal for extensive time periods. Although he might, a
person who has this type of matei‘iaitjg-ﬁl not likely to destroy the collection. These sexually

explicit visual images depicting children can be in the form -of, but not limited to,
negatives, slides, books, magazines, videotapes, photographs or other similar visual
reproduction, or by an image/video depiction by computer.

12. ' I know from training and| experience that persons trading in, receiving,
distributing or possessing of images| or movies involving child pornography will make
copies of those files on their computer’s hard drive or other removable. media. These

" computer storage media devices can be and have been found within the person’s
residence, on the person, and within their motor vehicles.

13.  I'know from my training and pxperience that even if a user deleted the files, they
still thay be recoverable by a trained cpmputer forensic examiner.

14. I know from training and|experience that persons trading in, Teceiving,
distributing or possessing tmages or] movies involving the exploitation of children or
those interested in the actual exploitation of children often communicate with others
through coxrespondence or other documents (whether digjtal or written) which could tend
to identify the origin of the images a5 well as provide evidence of a persons interest in

child pomography or child explo’itaﬁopf.

15.  Iknow from training and experience that individuals who have a sexual interest in
children and have access to the Intem fet will conduct searches for child pornography and

Search Warrant Affidavit for 231 Sunset Hill in Fall River Massachusetts
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chﬂd sex stories on the Internet usmi Internet search engines or other programs that share
files via the Internet. * These individials will use terms that are associated with children,

nuéiity, and sex. These searches be found within Intemet history files, such as
Internet Explorer History, or within unallocated areas of the hard drive.

16. I know from training and gxperience that files related to the exploitation of
children found on computers are utal]y obtained from the Internet using application
software which often leaves files, ligs or file remnants which would tend to show the
exchange, transfer, distribution, possession, or origin of the files.

17. I know from trammg and experience that computers used to access the Internet
usually contain files, logs, or file reninants, which would tend to show ownership and use
of the computer as well as ownership and use of Internet service accounts used for the

Internet access.

18. . I'kmow frofn training and experience that search warrants of residences involved
in computer related criminal activity| usually produces items that would tend to establish .
ownership or use of computers and| ownership or use of any Internet service accounts
accessed to obtain child pomography to include credit card bills, telephone bﬂ.ls

e .ww_correspondence, and.otheridentification documents. . - .

19. I know from training and experience that search warrants of residences usually
reveals items that would tend to show dominion and control of the property searched, to
include utility bills, telephone bills, correspondence, rental agreements, and other
identification documents. ' : L ,

20. T also have knowledge, based upon my experience and training that if untrained persons
are allowed into a crime scene, they may wnintertionally disturb, damage, or obliterate crucial .
evidence. Accordingly, while the crime scene search warrant is being executed, I respectfully
seek the court’s authority to fmpound and secure the premises and to keep out all unauthorized
persons not asmgned to the investigation.

21.  Based upon the above, therp is probable cause to believe that a computer or

computefs located at the property of
file sharing software client. There is
been used to download and offer
Massachusetts General Law Chapter
(goveming the crime of the possessiq
29C (governing the crime of the poss|

22.  There is probable cause to

(attached) are evidence of the ath

Massachusetts Geperal Law Chapter

{goveming the crime of the possessic

29C (goveming the crime of the poss

Page: 7of 8

231 Sunset Hill, has installed an Ares peer to peer
also probable cause to believe that this software has

for distribution child pomography in violation of

272 §§ 29 (governing obscene matter crimes), 29B

n with intent to disseminate child pornography), and
ession of child pornography).

believe that the items annexed in Appendix A
empted exploitation of children in .violation of
272 §§ 29 (governing obscene matter crimes), 29B

0 with intent to disseminate child pornography), and -
ession of child pomography)

" Search Warrant Aﬂidav:t for 231 ‘Lu'unset Hill in Fall River Massachusetts
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(attached) are evidence ‘of the atfempted exploitation of children in violation of
Massachusetts General Law Chﬂpte,q 272 §§ 29 (governing obscene matter crimes}), 298

(governing the crime of the possessi
29C (goveming the crime of the poss

- 23. T respectfully request that
authorizing the- search of the. prg
Massachusetts, described previously
listed 1n “Appendix A” (And with 1
same to a secure location anywhere i
SEARCH therein for and SEIZE). S
- warrant. - '

n with intent to disseminate child pornography), and
ession of child pornography).

erty located .at 231 Sunset Hill in- Fall River
in above Paragraph #13, and search for those items
-egard to such “computer systems” to transport the
the Commonwealth of Massachusetts and, there, to
aid “Appendix A” will be attached to the face of the

;x.é Court issue a warrant and order of seizure,

Signed under the pains and petalties of perjury this April 3vd, 2012.

Before

' DX Steven Washington

Clerk Magistrate

R.A./18
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File Sharing & the Aves Netwark

Peer ta

Peer File Sharing

=

Based on my training and experience, I know the following regarding Peer to Peer file

sharing networks, Peer to Peer client software programs, and the Ares Peer to Peer file sharip g

network. -

A growing phenomenon on the Ini

file shering. P2P il sharing is 2 method

ternet is peer to peer (hereinafter referred to as “P2P”)

of communication available to Internet nsers through

the use of special software programs. P2P file sharing programs allow groups of computers

using the same file sharing network and protocols to transfer digital files from one computer

system to another while connected to a network, usually on the Internet. There are multiple

oo types:0f P2R file.sharing.netwerks on.the!

network, a user first obtains a P2P client

oftware program for a i:articu’lar P2P file sharing

network, which can be downloaded from|the Internet. A particular P2P file sharing network may -
have many different P2P client software programs that allow access to that particular P2P file

sharing network. Additionally, a partic

P2P client software program may be able to access

‘multiple P2P file sharing networks. Thege P2P client software programs share common

protécols for network access and file sh

ing. The user interface, features, and conflgurauons

may vary between clients and versions oi}the same client.

_ In general, P2P client software al}
on a P2P file sharing network ﬁth oﬂmr#
can also obtain files by opening the P2P d
segrch for files that are' of interest and cur,

Some P2P file sharing neMorks ar

bws the user to set up file(s) on a cormputer to be shared
1sers nmnmg compatible P2P client software. A user
lient software on the user's computer and conducting a
Fent_ly being shared on a P2P file sharing network.

e designed to allow users to download files and

frequently provide enhanced capabilities o reward the sharing of files by providing reduced wait.

periods, higher user ratings, or other bene

fits. In some instances, users are not allowed to

download files if they are not sharing files. Typically, settings within these programs control

sharing thresholds.

Typically, during a default installation of a P2P client software program, settings are
established which configure the host computer to share files. Dcpendiﬁg upon the P2P client

- ngéll of 7. -
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Ezinblt #1 R . . Peer 't:crjl‘.ée'rl- (P28) FlleShann,g’SEtheAres Néhyorl'g

software used, a user may have the ability to reconfigure some of those settings during

installation or after the mnstallation has been completed. ,
Typically, a setting establishes the location of one or more directories or folders whose

contents (digital files) are made availablg for distrbution to other P2P clients. In some clients,

individual files can also be shared.
T yfically, a setting controls Whet}:er or not files are made available for distribution to

other P2P clients.

Typically, a setting controls whet
while they are in the process of downloading the entire file. This feature increases the efficiency
file segments on the network for distribution. |

are processed by the client software. As part of this

. processing, a hashed al gonthm value is computed for each ﬁle'bemg sha.red, Whu:h umquely

| _1dent|ﬁes ﬁ_ogt:he network A ﬁle processed by ﬂ:ns hash algorithm operation rwults inthe

creation of an associated hash value often referred to as a digital signature. Some hash 7
99.99 percent that two or more files with the same hash

her or not users will be able to share portidns ofa file

of the network by ﬁuﬂing more copies of
. Files being shared by P2P clients

algorithms provide a certainty exceeding

value are identical copies of the same file regardless of their file names. By using a bash

algorithm to uniquely identify files on a P2P network, it improves the network efficiency.
Because of this, typically, users may receive a selected file from numerous sources by accepting
segments of the same file from multiple tlients and then reassembling the complete file on the
iocal computer. This is referred to as mu]tiple source downloads. The client program succeeds in
reassembling the file from different sourges only if all the segments came from exact copies of

. the same file. P2P file sharing networks|use hash values to ensare exact copﬁes of the same file

are used duﬁng this proces.s. .
. P2P file sharing networks, including the Ares network, are frequently used to trade digital
‘files of child pornography. These files include both image and movie files. '

7 The Ares network is an open soulce public Hle-sharing network. Most computers that are
part of this network are referred to as “pddes”. The terms “nodes” and “clients” can be used
interchangeably when referring to the Azes network. A node can simultaneously provide files to
some nodes while downloading files from gther nodes. Nodes may be elevated to temporary .

indexing servers referred to as “supernodes”. Supernodes increase the efficiency of the Ares

1

| Pageror1
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network by maintaining an index of the ¢

for files and are directed to one or more hodes sharing that file. There are many supernodes on

the network, if one shuts down the netwrc

The Ares network can be accessed by computers running many different client programs,
some of which inclnde the original Ares Galaxy client program, and derivatives compiled from

the source code which is open source an

protocols for network access and file sh

ontents of ne@vvor_k nodes. Aresusers gquery supermodes

rk continues to operate.

freely available. These programs share.common
ing. The user interfacé, features, and configuration

may vary between clients and versions of the same client. Ares Galaxy is a free P2P client -

software prografn that can be downloaded from the Internet.

During the installation of an Ares

client, various settings are established which configure

the host computer to-share files. Depending upon the Ares client used, a user may have the

ability to reconfigure some of those settihgs during instaﬂa_tion or after the i__n_s?gllhat;i?n_hgs_ been

s sl m———

completed. Typically, a setting establishes the location of one or more directories or folders

commonly referred to as the “My Shared
computer’,sl “Desktop”. )
- .. The Ares client software ProCessy
this processing, 5 SHA-1" hash value is d
user’s shared directory.

The Ares network uses SHA-1 h

whose contents (files) are made available to other Ares users to download. This location is

Folder” and in many versions is defaulted to be on the

>s files located in a user’s shared dfrectory. As part of
tomputed by the client software for each file in the

1sh values to improve network efficiency. Users may

receive a selected file from numerous sources by accepting segments of the file from multiple

users and then reassembling the complet|

e file on the local computer. The client program

succeeds in reassembling the file from different sources only if all the segments came from exact
copies of the same file. The Ares nctwo:rk uses SHA-1 hash values to ensure exact copies of the

same file are used during this process.

1 SHA1 or Secure Hash Algorithm Version
unique digital signature of a file. Findins;‘3
requires a search and comparison of 10

J is a file encryplion method which may be used to produce a

a file that produces the same SHA-1 value as a known file
(2% different files, which is computationally infeasible. The

- Secure Hash Algorithm {SHA) was developed by the National Institute of Standards and Technology

(NIST), along with the National Security Agency (NSA), for use with the Digital Signature Standard (DSS)
as specified within the Secure Hash Standard (SHS). The United States of America has adopted the

SHA-1 hash algorithm described herein as

4 Federal Information Processing Standard.

. Page3of7-
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Typically, when a user launches the Ares client program, the client program will

likely connect to one or more supernode(s) on the Ares network. Once connected to a
supefnode(s), information about the ﬁ4 es the user is sharing is pi-ovided to that
supemode[s]. Such information may include a list of the files being shared and other
descriptive information about those files, including the files' SHA-1 hash value(s). This.
allows othér users on the Ares network to locate these files. The frequency of updating this -
information. is dejpendent upon the client software being used and the Ares networking protocols.
-_ This information sent to the supernode(s} is data about the file and not the actual file itself. The

file remains on the remote user’s computer. In this capacity, the supernode(s) acts as a pointer to

the files located on a remote nser’s compjuter.
The Ares network supernode(s) assists the Ares client users in locatmg files based on the

keyword terms searched for by the user. When a user wants to find a file on the Ares network,

the-user enters a keyword search into the Ar&s cﬁent search screen menu.  This initiates a
keyword search request to the supernode(s). The supemode(s) will return a hst of file names
(not the files themselves) that match the search criteria. This information comes from nodes that
have recently reported to a supernode(s) that they (nodes) had a file(s) with the keyword search
term in the file name(s). Each file namejreturned is mapped to 2 SHA-1 hash value, which

uniquely identifies the file on the Ares network. In order for the user to obtain the actual file, the-

»

 user must manually initiate a download irocess, typically by double clicking on the file name.

The user can identify the file(s) the:y wish download by the file name. When the download
process of the ﬁlg actually begins, the dc!fwnload of the file occurs from one or more nodes (not
the supernode[s])

Once a user initiates the downlodd of a particular file, the user is presented with a list of
users (nodm) who had recently broadcast to the Ares network that they have the requested file

available for ofhers to download. Typi

? Computers on the Intemet identify-each other
enforcement in finding a particular computer on
officer to a particular Intemet service company
address to access the Intemet

v, the mpemode(s) on the network return this list

- containing the remote node information_gnd the Internet Protocol (IP) addresses® of computers
. which have recently reported they have

e same file (based on SHA-1 hash value comparison),

by an Intemnet Profocol or IP address. P addresses can assist law
the intemet. IP addresses can typically lead the law enforcernent
and that company can typically identify the account that used the (P

Paged of 7
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including IP addresses, which can be used

~_actual child pomography.

or in some instances, portions of the same
the Ares client has downloaded part of a fi

other users.
Obtaining files from the Ares netw

address 1s not usually visible to the end us
by the software to initiate the download.
Law Enforcement has modified an

fle available to others to download. Typically, once
e, it may immediately begin sharing the file with.

bric, as described herein, returns the candidate list,
to identify the location of computers. Although the IP

or in the common Ares clients, it is returned and used .

‘Ares chient program to allow the downloading of a file

from a single IP address as well as displaying the IP address and SHA—l"hash value, which is |

Jmnown to all Ares clients but not typically

the detection and investigation of those co

displayed to the end user. This procedure allows for
Pputers.involved in sharing digital files of known

Typically, as described above, onie method for an investigator to search the Ares

network for users possessing and /or di
search terms, based 6n their training ar
indicative of child pornography. The in
determine if it indeed contained child p
the SHA-1 hash value of this file, to be g

sseminating child pornography files is to type in
\d experience, that would return file name results
vestigator would then download ﬁhe file and
ornography. Is so, the investigator can document

ompared with future identical files observed on the

Ares network. Although transparent to the typical user, when searches are conducted,

additional results are received from the
include the SHA-1 hasﬁ vﬁlue of the file)
reported to the network as having that
documented by investigators and com Q
has obtained in the past and believes t¢
and investigation of computers involved
previously idenﬁ'ﬁed child pornography.

investigator can compare the SHA-1 ha

that a file seen on the network is an ide

before.

: Ares supernode(s) or other nodes, which may.
and the IP addresses of clients who recently

file in whale or in part. This information can be
jared to those SHA-1 hash values the investigator

) be child pornography. This allows for the detection
m possessing, receiving, and/or distributing files of
Therefore, without even downloading the file, the

sh value and determine with mathematical ceftajnty
ntical copy of a child pornography file they had seen

| Page5of7 -
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The returned list of IP addresses can include computers that are likely to be within the
investigator’s jurisdiction. The ablhty to Ildcnufy the appIOleaIe location of these IP addresses

is provided by IP geographic mapping seryices, which are pubhcly avaﬂable and also used for

marketing and fraud detection. At this point in the investigative process, an association between . -
a known file (based upon on the SHA-1

specific IP address (likely to be located wjthin a specific region) can be established.

value comparison) and a computer having a

Once a client user is identified as recently having a file believed to be child
pornography, in whole or in part; the irjvestigator can then query that client user directly to
confirm the client user has that file, in whole or in part, and/or download that file directly
from the client user exclusively, otherwise known as a single source download. Depending
upon several factors, including configuration and avaﬂaﬁle resources, it might not be possible to

do Blthel' The process of shanng ﬁles onjthe Ares nctwork involves nodes allowmg othcr nodes ‘

to copy a ﬁle or port:ons ; of a file. This sharing process does not remove the file from the
computer sharing the file. This prOCess places a copy of the file on the computar which
downloaded it

If an investigator either received an affirmative response from a remote node that they
possess a digital file, or the investigator received a digifal' file, in whole or in pért that is
believed to contain child pornography, ﬁ-a[)m a remote node at a specific IP address, the

investigator can conchude that a computer, likely to be in this jurisdiction, is running an Ates P2P

client and is currently possessing, receivihg, and/or distributing specific and l_cnoﬁm visual
depictions of child pomography. a‘Lm -

During the query and/or downloadi _g.proccss from a remote Ares client, certain
information is exchanged between the inyestigator’s client and the remote client they are
querying and/or downloading a file from Such as 1) the remote client’s IP address; 2) a
mnﬁmaﬁon from the remote client that they have the file(s) being requested, in whole or in part,
and that the file(s) is being reported as sHared from the remote client program; 3) the file’s
corrwpondmg SHA-1 hash value(s); 4) the remote clienit’s “username™; and 5) the remote client

program and version. Typically, the Ares program on installation prompts the user to enter a
nicknamie for use in peer to peer chat feafures the software may have, which would be equivalent

to a client’s “username”. This informéﬁ(}n may remain on the remote client’s computer system

| PageGof7 -
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for long periods of time. The investigator

has the ability to log this information. A search can

later be conducted on a seized computer s

ystem(s) for this information, which may provide

further evidence that the investigator’s client communicated with the remote client.

An analogy to this investigative

an informant or an anonymous source t

narcotics. An undercover investigator

methodology would be receiving information from
hat a particular residence was selling illegal .

rould independently confirm this information by
ind asking if they had said illegal narcotics. If so, the

knocking on the door of the residence 3
undercover investigator would then as
actually entering theﬂresic‘ience, which
illegal child pornography file from a P2

. The investigation of peer-to-peer

__enforcement agencies around the country]

< for and receive the said illegal narcotics without
would be similaf to asking for and recejving an

P client. | _

file sharing networks is a cooperative effort of law

‘Many of these agencies are associated with the

Internet Crimes against Children Task Fq
 the issuance and execution of search wan
conviction of numerous offenders posses

which were also involved in the sexual e

rce Program. P2P investigative methodology has ledvto
-ants around the country resulting in the arrest and

sing and/or disn'ibuﬁ.ng child pornography, some of
kploitation of actual child victims._ '

| Pagetof?
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Exhibit 2

Information Réiéﬁed to

the Seizure and Searching of

Digital Evidence

1. : This addendum seeks to

explain what a search for computer related items may

involve, the S{Jbéequent search of the camputer storage devices seized; and further justify the

following as a fnecessary part of the search process:

. I The seizure of .all

‘ manuals from the autLorized location.
| 1L The searching of alll areas of the authorized location for computer related

} ~ evidence.
' 1. The photographing

of the aﬁthorized- location including the cornputer

fIV The removal of the| computer system, and related computer peripherals,

software and storage|media to an off-site controlled environment to perform

2. !Computcrs can exist eith

e $EafCH and Ahalydis of the dafa for the speciiic antborized items.

¢r as a “stand alone” computer or as part of a bigger

computer network, a “networked compufer”. A “stand alone” computer is one that is isolated’

from or not attached to any -other coinprter. A “stand alone” computer is becoming rarer into

today’s bigh tech interconnected world.

A “networked computer” is one that is connected to,

attached to or (can communicate with other computers or hosts. “Network computers™ can share

computer services with other computers

%uch as file sharing, file storage, remote administraﬁon,

- email, printing and many more. For example, a computer in a home may have & printer attached
to it. Other‘coz;npu”cers on the home network can print to that printer because the host éompqter_ i8
- sharing that r’esoﬁrce. Most computers today have the ability to become networked, even
temporarily, when they attach to the interpet through a dial up modem.

3. - A stand alone “computer gystem” is sometimes referred t6 as a work station,

personal compter or laptop and generally is composed of two parts; hardware and software. The

hardware components can generally be broken down into four common categories; System .

components, storage devices, imput.and

putput devices. The software can be broken down into

two categodesf'; operating systems and application software. Software are the tools that allow a

user to producéz data files which are ultim

tely stored on the computer’s data storage devices.

o
4. iThe system components

include but are not limited to the systen

Exhibit “2” for 231 Sunset Hill in Fall R

are generally installed inside a case or chassis. ‘I‘héy

n board, central processing umit (CPU), random access
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Digita

i Evidence

- the “motherboard™.

memory (RAM), read only memory (RO
The most important computer system co
It is an electroniq
electronic devices plug into. The “CPU”
Its fimction is|to organize the requested
receives requeists, determines what tasks
and translates those tasks into electro]

' processor does the math and logieal caleu

M), cache memory, add on boards and a power supply.
mponent is the system' board, commonly referred to. as - -
circuit board that all other circuit boards or other
or éentral-processing unit is the brain of the computer.
actions received from the components. The processor -
the computer needs to perfrm to Fulfill those reques-fs,
ic signals the required devices can understand. The

\ations. The processor is plugged into the motherboard.

5. : Memory can ‘take various forms including RAM, ROM and Cache. The most _

common is Random Access Memory or

and data that the CPU will need.- The

RAM. 'RAM is used to temporarily store instructions

[ :
information inj RAM is lost as well. RQM is read only memory. ROM is usually a computer
chip installed én the mother board that has computer instructions or data permanently imprinted
onit. ' Cache J:nemory is usually 2 memqry chip installed on the CPU- or very close to the CPU..

ch faster for the CPU to

. Because memory is \

It is usually
Access’ Mem
loses power, mformatlon that is eviden

Therefore, it may be necessary for the

read the Cache memory than it is to read the Random
latile and information will be Jost when the computer

iary m nature that is in memory will be lost as well.

vesﬁgator to perform some processing to secure the

information in RAM prior to the computgr being powered down. An example would be a word

Iﬁrocessing document that has not yet b

connections.

6. _ Probably the most im;

saved or the current state of the computer’s network

component of 2 computer system, to a criminal

mformatlon in RAM is very volatxle and 1s constantly
' "“béing Tead, wrilfen, changed and removed.  When power to the computer is lost all the

investigator, are the computer’s storage devices. Storage devicesis a technology that is changing

- at an extremely fast pace both in terms of the type of storage devices available and the quantity

of data the storage device is capable of holding. The storage device holds or stores information
or data, even when the éou:_;putcr’s power is turned off The data stored on the storage devices
are kept unless they are manually removyed or altered by the user or the computer’s software.

Often computer systems |have multiple storage devices. Traditionally these

storage devices were hard drives that were installed inside of a computer case. They were
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attached to the computer’s mother board

y cables referred to as ribbon cable and were powered

from the computer’s internal power supply.' Today, internally mstalled hard drives are still a
major component of a computer system, ]Fowever, the availability and popularity of external hard

drive storage devices or enclosures is growing rapidly. These external hard drive devices have
become more readily available to the consumer over the past few years. New technologies such

a USB, Fire wire and wireless connectivity allow data transfer rates between the computer and

the hard drive at speeds that were not possible prior. These hard ‘drives work the same way as

_ the internal hard drives, what makes them different is that they are extemal to the computer and

therefore removable and portable. Thesg removable hard drive storage devices allow a user to

plug the device into a computer systemn|

read from or write to the device and then unplug the

device and store it somewhere éway ﬁ'on'%i the computer. It could be used to move files from one

“Cotputer 10 another. A user could plug

removable storage media, bring the devi

files to the home computers hard drives.

The device o a computer at work, copy files to the

ce home, attached to the home computer and copy the

These devices therefore: could be located almost

anywhere within a home or business that fis the subject of a search. )
7. Removable storage is the «[)ther area that is changing at rapid pace and the criminal

investigator needs to consider just how
Removable storage traditionally consiste
today. They are small removable storage

The amount of storage space is somewhs

floppy diskette drive. . The need for greater removable storage has lead to the development of
thnologies is compact disc or CD. Compact discs are

different technologies. One of these te

portable and small removable storage devices can be.
d of floppy d:skettes Floppy diskettes are still popular
devices that are placed inside of a floppy diskette drive.
it limited and is normally 1.44 megabytes on-a 3.5 inch

storage devices that are capable of storing coniputgr files and can generally store 650 MB of

data. This is approximately 450 time
originally could only be read from and
and now can be both read from and writ]
portable storage solutions exist including

“flash drves” or “thumb drives®. These are very small devices that can fit into a person’s -
USB port and allow a user to store up to sixty gigabytes

pocket. They plug into the computer’s 1

s more data than floppy diskettes.

not written to. Howéver, compacts discs have changed

fen to multiple times much like a floppy diskette. Other
USB portable storage devices, sometites referred to as

of data These devices today are being #mﬁacMed to look like they are not computer storage
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devices at all. This includes USB storage devices that are built into writing pens and wrist
watches. Other types of removable or kxternal storage devices are tapes and tape dri;l'es, z[p
drives and zip disks, digital video disk Wrives and digital video discs (DVD) and flash media.
These removable media are portable and have the ability to store large amounts of data. The'y
can be easily concealed and carried off inj a shirt pocket, on a2 key chain, or in a wallet.

8. - Other digjtal devices suchi a personal digital assistants (PDA), cellular telephones;
MP3 plﬁyers, tablet computer devices (spch as iPads, Nooks, etc...) all have the ability to store

data and be connected to a computer and{data transferted to or from the device and the computer.

The pra;jence of these storage devices needs to be considered dtm.ng the search for' digital
evidence. Again, these devices can be very stmall and easily ludden. Although an MP3 player is

made to store and play back MP3 audio fles, usually music; it is a digital device-and any type of -
**—fle ¢otild be stored on it, including image and Vides Hies. The newest celtular telephones have

the ability to access the internet, email, send and/or receive photo’s and have an extepsive

address book. -

9. Computer input and Qufut devices are commonly referred to as “corputer

peripherals” or “pezipheral devices”. They tend to be external devices (outside the computer’s
casej "'élthough connected in somé manner to the computer system. Input devices are devices that
allow a user to input data or instructions into the computer system for processing.- They
'commoniy include keyboards, mice, sqanners, digital cameras and microphones. Other less

common “input devices” may also be present as part of a computer system, but usua]ly.to

accomplish a specijalized function. Thﬁee devices can be connected to the computer using a

wired or wireless technology
10. .~ Outpnt devw&s are comppnents through which the computer sends or. “outputs”

data. The monitor is a visual device that dlsplays the primary ontpui ofa computer The prnter
is another important output device. It produces output in the form of paper often referred to as
hard copy. Printers take a variety of forms including ink jet, laser and dot matrix f)ﬂnters.
Computer speakers are an example of 4n output device that outputs the audio sound from the
computer. Other less common “output devices” may be present as part of a computer system

usually to accomplish a specialized funhmn ’I‘h&ee devices can be connected to the computer

using a wired or wireless technology.
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11. . The second category of a typical “computer system™ is “software”. Software
typically is categorized into two general sub-categories: operating system software and
application software. In some instances, iﬁ is hard to make a distinction whether some program is

part of the operating system or a separate application.

12. “Operating Systenis” are software programs designed to imstruct the computer .

how to “operate”. These jnstructions cogtrol how the system will précess data, run applications

and which hardware will finction. There are many different operating systems. Common
operating systems include products made by Microsoft Corporation including Windows 95, 98,

ME, 2000, XP Home, XP Professional, 2

variants including but ot mited to DOS,

" systems mature they offer additional feat

Linux, FreeBSD, Macintosh and UNIX. As operating

mes. Many of the newer Opemting systmns 1mplement

" féarnres that focis on security. and pr

Vacy. ““AS AN examiple, an opera

configured to require a user name and paEsword to gain access to the computer. Some operating
us

systems have logs that keep track of vari
that keeps track of both éucc_wsful authg

rized logins, as well as atternpted logins that failed. In

addition, operating systems may implemént methods of storing data in more secure compressed,

password protected or encrypted form

ats. When compression, password protection, and

encryption are used, it makes keyword searches ineffective without first uncompressing or

decrypting the files containing the datal

Computers installed in a home environment are less

eriy to have implemented security procedures than are computers in a business environment.
13. “Applications” are computer programs designed to be used by a user to perform

some function or service for the user.

Application software makes requests of the operating

system to perform various tasks. There, are many different types of application software.
Common applications include progfams such as spreadsheet, word processing, database, graphic

design, accounting; web browsing, and

protect, hide, securely delete, enarypt,

¢-mail. Other software applications are designed to

compress of password protect data. It.is mmportant to

remember that software almost always fias a legiﬁmate purpose and security and privacy of a

user’s data is a legiimate purpose; hoever, a person can also use this software to conceal,

. delete or disguise records of illegal acti

vities. Software applications, dbn’t necessarily store the

informafion in 2 human readable format on the hard drive. . They store the information in 2
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format that the program undezstands and the program, when asked, presents that data on an
output device in a human readable format, )
14: Networked computers are jone or more stand alone computers that have the ability

to communicate with each other. In order to communicate with another computer, a2 computer

must have some physical device to allow the communication to occur. These devices include but

are not limited to modems, network carﬁis or wueless network cards Today more and more

people have small networks in their h:iues

nection.

together to share a printer or internet co

15. A modem is a physical de

This may be two or more computers connected

vice that may either be installed within or attached.to a

computer system. A modem allows a cjmputer to call another computer that also has a modem

using traditional telephone lines;

or cable of some type. An example

VA netw
““external t6 the computer and allows the Compiiter to be connécted to another computer Via a wire

would be in a business enviropment where a user’s

workstation is attached to a server. Commonly found in homes today are both cable modems

and digital service line (“DSL”) mod

. These allow users to have much faster connections to

the internet than was provided by a dial up telephone connection. The intemet service provider in

these’ cases are a cable TV company qr a telephone company. In addition, these types of

connections are “always on’

”. Since therelis no dialing involved a user is always connected.

16. A wireless network card af]ows a computer to cormmunicate to another computer

via the radio spectrum; much like a cordl'&es telephone allows a vser to move around their house

with a telephone.

17. A computer can offer services to a requesting computer. One of the services

offered may be data storage-services.

is allows a user to store or retdeve data from or to a

computer that could be hundreds or thofisands or miles away. The user in today’s werld no
longer needs a file or program to be stored locally (on its own hard drive); they can mm the

program, write or retrieve a file that is

many miles away, even in a foreign country. Network

storage services are prevalent on the interpet today.

18. A computer system is an integrated system, it is necessary to have all the elements

of that system in order to accurately retrigve and preserve evidence contazined on that system. It

is sometimes difficult, if not impossible; if you do not have the original hardware. As an

Exhibit “2” for 231 Sunset Hill in Fall River MA

Page 6 of 11

R.A./31

ork card is a physical device installed either inside or



; Exhlbztz
lnformaﬂan Related tothe Seizure and Searching of
Digital Evidence

example, one of the processes used by Joﬁ:putcr forensic personnel i_s to make an exact copy of

 the subject hard ddve on to another dzive. This copy could with some older operating systems be

placed inside of a different computer anji it wounld start up fine; however, with today’s operating

systems there are hardware and software conflicts that prevent this copied drive from operating
correctly inside of a foreign computer and the forensic examiner is forced to place the copy back
in the original computer in order to b(:j or start the computer. As another example, a file may
have been created with a particular vergion of software, in a particilar format, capable of i)nly
being reasonably omiauned on a pn'ntér }m that system Becaunse of the multiplicity of computer
systerns available and ;he almost ]imitlaTs number of operating system and application software,
attemnpting to retrieve and preserve evidence from a computer system ﬁrithout the computer on

which it was generated or saved, it will pot only be unreasonably time consuming, but costly as

Well “For thése reasons, if 15 more reasonable to seize the entire computer System, all storage

media, input and output devices, all software, and any documentation associated with that
sofiware. To do this work accurately Land completely requires the seizure of all compﬁter
equipment and peripherals, which, may e mterdcpcndcnf, the software to operate the computcr
system, and the instructions manuals for e computer system and software programs.

19. - In addition, the search or computer storage devices and media needs to be
extensive to be complete. As. mentioned, the computer system itself is but one piece of the
evidence. Storage media is small and be easily hid(ien Therefore a thorough search of the

premises that is the subject to the search must be made, including all persons present.

20. The seizure of software jmanuals is necessary becanse of the vast quantity of

software on the market. The fbrcnsic examiner can not possibly know each and every type of
software available and the manuals may, provide needed information. Computer users are also

known fo write down user names, passwords or access codes or other important information

needed to gain access to the computer, ti execute a program or to open a file, on paper or record
them in some manner. It is necessary for the criminal investigator to search for items of this
natuye. |
2. The physical set up of the computer can be complicated with cables coﬁnecﬁng
different devices. It is necessary that te investigator accurately and completely document the

' state of the computer system. This documentation should include photographing all aspects of
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the computer system including, but not limited to, what is visible on the monitor at the time of

the search, the cabling, the peripheral
computer in the search location. -
22. In most circumstances 1t

media at the search site itself. In order t

or deliberate programmed destruction,

s attached, and the overall physical location of the

is not reasonable to perform the search of computer
o properly retrieve and analyze all electronically stored
data, and to prcxlren’.t the loss of the data from accidental
it requires off-site laboratory analysis by a qua]iﬁed

computer specialist. Several factors justify the off-site search of the computer media including

but not limited to; the quantity of the storage media, the storage capacity of that media, the -

physical environment of the search area]

the crime under investigation, the nature

the nature of digital evidence in general, the nature of

of the'evidence sought, the time involved to complete

~ “¥he search, The intruston and t‘nc need
search site.
23. As already mentioned, th
multiple computers and a large quantit]
mentioned aIe capable of storing thousa
of storing a-single letter typed at the

[ Timit that intrusion or inconvenience to persons at the

e search for digital evidence may involve the seizure of
v of removable media The computer storage devices
nds of pages of information. A “byte”
keyboard. A kilobyte (KB) is one thousand bytes, a

is the equivalent

megabyte (MB) is one million bytes, a gigabyte (GB) is one thousand megabytes, and a terabyte

is one thousand gigabytes. A 100 MB
thousand of pages of typewritten, doubls
today contain a 200 GB hard drive. or
volumes of data. External hard disk driv

storage device would have the capacity of storing fifty
space text. Many computer systems that are purchase
larger.  These drives have the ability to store huge

es are now being sold having a one terabyte capacity.

24. The size of a storage device is but one issue when it comes to locating a file or -

files thai are the target of a search. The
it is not conducive to finding it with key

software used to create or store the file may be such that
word searching. As mentioned, software may save data

in a proprietary format, in an encrypted| or compressed format that is not human readable and
therefore not conducive to key word searching. In addition, the user can take other steps that

inhibit law enforcement from discoverin

z the information that is the subject of the search. This

includes but is not limited to renaming files or file extensions, using encryption or compression,

password protecting files or using so

Exhibit “2” for 231 Sanset Hill in Fall
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“geometry of a drive, or to embed 2 file within another file or files. A user does not need

extensive computer knowledge to perform these steps and software is readily available for free

on the internet that will pexformn these steps for the user.
25. Most searches are pcrfo::}ned in phyéical environments that are not favorable to

proper methods of searching computers.| The location itself may be limited in size. Computers

require electrical power and many locations lack proper lighting and the availability of power.
Search locations tend to be hostile in natare. The equipment brought to a scene to perform a

search is expensive and can éasily be bro}wn. The controlled environment needed to perform an

electronic search is most Umes not present.
26. The nature of digital evidence in general effects the ability to perform a search

onsite. Digital evidence is extremely sensitive and can be altered or desttoyed by both
" infentional as well as uninteational acts. Jjoﬁware programs mstalled on the subject’s computer

can perform actions that are unanticipated or can be set to run at various dates and times that

would alter or change the state of the computer and its storage devices. Computer evidence is
extremely vulnerablé to tampering or destruction, both from: external sources and from
destructive codes mnbcﬂded in the sy:i:m programs. It is necessary to perform searches in a
more controlled environment. This mch{ldes the physical emn:onmem, as well as the hardware

and software used to process the subject inedia.

27. A nature of the crime uns

is important to consider, In a child pd

crime is knowledge of the nature and contents of the files. Simply finding child pornography.on.
mplete enough search. Searching must be performed for

the storage media is not a thorough or cqg

er investigation along with the t)}pe of evidence sought
mography case, one of the important elements of that

evidence that can indicate how, When,‘a%d by whom a file was placed on the computer system.

Who accessed the file, when was the file accessed and was the file sent to others? This type of .

rl
information isn’t clearly evident; the forensic examiner must review and analyze the varous

operating system and software configurations, the directory and folder structure, logs of
computer activity, files created, modified or accessed around or about the time the file of
evidentiary value was created, modified or accessed. From the information gathered, the

forensic examiner must then draw reasonable conclusions conceming who bad knowledge of the
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nature and contents of files and whenl The searching for these files and the analysm of the

information in these files can take a subftantial amount of time.

28. This requires that personnel executing the search warrant must examine all the

stored data to ,defenniné which partichlar files are relevant and fall within the scope of the.
warrant. This search ;;rocess can tidke weeks or months, depepding on the volume and

complexity of the data stored, and it would be ﬁnpracti’cal to attempt this.kind of data- search

onsite. The intrusion to the home or business required to perform this type of searchmg onsite

would be far more intrusive than remoying the items to a secure controlled Iocation to perform

the search. :
29: The analysis of electronically stored data whether preformed on-site or in a

laboratory or other controlled environments, may entail any or all of several different technjquw

~—Such " techingues may iﬁcﬁﬁé?r"f?ﬁt'—"?ﬁh not be Lirmted to, surveymg vanous “file folders or

directories and the individual files they|contain; opening or reading the first few pages of such

files in order to determine their precise ¢contents; scanning storage areas to discover and passibly

contain information related to the

was last writteﬁ_ to and when it was last a
30. . Searching computer syst
requiring expert skill and a properly co:
protect the integrity of the evidencé, and to recover hidden, erased, compressed, password

s for criminal evidence is a highly technical process
trolled environment. Search protocols are designed to -

protected or encrypted files. _ :
31. A “file system” is a way pf organizing directories and files on.a storage device.
Different operating systems keep track of where on the storag;e device they stbred files using a
“‘file system™. Some of the comimon “file systems™ are “FAT”, “I\l;I_'FS”, “EXT3”. The file
system is a representation of the stomgettlcvice’s organization as opposed to the actual data that
1s stored inside of the files. In other words, the “file system” is like a table of contents or an
index in-a book; it is a mechanism that keeps track of where the actual file or data is on the hard

drive. Egch “File System” works in different ways. File systems have their own conventions for

Page 10 of 11
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the naming of files, such as how long a hame can be or what characters are permissible in. a file

pame. In the DOS, Windows, 0S/2, M.Ecintosh, and Unix operating systems the file system is
called hierarchical meaning that a file i;l;placed inside of a folder or dmeéctory. jI'he folder or
o

directory may be located inside of an

er folder or directory. The path is the route from a

logical starting location down through the sub directories to the file name. In Windows, a path is
usually in the form of “drivelgtter.\directoryﬁame\subdiréctmyname\ﬁlename.cxtcnsion”.
(C:\Windows\Desktop\Myfile.doc). When a file is deleted, it may still be possible to recover the
' file because the file system usually jus;t c:h.anges the entry related to that file as to where a file is

located, but does not actually go to the
information at that physical location. Th

physical location on the storage media and remove the

erefore it may be possible to recover deleted data for a

substantial period of time after the deletign occurred.

P37 T T For flie purposes of this ¢
" and “files” include all information preser

including the originals and all non identi

4THidavit the ferms “Tecords”, “docuaments”, “natenials”

ved in any form — visual, magneac, electronic or aural —

Lal copies thereof, whether different from the original by

reason of notations madé on such colﬁetn' otherwise. These definitions apply regardless of the

form in which such records, documen

including but not limited to any handmage form (such as writing, drawing, or painting, with any"

implement on a surface, directly or

, materials, files ‘may have been created or stored,

indirectly); photographic form' (such as microfilm,

microfiche, pritts, slides, negatives, vidgotapes, motion pictures, photocopies); mechanical form
(such as writing, printing or typing); any electrical, electronic or magnetic form (such as tape.

recordings, casse&es; compact disks,
device, such as floppy diskettes, hard di
. cards, memory calculators, electronic d

T ény information on electronic or magnetic storage

2 CD Rom discs, optical disks, printer buffers, smart
aiers, Zip Drives, or electromic hotebooks, as well as

printouts or readouts from any magnetic storage device).

Exhibit “2” for 231 Sunset Hill in Fall l#iver MA

Page 11 of 11
R.A./36

I I O EE BN B AN SN I BN AR O EE DR BN NE AN ER Ee e



l !

" Internet related crimes, and other fel

Biography

Exhibit 3

of Sgt. Michael Hill

1, Michael J. Hill, am a Massachusetts State Police Officer and have been so since my graduation

from the State Police Academy in Ni
October of 1993, until July of 1995, I

Braintree, Massachusetts, in October of 1993. From
s assigned to the Uniform Branch of the Massachusetts

State Police at the State Police Barra Cheshire. Between July of 1995 and Angust of 2011,
was assigned to the Massachusctts State[Police Division of Investigative Services as a membex of
the Berkshire County Detective Unit. is unit works in direct contact with the office of the
Berkshire County District Attorney investigating major crimes in Berkshire County. In August of
2011, 1 was transferred to the Massag¢husetts State Police Digital Evidence & Multi-Media
Section as the Massachusetts Interet Crimes Against Children Task Force Commander. During
my career as a Massachusetts State] Police Officer, I have received training from the
Massachusetts ‘State Police in-criminal investigations. I have also received training from police
officers who are trained and experiended in computer crime investigations. I have attended
various computer crime investigation courses involving computer crime, seizure, and examination,
of computers. I am an Encase Certified Examiner. “Encase” is a computer forensic software

program that is widely used and accepted by the law enforcement community to forensically

examine computer media. I am also 2 ¢

“Tnternational Association of Compute]
numerous trainings on, crimes against ck
with child pornography. I am a member
(New England Chapter) and the Inter
Massachusetts. In the course of my polz
involving murder, rape, sexual assanlt, ¢

- Investigative Specialists (IACIS). I have attended
1ildren on the Intemet, which includes crimes associated
of the High Technology Crime Investigation Association
met Crimes Against Children (ICAC) Task Force in
Ge career, I have participated in numerous investigations
thild abuse, child pomography, computer related crimes,

applications and executions of search
numerous foremsic examinations of
day training related to the investigation
the Internet to collect and distribute
training conducted by the Federal Bur
using Gnutella peer to peer (P2P) so

ny investigations.” - I have participated in numerous
arrants for these investigations. I have also conducted
uter storage media. In March 2005, I attended a three
f persons using Gnutella peer to peer (P2P) software on

ild pornography. In April of 2008, I attended a one day

of Investigation related to the investigation of persons
e on the Internet to collect and distribute child

Certified Forensic Computer Examiner (CFCE) with the . .. ., ..

pomnography. In April and May 6f2011,)1 attended training related to the investigation of persons -
using the BitTorrent, eDonkey2000, Kademlia peer to peer file sharing networks to collect
and distribute child pomography. Additionally, I have worked with other investigators who have
investigated those persons using the Ares P2P file sharing network to collect and distribute child
pomography. . Furthermore, I instruct 1aw enforcemént around the country on how to investigate

the dissemination of child pornography

I have attached a seven (7) pag
Peer to Peer client software programs,
attached Exhibit #1).

ia peer to peer file sharing networks.
document detailing peer to peer file sharing networks,
and the Ares Peer to Peer file sharing networks (See

R.A./37
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. Items

to be Searched for

1.

Attachment “A” for 231 Sunset Hill in

" b. Computer storage devices, remoy

Any and all compufer Systems, inciu

a. System components, including, b
CPU, memory, add-on boards, cg

not lmited- to:

Floppy diskettes; . -
Internal & extemal ba

Digital Tapes;
Zip/Jazz disks;

ding, but not limited to:

ut nét limited to: the computer chassis, moth;:rboa.rd,
bles, and power supplies;
fable storage devices and dlgltal content, including, but

rd drives;

Compact Dises, both read only & writeable (CD—ROM CD-R, CD-RW);

VHS and VHS-like t
Digital Video Discs
PDAs (Personal Digi
MP3 Players;

10 Digital Cameras;

PP NG W

es;
VD-ROM, DVD-R, DVD+R; DVD-RW, DVD+RW);
Assistants);

- sbl=GellPhonesy st e

12. Portable tablet comp\.lfmg devices; and
13. Flash memory dcviceT and/or flash memory cards.

c. Input devices, including, but not limited to:
1. Keyboards, mice, trackballs, pointers, etc.;
2. Scanners, digital cameras, video capture cards, microphones, modems etc.;
3: Floppy Diskette Drives, Digital Tape Drives, Writable Compact Disk Drives,
Writable Digital Video Disk EDVD) Drives;

4. Zip/Jazz drives;
5. Video cassette recorders.

d. Output Devices, including, but noL limited to: ' ]

1. computer monitors;

2. computer speakers;
3. computer printers;
4.

Floppy Diskette Drives, Digital Tape Drives, Writable Compact Disk Drives,
Writable Digital Video Disk 'DVD) Drives;

e. Network Devices, including, but J}O_t limited to:

1. Cable/DSL modems;
2. Wired/Wireless Routers; and
3. Network cards.

Computer System Documentation, including, but not limited to, Operating System and
Application programming dlSkS aud. Programming and Application manuals, books or

brochures

Fall River MA
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Aﬁachment “A”
Items LO. be Searcbed for

3. Computer software, hardware, and related items to the shanng of Internet dccess over wired
or wireless networks allowing multiple persons to appear on the Internet from the sarne IP

address. - - A _
4.  Ttems containing or displaying paséw?rds, access codes, usernames, or other identifiers
necessary to examine or access items, software, or information seized.

5. Any doctuments pertammg to the pos ession, receipt, ongn, or distribution of mages
involving the exploitation of children.

6.  Correspondence or other documents gxhibiting an interest in the exploitation of children.
Items that would tend to establish owhership or use of computers and ownership or use of
any Internet service accounts to include.credit card bills, telephone bills, comrespondence,
- and other identification documents. ‘

8.  Items that would tend to show ownership and control of the property searched, to include
utlity bills, telephone bills, corresppndence, rental agreements, vand other identification
documents. .

9.  Photographing and/or wdeotapmg of the residence to be searched.

107 -Vmualiy’eﬁhmt iMages/videos, whether ofi paper or its eqmva.lent, which mcludes but not
limited to negatives, slides, books, magazines, videotapes, photographs or other similar

. visual reproduction, or depiction by computer (specifically including such images/videos as

stored within computer storage devicgs as computer data ﬁ}es) depicting any child known or
reasonably believed to be under the age of 18 years of age, in which the child is:

o a Actua]ly or by smulatlon engagec in any-act of sexual imtercourse with any person or
b. Actually or by sxmulatton engaged in any act of sexual contact involving the sex organs
of the child and the mouth, aniis or sex. organs of the child and the sex organs of
another person or animal; :
Actually or by simulation engaged in any act of masturbation;
Actually or by simulation portrayed as being the object of, or otherwise engaged i in, any
act of lewd fondling, touching| caressing involving another person or animal; -
e. Actually or by stmulation engagec in any act of excretion or urination within a sexual
context:
f Actually or by simulation portrayed or depicted as bound, fettered, or sublect to sadistic,
' masochistic, or sadomasochlsqic abuse in any sexual context; or
g Depicted or portrayed in any pose] posture or setting involving a lewd exhibition of the
unclothed genitals, pubic area,| buttocks or, if such person is female, a fully or
partially developed breast of tl?e child.

o

11.  Authorizing officers to secure the aboye computer related items and transport them to an off-
site secure location, to continue the search of the computer items and computer storage

devices for the following items:
a.Computer files, data, or other similar Visual reproduction containing any sexually explicit
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. Aftachment “A” |
- Items to-be Searched for -

visual images/videos or depiction by computer, of any child whom the person knows
or reasonably should know to|be under the age of 18 years of age and such child 1s:
i. i Actually or by simulation engaged in any act of sexual intercourse with any
person or animal; . B
ii. - Actually or by simulation engaged in any act of sexual contact involving the sex
orgaus of the child and the mouﬁ:n anus or sex organs of the child and the sex organs of
anothcr person or animal; -

iii. ActuaI}y or by simulation. ngaged in any act of masturbation;

v. Actually or by simulation portrayed as being the object of or otherwise engaged
in, axgy act of lewd fondling, touching, or caressing involving another person or animal; .

v. ?Actually or by simulation engaged in any act of excretion or urination within a
sexual context; ' '
" vi. :Actually or by simulation portrayed or depicted as bound, fettered, or subj cct to
sadistic, masochistic, or sadomasochistic abuse in any sexual context; or
vii. ;Dcpmtcd or portrayed in apy pose, posture or setting involving a lewd exhibition
--—-—of theinclothed FeRiTals; pabic|ared, BUttOCKs Of, if Such person is female, a fully or
partially developed breast of the child
b. Compiltér data files, records, logs associated with any of the above described files which
may identify, trace, or record the fa¢ts, including but not limited to the date, time,
modification, alteration, transmissiqn or receipt via the Internet or other networks of any of
the computer files described above, lincluding, but not limited to file menus, Intemet
browser history, cache directories, registry entries, logs, and files.
c. Computét data files in the form of dmail, instant messaging, chat logs, or other
communication logs, the contents of which involves the attempt to find, possess, acquire,
store, or distribute child pornography. '
d. Internet searches, stored within a computer file or data, using Internet search engmes or file
sharing programs for child pormography. :
e. Any and all files associated with the msta]lat;on, configuration and use of any peer to peer
file sharing client, such as Ares, Shcmza, Bearshare, Limewire, etc...

f. Computer files and/or data that assist in identifying use, custody, control, or OWII.CIShlp of
the computer systems and the removable storage devices. :

g Computer files and/or data that contain passwords, access codes, usernames, or other
identifiers necessary to examine or access items, software, or information seized.

h. Computer data files and/or data containing the following terms:
i. IP Address: . 65.96.142.191. :
fi. SHAI value of: SKNCHEMCKAXWXTG25Z2GQC4IQVBJ4CNJT

iill. Filename of: webcam - vivi moranguinho04 ('brasilexrmha 7)(brasxl pthe
ptsc knabinoj menina garota).awi :

Attachment “A” for 231 Sunset Hill in Fall River MA Page 3 of 4

R.A./40




| Attachment “A” -
~ Ttems|to be Searched for -

iv. SHAlvaleof ZSKUCSK2DADD77BZMQENMV3LB2ZWDVGKT
v. Filename of: !'new pthe dark studio 10yro spread wide(2).avi
vi. Ares Client Name: datflypapi@Axes
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. - : DISTRICT COURT DEPARTMENT
FALL RIVER DIVISION
NO. 1232CR02700

COMMONWEALTH
V.

ADALBERTO MARTINEZ

MOTION TO SUPPRESS EVIDENCE

The defendant on the above-entitled matter moves, pursuant to Mass.R.Crim.P. 13, that this .
Honorable Court suppress from the use in evidence anything recovered as a result of a search
and seizure made pursuant to Search Warrant number 9323 issued from Fall River District
Court, including but not limited to, laptop computers. A copy of the warrant and affidavit are
attached hereto.

T'he Defendant maintains that the issuance of a search warrant, the execution of the search
warrant, the seizure of any items including any and all statements made by the Defendant, and
the Defendant’s arrest were illegal because:

a There was no probable cause to arrest the Defendant.

The Affidavit in support of the Application for the Search warrant does not
demonstrate probable cause on its face and is defective.

c. The search warrant was improperly issued.

d. The search preceded the arrest.

€. There was no valid consent to search. o

f There were no exigent circumstances which would authorize the warrantless search.
g.  The information in the affidavit is stale.

WHEREFORE, the Defendant maintains that his rights under the Fourth Amendment of
the U.S. Constitution and Article Fourteen of the Declaration of Rights to the Constitution of
the Commonwealth of Massachusetts have been violated.

W b an

g? W%@é’m 24/0 ,a«::fﬂ trvrg s Adaljbcrto Martinez,

7lf\/ privadas 2" 3] fpenaetKbZE, By his attorney,

»@ZW,% MW fof&/ R.A. /42
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1

Date: August 11,2014

A

Anthony Glune

BBO # 663166

448 County Street

New Bedford, MA 02748
(508) 999-4088
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. DISTRICT COURT DEPARTMENT

FALL RIVER DIVISION
NO. 1232CR02700

COMMONWEALTH
.
ADALBERTO MARTINEZ
AFFIDAVIT IN SUPPORT OF DEFENDANT’S MOTION TO SUPPRESS EVIDENCE

I, Anthony F. Clune, state the following is true to the best of my knowledge, information and
belief:

1.
2.

I am an attorney duly licensed to practice law in this Commonwealth.

I am the attorney for the Defendant in the above matter.

3. I have heretofore been provided with a copy of the search warrant and the affidavit and

application in support of the search warrant. I have read those documents and am familiar
with the contents of same.

The affidavit does not indicate that the internet subscriber resided at the target address.

.As a result of the execution of the search warrant, the police seized the items the Defendant
seeks to suppress.

6. An examination of the affidavit in support of the application of the search warrant

8.
9.

demonstrates that it is insufficient -on its face to provide probable cause for the warrant to
issue.

The Affidavit in Support of the Application for the Search Warrant does not set forth
sufficient facts for a clerk magistrate to find probable cause that illegal contraband would be
present upon the premises at the time the warrant was issued or executed.

1 believe that the search warrant was defective and was improperly issued and executed.

There was no valid consent to search.

10. There were present no exigent circumstances, which would authorize a warrantless search.

Signed under the pains and penalties of perjury this 15% day of August, 2014.

(i e

Anthony Cluse, Esq.
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COMMONWEALTH OF MASSACHUSETTS

BRISTOL, ss. DISTRICT COURT DEPARTMENT
FALL RIVER DIVISION
NO. 1232CR02700

COMMONWEALTH

V.

ADALBERTO MARTINEZ

MEMORANDUM OF LAW IN SUPPORT OF DEFENDANT’S MOTION TO
SUPPRESS EVIDENCE

Facts

1. On March 9, 2012, Sgt. Michael Hill of the Massachusetts State Police Internet Crimes
Against Children Task Force was conducting investigations into the use of Peer to Peer(P2P) file

sharing programs for the possession and distribution of child pornography.

2. Sgt. Hill observed a computer with an Internet Protocol (IP) Address of 65.96.142.191,

which had child pornography files that it was sharing.

3. As a result of a subpoena, Comcast Cable indicated that the subscriber for IP Address,

65.96.142.191, was Angel Martinez, 231 Sunset HL, Fall River, MA 02724-3753, Telephone 774-

253-9719.

4. On April 2, 2011, Det. Steven Washington went to 231 Sunset Hill and observed it to be

part of the Sunset Hill Housing Development.

5. Det. Washington verified that 231 Sunset Hill was occupied by Maria Avilez who is the

mother of Angel Martinez.
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6. As a result, a warrant was issued for 231 Sunset Hill.

Argument
L THE FOUR CORNERS OF THE SEARCH WARRANT AFFIDAVIT CONTAINED

INSUFFICIENT EVIDENCE TO PROVIDE PROBABLE CAUSE, RENDERING THE
WARRANT INVALID.

The Supreme Judicial Court has held that G.L. ¢.276. Sec. lA, and 2B require that warrants
be issued only if there is a showing of probable cause, and that Sec. 2B requires the suppression
of evidence seized pursuant to a warrant not based upon probable cause. Commonwealth v. Upton,
394 Mass. 363 (1985). The Court further stated that the word “cause” in Article 14 of the
Declaration of Rights of the Constitution of the Commonwealth is used synonymously with
“probable cause™ Id. In Upton, the Supreme Judicial Court concluded that Article 14 provides more
substantive protection to criminal defendants than does the Fourth Amendment in the
determination of probable cause. /d. The “totality of the circumstances” test by the United States
Supreme Court was expressly rejected by the Supreme Judicial Court, which concluded that the
principles developed under Aguilar v Texas, 378 U.S. 410 (1960), provide a more appropriate
structure for probable cause inquiries. Id “[Plrobable cause requires a substantial basis, for
concluding that the items sought are related to the criminal activity under investigation, and that
they reasonably may be expected to be located in the place to be searched at the time the search

warrant issues.” Commonwealth v. Kaupp, 453 Mass. 102, 110 (2009).

The validity of this warrant rests on the sufficiency of the statements appearing on the face
of the affidavit to support a finding of probable cause to believe that any of the articles or items
specified in the would be found in the targeted location at the time of the warrant execution. See,

e.g., Commornwealthv. Reynolds, 374 Mass. 142 (1977). The affidavit must be measured only from

2
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what it contains within the four corners of the affidavit submitted in support of the application for
the search warrant. Commonwealth v. Kaupp, 453 Mass. 102, 107 (2009). Moreover, the affidavit
must satisfy the requirements of G.L. c. 276, Sec. 1-30 as amended, decisions of the Supreme
Judicial Court and other courts of the Commonwealth, and the Constitutions of the United States
as well as of the Commmonwealth. See generally Massachusetts Pr&ctice, 2d ed., Vol. 30, Sec.184;
accord, Commom;vealth v. Upron, 394 Mass. 363 (1985). Statements not appearing in the
application cannot be considered in support of the warrant, as those statements were not before the

magistrate who issued the warrant. Commonwealith v. Reynolds, 374 Mass. 142, 148 (1977).

The affidavit in this case provided insufficient probable cause because there was
insufficient evidence to tie the criminal activity discussed in the affidavit to the actual residence of
231 Sunset Hill. Specific details are required to establish something more than simply “strong
reason to suspect,” which is not sufficient for probable cause. Commonwealthv. Upton, 394 Mass.

363, 370 (1985).
In Pina, the warrant affidavit included the following information:

(i) the confidential informant bad engaged in a number of prior purchases from the defendant;
(ii) in those prior purchases, the informant and the defendant followed a common method in which
the informant called a specified telephone number, the defendant specified a location at which the
informamt should meet the defendant, and the two wonld thereafter meet at the location for the
purpose of consummating the sale; (iif) on the occasion of the controlled purchase arranged by
police, the informant followed the same practice, and police observed the defendant leave his
apartment upon receiving the informant's call and ddve directly to the location of the controlled
purchase; (iv) police surveillance and investigation had established that the defendant resided in the
apartment; and (v) the afffagt police officer (with considerable experience in the methods and
practices of drug delivery services) expressed his awareness that such services operate in the manner
described in the affidavit for the purpose of keeping drug sales and deliveries away from the location
at which the drugs are stored.

Commonwealth v. Pina, 71 Mass. App. Ct. 653, 657 (2008). Additionally, the affidavit in Pina
indicated that the defendant had been observed by the police driving from his home to the location

of a controlled buy and subsequently observed by the police returning home. /d.

3
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Nevertheless, the Supreme Judicial Court suppressed the evidence seized as a result of
executing the search warrant in the residence because they found insufficient nexus between the
alleged criminal activity and the place of residence. Pina, 453 Mass. 441-42. Despite ail of the
above information included in the affidavit, the court in Pina held that the affidavit provided
insufficient details tending to demonstrate that the defendant sold drugs from his apartment or that

he kept his supply of drugs there. Id. at 442.

The warrant affidavit in the instant case is as insufficient as the affidavit in Pina because it
fails to provide sufficient details suggesting that child pornography would be found at 231 Sunset
Hill. [Clomputer technology has rendered the collection, storage, and dissemination of child
pomography more amorphous. Commonwealith v. Anthony, 451 Mass. 59, 73 (2008). Nonetheless,
all that is required is the cohsistent application of our well-established approach to analyzing the
four corners of an affidavit for determining whether probable cause exists for a search warrant to

issue. Id.

The police never established that the subscriber of the internet had any connection to 231 Sunset
Hill. The affidavit states that the subscriber’s mother resided at the address. Additionally, there is
nothing to suggest in the affidavit that the IP adg]ress was part of closed network. Wi-fi internet is
extremely commonplace in today’s society. A wireless network that is unsecured would be able to
be accessed from other units in a housing development. The affidavit provides a basis to suspect

- criminal activity, but falls short of establishing probable cause.

-

Conclusion
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For all of the foregoing reasons, the defendant requests that this Honorable Court rule that the
affidavit and search warrant were legally insufficient and that all evidence seized pursuant thereto

be suppressed.

Adalberto Martinez,
By his attorney,

AR TAN
Anthony Qlune —
BBO # 663166
448 County Street
New Bedford, MA 02748
(508) 999-4088

Date: August 15,2014
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COMMONWEALTH @F MASSACHUSETTS

FALL RIVER DISTRICT
COURT
NO. 1232CR02700

BRISTOL, ss.

COMMONWEALTH
V.

ADALBERTO MARTINEZ

NOTICE OF APPEAL

defendantfgives notice, pursuant to Rule 3 of the Massachusetts Rules of
late Procedure, of his intent to appeal certain opinions, rulings, directions and
ents of th¢ Court in the above entitled matter.

Adalberto Martinez,

Aﬁ’thony Clufle
BBO # 663166
448 County St.
New Bedford, MA 02748
(508) 999-4088

Date: November 18. 2014

oy 1 e

:tz'{_(,if‘ e.:ur*{'
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CERTIFICATION

I hereby certify that on the 18th day of November, 2014, I hand delivered a true
and accurate copy of the within Notice of Appeal to an agent of the Bristol County
District Attorney’s Office, 888 Purchase St., New Bedford.

.
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UNITED STATES OF AMERICA, Plaintiff,
v,
GARY REIBERT, Defendant.

No. 8:13CR107.
United States District Court, D. Nebraska.

January 27, 2015.

MEMORANDUM AND ORDER

JOSEPH F. BATAILLON, Senior District Judge.

This matter is before the court on defendant Gary Reibert's objection, Filing No. 350, to the Findings and
Recommendation ("F&R") of the United States magistrate judge, Filing No. 347, on Reiberts motion to suppress
evidence found in a search of his residence on April 8, 201 3 Filing No. 117. Reibertis charged in the Second
Superseding Indictment with the receipt and attempted receipt of child pomography (Count ) in violation of 18 U.S.C. §
2252A(a)(2) and (b)(1) and the accessing of a computer in interstate commerce with the intent to view child pormography
(Count ll) in violation of 18 U.S.C. § 2252A(a)(5)(B) during the period of November 16, 2012, and December 2, 2012,
-See Filing No. 110, second superseding indictment.

In"his motion to suppress defendant Reibert challenges two search warrants, one authorizing the government to instail a
Network Investigation Technique ("NIT") on a seized computer, and one authorizing the search of his residence.

Defeéndant Reibert objects to the magistrate judge's F&R, contending he was entitied to a Franks hean‘ngm on the issue
of whether the affidavitin support of the warrant to emplay the NIT failed fo include evidence that negated probable
cause: He also argues the government conducted a warrantless search of Reibert's computer by employing a NIT and
contends he was entitled to present testimony of an experi, Tami Loehrs, on this issue, Further, he states the search
warrant permitting the NIT was a general warrant and did not permit a search of Reibert's computer, nor was it a warrant
authorizing a search of Reibert's computer. Last, he contends the warrant to search Reibert's residence and computer

was not based upon probable cause.

Pursuant to 28 U.S.C. § 636(b)(1)(A), the court has conducted a de novo determination of those portions of the F&R to
which the defendant objects. United States v. Lothridge, 324 F. 3d 599,600-01 (8th Cir. 2003). The court has reviewed
the record, Including the transcript of the suppression hearing, and the exhibits. See Filing No. 330, Transcript ("Tr.");
Filing No. 164, Exs. 1-5; Filing No. 323, Exhibit List. The court accepts the facts set out by the magistrate judge and they
need not be repeated here, except to the extent necessary to this court's findings. Filing No. 347, F&R at 2-4; Filing No.
3308

"In order to be entiled to a hearing under Franks the defendant must make a substantial preliminary showing of a false
or reckless statement or omission and must also show that the alieged false statement or omission was necessary to the
probable cause determination.” Upited States v. Crissler, 539 F.3d 831, 833 (8th Cir. 2008) (quoting United Sfafes v.
Milton, 153 F.Sd 891, 896 (8th Cir. 1998)). This burden is “‘not easily [met]." United States v. Engler, 521 F.3d 965, 369
(8th Cir, 2008); see a/so United Stafes v. Stropes, 387 F.3d 766, 771 (the defendant:must show that the alleged omission
would have made itimpossible to find probable causé). "[Iif, when material that is the subject of the alleged falsity or
reckless disregard is set to one side, there remains sufficient content in the warrant affidavit to suppaort a finding of
probable cause, no hearing is required.” Franks, 438 U.S. at171-72.

The court agrees with the magistrate judge's conclusion that defendant Reibent failed to make the substantial preliminary
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showing that law enforcement intentionally or recklessly omitted information from the warrant affidavit so as to entitie him
to a Franks hearing. The defendant argues, in effect, that the government did not discleose in affidavits that it had installed
a "trojan, in essence a virus, onto [defendant Reibert's] computer.” Filing No. 330, Tr. at 14. The defendant made an offer
of proof on the expert testimony it would proffer in support of that contention, /d. at 16-28. The court has reviewed the
offer of proof and agrees with the magistrate judge that it does not satisfy the heavy burden of showing an intentional
falsehood or omission. The court finds no error in the magistrate judge's denial of defendant Reibert's motion for a

Franks hearing.

Further, the court has reviewed the warrant applications and agrees with the magistrate judge that the warrants were
supported by probable cause. See Filing No. 164, Index of Evid., Exs. 1 & 2, search warrant applications and affidavits
(sealed). "Probable cause exists when a “practical, common-sense’ inquiry that considers the lotality of the
circumstances set forth in the information before the issuing judge yields a 'fair probability that contraband or evidence of
a crime will be found in a particular place." United States v. Stevens. 530 F.3d 714,718 (8th Cir. 2008) (quoting /inois v.
Gates, 462 U.S. 213, 238 (1883)). Reibert contends that the expert testimony of Tami Loehrs, a purported computer
forensics expert, would establish that the courtauthorized deployment of the NIT constituted a warrantless search of his
computer "that went into {the defendant's] house, modified the workings of his computer, in order to send back data fo the
govemment." Filing No. 330, Tr, at 4. The magistrate judge sustained the government's objection to the expert's
testimony on Daubert grounds, but allowed an offer of proof with respect ta her testimony.Iil Filing No. 330, Transcript at
19-22, 24-28. The court finds no error in the magistrate judge's Daubert ruling. Loehrs conceded that she "had no idea”
whether "the investigative technique returned any more information than it was authorized." /d. at 27-28. She also
conceded that flash applications are present on many websites and flash applications can reveal the [P and user. /d. at
28.Even if allowed, her testimany does little o undermine the information contained in the affidavit that supports the NIT

warrant.

The magistrate judge found the affidavits of Special Agents Jefirey Tarpinian angd Andrea Kenzig provided probable
cause for the searches and the court agrees. See F&R at 5-6; Filing No. 164, Index of Evid., Exs. 1 & 2. The affidavitin
support of the application for a NIT described the investigation, the TOR network, and target website in detail, including
the website's function in advertising and distributing child pormography, and also related the types and amount of child
pornography-available on the site, including sections specific to babies and prepljbescent boy and girls. /d., Ex. 1 at 12-

" 29,1t also described the law enforcement investigation that led investigators to the website. See Filing No. 164, Ex. 2 at

9-13, 15-20. It also describes the operation to the NIT. /d. at 29-32. The warrant authorized the use of a NIT (computer
code) to be deployed on the computer server that operated TOR network "Bulletin Board A," then located at a
government facility, in order to obtain information, including IP addresses, from computers accessing images on Bulletin
Board A or sending or viewing private messages on Bulletin Board A. /d. at 39, 44, The affidavitin support ofthe
residential warrant detailed the investigative techniques used to identify Reibert and connect him to the website. Filing
No. 164, Ex. 2, Affidavit at 8-15. The affiant states a person with an IP address issued to Reibert accessed the website at
issue and specifies and describes the images that were accessed. /d. at 16-20. Those facts, together with the affiant's
expertisé regarding the characteristics of child pornography consumers, supports a fair probability that child

" pormography would be found on one or more computers at his residence. /d. at 22-26.

In the Eighth Circuit, for the purposes of determining whether probable cause exists to search a computer, an IP
address assigned to a specific user at the time illegal internet activity associated with that IP address occursis a
sufficient basis to find a nexus between the unlawiful use of the intemet at that IP address and a computer possessed by
the subscriber assigned the address. See, e.g., United States v. Stults, 575 F.3d 834, 843-44 (8th Cir, 2009} (holding that
probable cause supported warrant where officers used IP address to identify possessor of child pormography on a
filesharing network); United States v. Perrine, 518 F.3d 1196, 1205-06 (10th_Cir. 2008) (upholding probable cause
where pornographic images were traced to defendant's residence using IP address); United States v. Perez, 484 F.3d
735 (5th Cir. 2007)(fthe IP address provided "a substantial basis to conclude that evidence of criminal activity” would be
found at the defendant's home, even if it did not conclusively link the pornography to the residence); Unifed States v.
Wagers, 452 F.3d 534, 538 (6th Cir, 2006) (upholding probable cause where suspect was identified as a member of

child pornography websites through an IP address assigned to his residence); United States v. Hay. 231 F.3d 630, 635-
R.A./53
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36 (9th Cir. 2000) (finding a substantial basis for magistrate's probable cause determination where images of child
pormography were traced to defendant using an IP address).

Further, even ifthe information submitied to support the issuance of a search warant did not amount to probable cause,
the good faith exception to the exclusionary rule identified in United States v. Leon, 468 U.S. 897, 822 (1984), would
apply. "Under the Leonlgood-faith exception, dispuled evidence will be admitted if it was objectively reasonable for the
officer executing a search warrant to have relied in good faith on the judge’s determination that there was probable
cause to issue the warrant." United States v. Grant, 490 F.3d 627, 632 (8th Cir. 20 07). Even ifthe Court were now to
conclude here that the affidavit supporting the search warrant did not set forth facts sufficient to demonstrate probable
cause to search the computers at defendant Reibert's residence, on the present record, law enforcement's good-faith
reliance on the warrants issued by the magistrate judge to search those computers militates against suppressing any
evidence obtained in the search. See Leon, 468 U .S, at 919-921 (exclusionary rule does not apply "when an officer
acting with objective good faith has obtained a search warrant from a judge or magistrate and acted within its scope”).

Accordingly, the court concludes that the defendant's objections to the F&R should be overruled, the magistrate judge’s
F&R should be adopted and the defendant’s motion to suppress should be denied.

IT IS ORDERED:
1. Defenda.nt Reibert's objections to the F8_<R (Filing No. 350) are overruled.
2. The Findings and Recommendation of the magistrate judge (Filing No. 347) is hereby adopted.
3. Defendant Reibert's motion to suppress (Filing No. 117) is denied.

[11 The portion of the defendant’s motion challenging the admissibility of his statements was withdrawn at the evidentiary hearing, See
Filing No. 330, Transcript at 33-35; Filing No. 347, F&R at 1 n.1. Also, the defendant's challange fo the delayed notice of the warrant was
denied after an omnibus evidentiary hearing in an order dated October 14, 2014. See Filing No. 294, Memorandum and Order al 7-8, 10.

[2] See Franks v. Defaware, 438 1).S. 154, 178 {1978)(holding that, under certain limited circumstances, a defendant Is entitled under the
Fourth Amendment to collaterally attack the veracity of a warrant affidavit in the context of challenging the existence of probable cause).

[3] See also Filing No. 254, F&R at 5-7 (background facts involving government's investigation of "Website A" and the onion router (TOR)
software).

[4] Daubert v. Merrell Dow Pharmacedticals. Inc., 509 U.S 579 (1893),

Save trees - read court opinions online on Google Scholar.
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COMMONWEALTH,
VS.
JOSIAH H. CANNING.

No. SJC-11773.
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BOTSFORD, J.

We consider here for the first time the Commonwealth's new medical marijuana law, "An Act for the humanitarian
medical use of marijuana,” St. 2012, c. 369 (act), which the voters approved in November, 20121 The central question
presented is whether, with the actin effect, police may obtain a search warrant to search a property where they suspect
an individual is cultivating marijuana by establishing probable cause that cullivation is taking place or are required to
establish probable cause to believe that the individual was not registered, or licensed, to do so. In accord with cases
relating to other types of license regimes, we conclude that, if police seek a warrant to search such a property for
evidence of illegal marijuana possession or cultivation, they must offer information sufficient to provide pro'bable cause
to believe the individual is not properly registered under the act to possess or culfivate the suspected substance. In this
case, a judge in the District Court allowed the defendant's motion to suppress evidence seized by police during a search
of the defendant's property conducted pursuant to 2 warrant in May of 2013, after the act went into effect. We agree with
the motion judge that the affidavit filed in support of the search warrant application demonstrated probable cause that the
defendant was cultivating marijuana at the property, but that, in light of the act, the affidavit failed to establish probable
cause to believe that the defendant was not authorized to do so and therefore was committing a crime. We affirm the

order allowing the motion to suppres.s.fg1

Background.

On May 30, 2013, & three-count complaint issued from the Orleans Division of the District Court Department charging the
defendant, Josiah H. Canning, with possession with the intent to distribute marijuana, G. L. ¢. 94C, § 32C (a), distribution
of marijuana, G. L. ¢. 94C, § 32C (a); and conspiracy to violate the drug laws, G. L. c. 94C, § 40 Bl The complaint's
issuance followed a search of the defendant's property in Brewster conducted May 30, 2013, pursuanttc a search
warrantissued on May 29. The affidavit submitted by Detective Christopher Kent of the Yarmouth police departmentin
support of the warrant application recited the following facts.

R.A./S55
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During the week of May 19, 2013, Kent met with a confidential informant, who told Kent that the owner of certain property
in Brewster (property) — whom Kent later determined from town records to be the defendant — and another maﬂle were

involved in an indoor "marijuana grow" operation located at the property.fﬂ On May 21, Kent and another detective
observed the property from a nearby driveway, and noticed that windows of the addition to the house on the property
were obscured by dark material, saw an aluminum flexible hose protruding out of one of the windows, and also
observed a pickup truck registered to the defendantin front of the house. On May 24 and 28, Kent and one or more
additional police officers retumed to observe the property; on both occasions, they smelled a strong odar of "freshly
cultivated" marijuana emanating from the house, noticed the aluminum hose coming out of the window of the addition,
heard the sound of fans, and, using night vision goggles, saw light emanating from ancther window. Also on May 28,
Kent was provided information from a police officer in another town that that officer previously had observed the
defendant and another man purchasing "a large amount of indoor [marijuana) grow materials” from a "hydroponic shop”
in Foxbarough and then loading the materials into an automobite registered to the defendant. On May 29, Kent obtained
utility bills relating to electrical service for the property and neighboring homes on Main Street in Brewster. These
records revealed that for the previous six months, the average Kilowatt usage for three neighboring homes was 542.3
kilowatt hours (kWh), 23.3 kWh, and 246.6 kwh, respectively; the average kilowatt usage for the defendant's property for
the same time period was 3,116.5 kWh. Based on his training and experience, Kent was aware that because marijuana
growing operations require different types of electrical equipment, e.g., "high intensity discharge lamps, fluorescent
lights, fans, reflectars, irigation and ventilation equipment such as aluminum flexible hose" to be operating consistently,
high usage of electricity — a "noticeable increase in kilowatt usage” — is to be expected.

When the police executed the search warrant that, based on the affidavit, a judge in the District Court had issued, the
defendant was present. Seized during the search, among other items, were seventy marijuana plants, eleven fluorescent
industrial lights, an aluminum flexible hose, a digital scale, approximately 1.2 pounds of marijuana, and $2,697. The
defendant was placed under arrest.

The defendant filed a motion to suppress the seized evidence, and also to suppress statements he made at the time of
the search and his arrest. A different District Court judge allowed the motion in a writtery memorandum of decision. The
judge concluded that the search warrant affidavit "establishe[d) probable cause that marijuana was being cultivated
indoors at the defendant[]s home,"” but concluded in substance thatin light of the act, the affidavit failed to establish
probable cause that the cultivation was for more than a sixty-day supply of marijuana or that the defendant was not
authorized to grow that amount — and therefore that the cultivation was illegal. The Commonwealth filed a timely
application for leave to file an interlocutory appeal of the judge's suppression order and motion to stay further
proceedings in the case. See Mass. R. Crim. P. 15 (a) (2, as appearing in 422 Mass. 1501 (1996). A single justice of this
court allowed the application and reported the case to the Appeals Court. Thereafter, we allawed the Commonwealth's
motion for direct appellate review.

Discussion.

1. Overview of the act.

The voters approved the act as a ballot measure in 2012, and the actwent into effect on January 1, 2013, St. 2012, ¢.
369. Section 1 of the act sets out a statement of purpose:

"The citizens of Massachusetts intend that there should be no punishment under state law for qualifying
patients, physicians and health care professionals, personal caregivers for patients, or medical marijuana
treatment center agents for the medical use of marijuana, as defined herein” (emphasis added).

The term "medical use of marijuana® is defined in the act as follows:

"Medical use of marijuana’ shall mean the acquisition, cultivation, possession, processing (including

development of related products such as food, finctures, aerosols, oils, or ointmenits), transfer,
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transportation, sale, distribution, dispensing, or administration of marijuana, for the benefit of qualifying
patients in the treatment of debilitating medical conditions, or the symptoms thereof’ (emphasis added). -

St. 2012, ¢. 369, § 2 (I). The substantive provisions of the act that foliow the definitional section first set out the
parameters of protection from Stafe prosecution and penalties that the act respectively gives to physicians and health
care professionals, qualifying patients and their personal caregivers, and licensed dispensary agents. See id. at §§ 3-5.

5l see also id. § 6 (A) ("The lawful possession, cultivation, transfer, transpor, distribution, or manufacture of medical
marijuana as authorized by this law shall not result in the forfeiture or seizure of any property"). These provisions are
foltowed by a section specifying "limitations” of the act, including. the following: "Nothing in [the act] supersedes
Massachusetts law prohibiting the possession, cultivation, transport, distribution, or sale of marijuana for nonmedical
purposes.” ld. at § 7 (E). Thereafter, the act establishes a medical marijuana registration or licensing regime thatis to be
set up and administered by the Department of Public Health (department), and that covers nonprofit medical marijuana
treatment centers, medical marijuana center dispensary agents, and qualifying palients and personai caregivers. See id.
at §§ 9-12. Under the act, itis clear that the principal source of medical marijuana is intended to be the nonprofit medical
marijuana treatment centers, or dispensaries, that are to be registered by the depariment. See id. at §§ 2 (H), 9 (B), (C).
To that end, the act directed that during the first year the act was in effect, the department "shali” have registered up to
thirty-five of these centers, with atleast one in every county, and further states that "{iln the event the [dlepartment
determines in a future year that the number of treatment centers is insufficient to meet patient needs, the [dlepartment
shall have the power to increase or modify the number of registered treatment centers. See id. at § 9 (C).

Of particular relevance here are the act's provisions relating to qualifying patients and personal caregivers as well as to
hardship cultivation registrations, A "qualifying patient" is defined as "a person who has been diagnosed by a licensed
physician as having a debilitating medical condition.” St. 2012, ¢. 369, § 2 (K). The actrequires a qualifying patient as
well as a personal caregiverl®l to obtain from the department a "registration card," which is a personal identification card
issued by the department that serves both to “verify that a physician has provided a written cerfification to the qualifying
patient," and to "identify for the [d]epartment and law enforcement those individuals who are exempt from Massachusetts
criminal and civil penalties for conduct pursuant to the medical use of marijuana.”Id. at § 2 (L). See id. at § 12
(deéé:ribing application requirements for medical marijuana registration card for qualifying patients and personal
caregivers). A qualifying patient or his or her personal caregiver is permitted to possess up to a sixty-day supply of
marijuana necessary for the patient's personal medical use. See id. at § 4 (A). In addition, a qualifying patient whose
access to a licensed medical marijuana treatment center is limited by finances or an inability to travel to a licensed
center may obtain a "hardship cultivation registration” that allows the patient or the patient's personal caregiver to
cultivate a sufficient number of marijuana plants to produce and maintain a sixty-day supply of marijuana. Id. at § 11. The
act tasks the depariment with defining "the quantity of marijuana that could reasonably be presumed to be a sixty-day

supply for qualifying patients.” Id. at § 8 11

The act provides that the depariment was to issue regulations to govern implementation of all the registration provisions
in the act St. 2012, c. 369, § 13. These regulations were to be published within 120 days of the act's effective date, May
1, 2013, The act also provides, however, that "[ulntil the approval of final regulations, written certification by a physician
shall have constituted a registration card for a qualifying patient” Id. See id. at § 2 (N) (definition of "written certification).
Additionally, until final regulations were in place, “the written recommendation of a qualifying patients physician shall

have constituted a limited [i.e., hardship] cultivation registration." Id. at § 11181

The department issued its final medical marijuana regulations on May 8, 2013. 105 Code Mass. Regs. § 725.000 (2013).
But of significance to the present case, § 725.015 of these regulations, which defines the registration requirements for a
qualifying patient, provides that if a qualifying patient received an initial written certification signed by a physician before
the depariment was accepling registration applications, "the initia} certification will remain valid until the application for

the registration card is approved or denied by the [d]t'-)partment."li1 The same holds true for limited culfivation
registrations: a qualifying patient who received written cerdification from a physician is entitled to continue to use that
written certification as a hardship cultivation registration "until the application for the hardship cuitivation registration card

is approved or denied by the [dlepartment.” 105 Code Mass. Regs. § 725.035(L) (2013). The parties do not dispute that
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atthe ime of the search of the property, the department was not yet approving or denying any applications for -

registration, and there were no registered medical marijuana treatment centers in operation.L1£1 Thus, a qualified
physician's written recommendation, undocumented in any database, sufficed as both a medical marijuana registration
card and a limited medical marijuana culfivation registration.

‘2. Search warrant and application.

"Our inquiry as to the sufficiency of the search warrant application always begins and ends with the four comers ofthe
affidavil. . . . The magistrate considers a question of law: whether the facts presented in the afidavit and the reasonabie
inferences therefrom constitute probable cause. . .. [Wje determine whether, based on the affidavit in its entirety, the
magistrate had a substantial basis to conclude that a crime had been committed, . . . and that the items described in the -
warrant were related to the criminal activity and probably in the place to be searched" (quotations and citations omitted).
Commonwealtth v. O'Day, 440 Mass. 296, 297-298 (2003). See Commonwealth v. Donahue, 430 Mass. 710, 711-712

(2000).

The Commonweaith contends that Kent's affidavit established probable cause for the search because, as the motion
judge concluded, the affidavit provided probable cause to believe that the defendant was engaged in cultivating
marijuana at the property, and in the Commonwealth's view all-or-any cultivation of marijuana remains illegal even
under the act. To the extent that the act permits a limited class of properly licensed or registered persons to grow
marijuana, the argument continues, the existence of a license or registration is an affirmative defense for a defendant
charged with unlawful cultivation to raise attrial — the Commonwealth is not obligated to disprove such a status in order
to conduct a search at the outset of an investigafion.

We disagree. Although as a general matter, marijuana cultivation is a crime, see G. L. c. 94C, § 32C (a); Commonwealth
v. Palmer, 464 Mass. 773, 777 (2013), and the act specifies generally that it remains so, see St. 2012, ¢. 369, § 7 (E), the

- Commonwealth is incorrect that the act has not effected any change in the statutory and regulatory landscape relevant to

establishing probable cause for a search targeting such cultivation. What § 7 (E) states is that nothing in the act
"supersedes Massachusetis law prohibiting the . .. cultivation . . . of marijuana for nonmedical purposes” (emphasis
added). Under the act, cultivation of marijuana is expressly permitted if a person or entity is properly registered fo do so,
and the cullivation does not exceed the amount necessary to yield a sixty-day supply of medical marijuana. See St.
2012, ¢. 369, §§ 9 (B). (D), 11. See also id. at §§ 4-6. As previously stated, when the search atissue here tock place, the
act was not fully implemented; no marijuana treatment centers were operating; and therefore, pursuant to the acts
express provisions, see id. at §§ 11, 13, every person who was cerlified as a qualifying patient or the patient's personal
caregiver was authorized to cuitivate a sufficient quantity of marijuana to produce a sixty-day supply — presumptively ten
ournces.

In these circumstances, as the motion judge suggested, our cases involving searches for firearms that may be legally
possessed with a license but are illegal in the absence of one provide an appropriate analytic framework. See
Commonweatlth v. Toole, 389 Mass. 159, 163 (1983) 11 Accord Commonwealth v. Nowells, 390 Mass. 621, 627 (1983)
(search warrant affidavit did not establish probable cause for search of defendant's apartment for iliegal firearms where
informants only indicated they had seen guns there: "The ownership or possession of a handgun [or a rifle] is not a crime
and standing alone creates no probable cause”). See also Commgnwealth v. Couture, 407 Mass. 178, 181, cert. denied,
498 U S. 951 (1990); Commonwealth v, Stevens, 361 Mass. 868 1972 . As these cases indicate, although firearms

cannotlegally be carried without a license to carry, see G. L. ¢. 268, § 10 (a), in the absence of any evidence beyond the
“unadorned fact," Couture, supra, that the defendant was carrying a gun, there was no probable cause to suspecta
crime was being committed 12 Cf. Commonwealth v. Marra, 12 Mass. App. Ct. 956, 956-957 (1981) (defendant
convicted of storing dynamite without license; conviction reversed where search warrant authorizing search of
defendant's trailer for dynamite was notbased on probable cause: “The observation of a box containing [dynamite]
blasting caps, without mare, to indicate that their storage was unlicensed, does not provide probable cause for entry into

" the [defendant's] trailer” where no circumstances set out in affidavit indicated blasting caps were, or were reasonably

R.A./58
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likely to be, unlicensed). ;

The Commonwealth again misses the mark in seeking to distinguish these cases and arguirig that the existence of a
registration card or written certification, like the existence of a license, constitutes an afirmative defense that the
defendant himselfis obliged to raise in the first instance — at trial. A license does constitute an affirmative defense at trial
to be raised by the defendant. See G. L. ¢. 278, § 7.131 See also Commonwealth v. Gouse, 461 Mass. 787, 804-808
(2012); Couture, 407 Mass. at 181-182; Commonwealth v. Jones, 372 Mass. 403, 405406 (1977). But this case is not
about defenses at trial; the issue is probabie cause to conduct an investigatory search. At the frial of a case in which the
existence aor nonexistence of a license defines whether the charged conduct was legal or instead a crime, as Couture
explains, the defendant "has every opportunity to respond” by preducing the license authorizing his conduct, and in the
absence of the defendant's daing so, it is not unfair for the jury to presume in accordance with c. 278, § 7, that the
defendant did not have a license. Couture, supra at 182, Accard Gouse, supra at 806. Al the time of a search, however,
such a defendantis in a very different position: the police arrive, armed with (among other things) a warrant authorizing
the search; the defendant has no right to abject or respond, and indeed may not even be present. Cf. Couture supra at
182-183 (contrasting position of defendant at triai with defendant’s positian when confronted by police stopping
defendants truck, removing him from it at gunpoint, and conducting warrantiess search of truck to locate pistol police
suspected would be present). Ci. alsoc Commonwealth v. Landry, 438 Mass. 208, 211 (2002) (charge of unlawful
possession of hypodermic needle; contrasting defendant's burden to raise afirmative defense of license at trial with

question whether probable cause existed for unlawful possession at time of arrest) 14

The firearms and other license cases just discussed govern the result here. Beginning with the initial statement of
purpose, the act's provisions make it abundantly ciear that its intent is to protect the iawful operation of the medicatl
marijuana program established by the legislation from all aspects of criminal prosecution and punishment, including
search and seizure of property as part of a criminal investigation. See St. 2012, c. 369, §§ 1, 3-6. The act's medical
marijuana program is structured as a licensing or registration system, and expressly contempiates the lawful possession,
culivation, and distribution of marijuana for medical purposes by a number of different individuals (and certain nonprofit
entities), as long as they are registered to do so. In light of the statutory and regulatory framework created by the act, a
search warrant affidavit setting out facts that simply establish probable cause to believe the owner is growing marijuana
on the property in question, without more, is insufficient to establish probable cause to believe that the suspected
cultivation is a crime. Missing are facts indicating that the persan owning or in control of the property is not or probably

not registered o cultivate the marjuana atissue 13l

Detective Kent's affidavit filed in support of the search warrant in this case did not contain any information at all
addressing whether the defendant was or was not registered as a qualifying patient or personal caregiver to grow the
marijuana the police reasonably suspected was growing on the property 181 Nor, as the motion judge observed, did it
contain other facts or qualified opinions that might supply an alternate basis to establish the necessary probable cause
to believe the cultivation was unlawful. See note 15, supra. As such, the affidavit failed to establish probable cause for

the search12

We disagree with the Commonwealth that the result we reach imposes an impossible burden on police to search for
elusive and difficult-to-locate information about whether a person suspected of growing marijuana is registered to de so.
Although not available in 2013 when the search here was conducted, we assume that with the introduction of the
electronic registration system, see note 10, supra, there is or soon will be available to law enforcement officers an
accessible list of “the persons issued medical marijuana registration cards” as provided in § 15 ofthe act8 Moreover,
as we have suggested (see note 15, supra), information independent of regisiration status may also be presented to
establish probable cause concerning the suspected unlawful cultivaion of marijuana.

Conclusion.
R.A./59
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So ordered.

[1] The measure was placed before the voters at the Statewide election held November 6, 2012, pursuant to art. 48, The Initiative, Part
'V, §1, amended by arl. 81, § 2, of the Amendments of the Massachusetts Constitution.

[2] We acknowledge the amicus briefs submitted by Daniel J. Chao and Shawn P. Kelly and by the Nationa) Organization for the Reform
of Marjjuana Laws, in support of the defendant; and the Massachusetts Chiefs of Police Association, Inc., in support of the

Commonwealth.

[3] For reasons that have not been explained, the defendant was not charged with unlawful cuttivation of marjuana. There does not
appear to be any evidence of distribution in this case.

[4] The property consists of a house with a small addition to the rear (connected by a breezeway), a barn in the front yard, and a large
barn in the back yard.

[5] Pertinent to this case is § 4 of St. 2012, ¢. 369 (act):
"Protection From State Prosecution and Penaltties for Qualifying Patients and Personal Caregivers

"Any persan meeting the requirements under this law shall not be penalized under Massachusetts law in any manner, or denied any right
or privilege, for such actions.

"A qualifying patient or a personal caregiver shall not be subject to arrest or prosecution, or civil penalty, for the medical use of marjuana
provided he or she:

“(a) Possesses no more marijuana than is necessary for the patient's personal medical use, not exceeding the amount necessary for a
sixty-day supply; and

"(b) Presents his or her registration card to any law enfarcement official who questions the batient or caregiver regarding use of
marijuana.” :

[6]1 A "personal caregiver” is defined to mean "a person who is at least twenty-one (21) years old who has agreed o assist with a
qualifying patient's medical use of marijuana.” St. 2012, c. 369, § 2 (J).

I7] Under the medical marijuana regulations of the Department of Public Health {department), discussed in the next paragraph of the text,
the presumptive sixty-day supply of medical marijuana is defined as ten ounces. See 105 Code Mass. Regs. § 725.004 (2013). The sixty-
day supply may be greater than ten ounces for an individual qualifying patient upon the patient's certifying physician providing written
certification and documentation that a greater supply is necessary, See 105 Code Mass. Regs. § 725.010(1) (2013). The regulation does
not identify the number of marijuana plants that may be necgssary o grow ten ounces of marijuana.

I8] it appears that the act uses the terms "certification” and "recommendation” interchangeably. Reading together the quoted provisions of
St. 2012, c. 369, §§ 13 and 11, relating to what respectively constitutes a qualifying patient's registration card and a hardship cultivation
registration pending approval of the department’s regulations, we understand them 1o be re.ferring to the same document, namely, the
“written certification” defined in St. 2012, ¢. 369, § 2 (N), that is signed by a licensed physician and certifies the qualifying patient for use of
medical marijuana. A memorandum appearing on the department's Web site concerning implementation of the act confirms this
understanding. See "Guidance for Law Enforcement Regarding the Medical Use of Marijuana,” Department of Public Heaith, Bureay of
Health Care Safety and Quality, Medical Use of Marijuana Program, at 2 (Updated Apr. 15, 2015) ("Until [the department] begins to
process hardship cuttivation applications, patients or their caregivers may conduct limited cultivation at their primary residence, but may
only grow a sufficient amount for thelr sixty day supply as certified by the patient's physician”).

[9] There is a separate provision governing the registration requirements for personal caregivers, 725 Code Mass. Regs. § 725.020
{2013), and it also provides that "the initial certification will remain valid until the application for the regisiration card is approved or denied
by the [d)epartment.” 1d. at § 725.020(C),

(101 According to its public announcements, the department has determined that the registration process should be electronic. See
Program Update — October 8, 2014, Information for Patients and Caregivers, Massachusetts Department of Public Health,
hitp://www.mass.gov/eohhs/gov/depariments/dph/programs/hcg/medical-marijuana/patients-and-caregivers.html [hitp://perma.ce/7GS7- _
ADNU]. The department’s goal of having the electronic registration system ready by January, 2014, see 105 Code Mass. Regs. §§
725.015(C), 725.020(C), 725.035(L) (setting.initial registration deadline at January 1, 2014}, went unrealized. On October 8, 2014, the
department announced that, effective February 1, 2015, "paper certifications” by physicians would no langer be valid proxies for proper
R.A. /g (egistration and, as of that date, every qualifying patient wouid be required to obtain an electronic certification from his or her physician
~m tn ki farmalhs and alacirnnicaliv reoistered with the department. See Pragram Update — October 8, 2014, Information for- Patients
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and Caregivers, supra.

[11] In Toole, we considered a warrantless search of a vehicle in which police suspected a gun was located: "[I}t has not [been] shown
that, when the search was conducted, the police reasonably believed that there was a connection between the vehicle and any criminai
activity of the defendant, an essential element to a finding of probabie cause. . . . The empty halster and ammunition found on the
defendant certainly created probable cause to believe that there was a gun in the cab. But carrying a .45 caliber revalver is not necessarily
a crime. A possible crime was carrying a gun without a ficense to carry firearms, G. L. ¢. 269, § 10 (a). However, the police did not learn
that the defendant had no firearm identification card until after the search. They apparently never asked the defendant whether he had a
license to carry a firearm” {citation omitted). Commonweatth v. Toole, 389 Mass. 158, 163 (1983).

[12] Commonwealth v, Gouse, 461 Mass. 787 (2012), a case on which the Commonwealth relies, is inapposite. In Gouse, the defendant
attacked the victim, his former girl friend, on the street and left the scene; the investigaling police were told by bystanders as well as the
defendant's father that he might be armed; the police also had information that he had been released recently from prison, and had been
observed armed with a weapon and dealing “crack” cocaine. (d. at 788, 780-731. On the same day as the attack of the victim, the
defendant was stopped by the police while driving in a vehicle, removed from the vehicle, and arrested, and the vehicle was impounded.
Id. at 721, The police thereafier, during a warrantless search of the vehicle, found a gun in a bag that had been placed in the trunk of the
vehicie. 1d, at 791-792. Before triai, the defendant unsuccessfully moved to suppress evidence of the gun, but not en the ground that
probable cause did not exist to believe he was not ficensed to carry the weapon. See id. at 782-794. (Indeed, such an argument would
have been highly prablematic, given that the defendant at the time, in the court's words, was "a fleeing felon.” See jd. at 794. A felon, by
definition, may not be licensed to carry a firearm. See G. L. ¢. 140, § 131 [d] [i].) The defendant in Gouse did raise a challenge related to
the license issue, but the chalfenge concerned the allocation of the burden of proof between the defendant and the Commonweaith at trial

concerning the exlstence of a license. See Gouse, supra at 799-808.

[13] Generai Laws c. 278, § 7, provides: “A defendant in a criminal prosecution, relying for his justification upon a license . . . shall prove
the same; and untii so proved, the presumption shall be that he is not s¢ authorized.” '

[14] The Commonwealth cites five dedisions from other States' courts as ostensibly persuasive authority that a medical marijuana ficense
is exclusively an affirmative defense, rather than a legalizing mechanism for program participants. See Niehaus vs. State, Nos. A-8385,

4798 (Alaska Ct. App. Dec. 10, 2003); People v. Sexton, 296 P.3d 157 (Colo. App. 2012); State vs. Meharg, No. DC-06-16 (Mont, 21st
Jud. Dist. Ct. May 26, 2006); State.v. Senna, 194 Vt. 283 {2013); State v. Fry, 168 YVash. 2d 1, 13 (2010). We do not think these cases

offer usefu! guidance here. The courts were considering substantially different medical marjuana laws, and aiso very different factual
contexts.

[15] This is not ta say that such an affidavit always must contain facts directly establishing that the person whose property the police seek
to search for evidence of unlawful marijuana cultivation is or is probably not registered to do so; reasonable inferences may be drawn that
a suspected marijuana cultivation operation is unlawful from other facts. For example, except for registered medical marijuana treatment
centers, it remains unlawful to cultivate marijuana for sale. Facts indicating that a confidential informant recently purchased marijuana from
the owner of the property where the cultivation operation is suspected to be taking place would likely supply ihe requisite probable cause
to search that property for evidence of unlawful cultivation, as would information that police recently had observed marjjuana plants
growing on the property and that, in the opinion of a properly qualified affiant, the number of plants exceeded the gquantity necessary to

grow a sixty-day supply of ten ounces.

[16] From start to finish, the affidavit reads as though the act did not exist,

(17] in arguing against this conclusion, the Commonweatth refies heavily on Commonwealth v. Palmer, 464 Mass. 773, 775-778 (2013).
The relance is misplaced. in Paimer, we considered what impact, if any, the decriminalization of possession of one ounce or less of
marijuana, a ballot measure approved by the voters in 2008, had on G. L. c. 94C, § 32C (a), which defines the offense of cultivation of
marijuana, See Paimer, supra at 775. We concluded that the decriminalization measure did not affect the cultivation statute, and that
cultivation of marfuana of one ounce or less remained a crime. id. at 774, 777, 779. But the events giving rise to the criminal charges at
issue in Palmer occurred in 2010, see id. at 774, no issue concerning the medical marjuana act, passed in 2012, was raised in Palmer,
and the court did not consider the relationship of the medical marijuana act to § 32C (a) in any respect.

[18] Section 15 of the act states:

"The department shall maintain a confidential list of the persons issued medical marijuana registration cards. Individual names and other
identifying information on the list shall be exempt from [G. L. c. 66, § 10, the Public Records Law], and not subject to disclosure, except to
employees of the department . . . and to Massachusetts law enforcement officials when verifying a card holder's registration” (emphasis

added).
R.A./61
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.- Privacy law should not, therefore, protect 1P addresses when they are not correlated to other Pil, such as when they are maintalned by Web site operatars in normal

network _tra!?l: 1005 .. Many ISPs have no reason to fight these subpaenas and readily give up their subscribers’ names, addresses, telephone numbers, and other
ddress Is assigned to a’ ‘or other device accessing the

identifylng data without demanding any court aversight ar providing any notice to th2 subscriber. .., An [P g
Internet and is communicated between devices as part of the narmal- data exchange. .. Yo date, Congress has rejectad comprehensive privacy legisiation Ln tavor of a
large collection of statutes, each of which protects specific types of informatian In particular circumstances. ... Glving Viacom.bccess to such a database'ls not 2 trivial
matter; and It' deserved the court’s considered amalysls of whether Viacom's intarest In tracking down copyright Infringars outwelghed the privacy interests of potentially

millfons of users who would be linked to the content they had viewed on the Web site.

Text
[895]

Intreduction

Abaut the time the Internet age begam, {1 L] the Sugrerna Court upheld the First Amendmant right to distribute ansrymous po!i:l_c'ai campalgd 'h'andb@lls, lzzj_laud‘ihg
anonymous free speech as "a shield from the tyranny of the majority.” 3] Within two years, the Court had explicitly applied.free speech to the new landscape of
tyherspace. The advent of the Internet had brought hape of a new public square far anonymous discourse, E] ] plécg where anyone with 3 computer and 2 phone
line could speak openly to the éntlre worid.

Moz two decades later, legal reality has doshed that utopian'dream. Abuses af the ‘anonymity that the Internet once afforded have required a balancing against other
privata rights, I?.!.!and no langer is there a reasonable expectation of privacy ia many Intarnet communications. (8] tastead, taday’s antine warld lulls its- Inhabitanés ldto
a false [896] sense'of anonymity. while secretly recording thelr every move for future discovery. 19.‘.[ )

This mohitoring is made possible by the inherant structure of the Internet, the most cruclal component of which. IS the simply named Internet Protocal (IP). AEvuy_
computer connected to the Internet receives.a unique IP address that fadiitates communications with other computers. @ As part of the normal da_r.i exchange, these
addresses are recofded, or *logged,” by Ve sarvers for future network and securlty analysis. [12.3] These logs, however, can also.provide o breadcrumb trail of  user's

" online activity. @ When a user views a Web'site, 8 camputer server logs his IP address. {14%] When & user pasts.on 2 blog, [15.8] 2 server logs his 1P address. [153,
When a'user views a sexually explicit photograph. [17:2] reads 2 poliucal artlele, or searches for “bombd placement white hourse,” m 3 server logs his 1P address.

[897] Although these lags are scattered across the vast reaches of the Intarnet, therk 3re imporant middiemen with access to It all: Internet Sarvice Providers
{ASPs). 15Ps assignIP addresses to their'subscribers, logging whe'ls using what address at any given time, [Z1L] ISPs are the gatekeepers of access to ot only. thi
Interpetbut also to the identificadon ,or'any particular user. [@ By camparicy Its bwn IP address logs to thosa maintained by the Internet's 'w,eh':gn{er;. @ an [Sp
@n repdity Nak anllng activity bo-a specific subscriber accaunt.and, patentially, [232] o ap Individual, [35 3] This meens that 15Ps “have the power to bbiterate privacy
oniine. Everything wie say, hezr, read, ur-q'o on tie Internet frst: passes through [SP:computers.” 1263 . .

Herein lles'the concern for privacy. Altheugh data fogs maintained by Web site operators. typicatly correlate. anline aciivity only to an [P address, that address. may be




fraczd backwards to expose the individual behind the compuser. |27%] While varlous fedéral statutes protect Simfiar datw'sich as telephione numbers and mailing

dd as'p lly [dentifiable informatios (PII), federal privacy lay,-does not generally regard [P addresses- as Information worthy of protaction. E_E_@It has,
therefore, become commarplace far fitigants to.subpoena ISPs [B9B] to.unmdsk online Speakers. @Mar\v ISPs have na reason to Aght thesa subpdenas @ and
readlly give bp their subscribers; names, addresses, telephone pumbers, and other identifying data without demanding any court oversfght ar providing any nolice to the

suhs;ﬂ_béa;. El itEyeq when courts recome Invoived, a full consideratlon of the online.speaker's privacy interests Is. far fram certain. @E

While It vould be wmproper - and dangerous - 10 pravide anline actors a blanket of corriplate dananymity, @ the routine reporting of Information linking Indivictuals to
their anline activity Is 2 major privacy concern. @'For now; much of this data collection ocours "without our awareness, much less our approval.” -As sodiety
becomes mare. aware f this reporting, however, lndiv(ouals.mdy begin to censar their pnline conduct for fear of censure or fiabillgy, subsantially undermining the right ta
free speech.and the free exchange of Ideas. [56.2}

This. Cémment explores the possibility of protécting the IP address Rself as PTI, @ puttiing the IP address in the 5aié category as a home [898] address, telephone
number, or Soclal Security rumber and providing, it vnd the corresponding user protection under current federal privacy.law. Part. Il of this Comment outlines the refevant
technical aspects of IF addresses @ ang the many definitions and examples of PII. @ Part 131 argues that IP addresses are functiopally simifar to ather types of PII
and should be protectad when 1n the hands of an ISP or.atherwise correlated W identifying information. The argument proceads by examining what it means for 43t to be.
“parsonally Identifable, when [F addres=es ¢an and cannot be lUnked to Indlviduats, anu how 1P addresses are being protected at the state, federal, and
international levels. finally, Part IV examines the predominate subpoena stangards by which a litigant may unmask an anonymous online speaker, as well as
the cun'e:n: lack of Fourth Amendment protection far subscriber information on file with 1SPs, and anticlpates how recogaizing an IP address as Pli may affect these
stendards and future i{tig'auun.@

1I. Background

This.Rart revievrs the basics of IP addresses, including same technical fimitatlons that are later examined ~ and rejected ~ as passible barriers to ldentifying an individual
based upon his 1P addrass, 1t 3isa examines the various definitlons of PI{ -and the types of data that are traditlanally protected by federal iav beceuse they
havethe potential to identify a partlcular Ingividual.

A. IP Addresses and Related Technolagy

An'1P address is a string of four nurbers, gach ranging from O to 255, [4__9__.{] that serves as.3 unlque identifler.on & network to facilitate online [900] commuaications.
An1P address Is ugd o a computer, oot its usey,@and wiil normally not change whet 2 new user logs in. E.g In this way, an TP address is analogous to 2
physical malting address, which is required for the sending and ieceiving of postal mal, @ However, unlike an envelope, which need not con®in a return address to
convey Its message to the reciplent, every Internet commuynication must contain bath the sanding and recelving IP addrasses. ls_i‘.i] Because of the Intermet Protocnl,
users communlcate thalr return addresses to the world whether or not they know of or want this transparendy.

I\i!hnuqh there are approximately four bilion addresses in'the currenfhﬁcrm:t Pratocol, many of these are reserved or unasslgnablle. |I57_"., and mast of the

useahle addresses have already heen assigned. EE A| As 3 result, métheds have beén developed to share the limited number af ramaining, viable addresses. The
two methods relevant here are dynamic addressing and Netvark Address Translation.

Critical network, resources, such'ds servers and printers, ore often given “static,” or permanent, addresses so that they are easily faund by ather devices an the camputer
network;' Most end-user computers, however, are pravided a_;'dynaljnlc" address selected out of a paol ,énd administered by an ISP. @ An ISP may have more
customers than it Kas assignable addresses, bit'dynamic addressing allows it to provide an'sddress. only to thosé users.connected at any given time. When a user
disconnects, his.address is put back in the pool antd may [901] tater be assigned to a dilferent user. @ Dynamic pddressing allows a large number of computers to
share 2 small number of addresses.

The turrent ?ntemat PI:otucnf Is further modified by a protoco! called Network Address Transialian, or NAT. ESZ_JB NAT allows network administrators ¢ assign 3.stngle
public [P address to the router or-modem that provides the cenlral polnt of access to the Ynternet, @ AN of the computers and devices connected to that router-are
then given a tocal, private IP address. Tﬂ the internal netwark administrator, all of the cormputers retain separately identifiable IP addresses and can Ue tracked
down with these numbers, To the world, however, 'hund;qu or aven thousands of Internal computers appear as a singfe publfic IP address. [68.4] No matter which
computer accesses 3 Web site, the Web slite will see only the address of the router. @

vitilie dynamic addressing and NAT have sfowed address extigustion, the current Internet Protocad is expected 0 be completely 2ssigned by 2011 or 2012, {704 As 2
resull, the transition 0 the new Internet Protocol, caited 1PvE, will s00n be accelerated. Unlike current 1P addrasses, many 1Pvé addrasses will Inchide a unique
code dictate:! by a comiputer's hardware, In effect making 1Pv§ addresses globaily uniquée and permanently assigned to particu~

lar devices, IPVE Is unlikely to suffer from the address exhaustionthat plagues the.current protocol: the new system

creates a L28-6it ndress, providing for approximately 340 undecillion - 340,000,0060,000,000,000,000,000,000,000,000,000,000 - possible {902] addresses.

wWhethar the address is from the current or future Intarnet Frotocol, the take-away points arc fevr. An IP address Is asstgned to a computer ar ather device accessing
the Internet anc Is communicated between devices as part of the normal data exchange. Some of these davices, especlatly thase that host web sites, record these
numbers for future use. |75.%

8. Defining Personally Identiflable Informatian

Determining what kinds of data should be protected under. federal privacy lavi remains difficult, as there Is no single definitian of PII. @Tn date, Congress has refected
comprehensive:privacy legisiabion iri favor of 3 lerge collection of statutes, each of which protects spacific types of infofmation in particuiar circumstances {773 The
Children’s Online Privacy Protection Act (COPPA), for example, regulates the online collection of Infarmation from children under the age of thirteen but applies only If
the Web sitz &5 diracted to children or the opeiators have actual knowledge that their visltors are 5ot of age, [79 2] The Video Privacy Protection Act of 1988 pratects the
disélosure of a cistormer's video rental records @ but may not protect similer recards collected online.

These privacy Statutes enumerate, the data that they are enacted ta protect, and theseé bits of Informiation can be divided Into three distinct groups. ";;s—z_z_lﬂ'h'e first group.
consists of Information thatls comimonly [903] protacted because It can.Identify a specific Individual: names, [E32] home addresses, (84 2] e-mail addresses, [BSZ
‘telzphone numbers, @ and Social Security numbars, @The second group.contains data: that is easlly combined with PII, E__@aﬂsas PII, |89 X or [s central to the
. puTpose of the enacting Statute. This second group includes datés of birth, {50.8] photographs, [91%; video rental records, [S3] drivers licanse numbers, [93.3] tometric
d_ata',._and alien registratlon aumbers or other unlgue idantifcation numbers. @!n the third ‘group is aggrepate data, which Js a collaction of, data that "dées not

identify particular persans,” Aqgreg'a‘te' data typically is not viewed as privacy-threataning and is usually excluded from protectian,

‘Same tomr ators befleve this otive approach to privacy iav falls to pratect Important pleces of private data. @Smwtorv‘ attempts 2% defining PII .@ .
“persanal informatian,” [.mng ar “mians of idenvdlicatien,” @ however, have provided littie direction !nldmr_rnlning [o04) what other types of infarmation should be-
protected. [:.1513 COPP_A_, for example, merely defines persanal Jnformation as “Individually ientifiabla information about am IndividuaL.” 103 A}Likewise, the Storcd
Communications Privacy. Act défines persanal iformation as “Infarmsation that Identifias an Individual.” (104
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Information Inferred Trom the data actually collected. zasﬁhe ar.:omoanylng Sermate Repart gave an example: if @ particular user purchased 3 book about diabeies fram

Tn recent years, ‘Congress has" attemp!cd to create-new definitions of PII that would spécifically address online privacy.concerns, ’!105 1 but the bills carrying these failed in
their raspective houses. {1 The Online Personal Prma:y Act of 2002 would have torgely followad COPPA’s.gaftnitian of PIT [107 2} but-would have exduded any

an pniine retaller, the name; address, and other information provided o assist the delivery of that book would be PIL, but the mference that the user has diabetes or a
particutar interest In diabetes would Aot ba PIL [io5&] .

The Consumar Privacy Protection Act /. 2002 woulg have defed PIT as "lndivi:'lual& iden;lhéhle infarmation relating to 2 living Mndividual who can be identifiad from that
lntonnaﬂun.'li:.o:.h‘he Act ol have excduded from pratection any anonymaus data, Inferred oata, or datd obtained from public records. E:Ln.*.';

Because of the canfuslon in what should be protécted as pdrsonal dato, bther éntitles have constructed thalr own definltions. The Federal Trade Commilssion (FTC), far
exymple, dafined "parsonal information® Ima cansent ardar requiring TIX Comganies, the parent company of T.J. #axx and other discoufic depactment stares, to protect
{2057 s '..~, with r Je serurity measures, Among the classic examples of PIT identifed by the FTC were a person's name, address, telephane
number, and Soélal Security number. [133 2) The order went further, demanding that TI% protéct its' customers' e-mail addresses, other online contact infarmation, credit
or deblt card number-s. and “persistent identifters,” "such as a customer aumber held In 2 '&nne.‘@

while several new laws at both the federat and state level have bagun, 1o recognize the kientifying power of 1P addresscs, most courts continue to refusa to classify tham
as Pl The remalnder of this Comfnent drgues that Congress should adopt - and courts should recognize - a deflnition.of .P1l that Incorporates and protects a user's IR

address when It may be finked to that usér'q ldentifying Information.

UL [P Addresses Acting as Personally Identiflable Information

This Part examines the circumstances in which an [f address shquild'ba recognized as PO, Beciuse a1 19 address. is similar in form to, ather P11 200 ten be used to Idenbfy
an Individual and his onfine activity, It shouid be protected as PII when In the hands af an ISP or atherwise correldted to persunal Information abouk the user. When
an 1P address cannat be linked fo an individual, such as when (s stored by Web servers without any of the user's cantact Informatian, it sheuld not be regarded as
persorat data. (1162 This conclusion.is supported by the apparent overal purpose of fadera) privacy law: to protect gata only when It may be linked to a particular

Individual.
[906]

A. P11 Is Informatian That Has-the Patential to Identiy an Individual

As examlned above, Congress has found it difficult to clearly detine PI1 and the types of dan that should:-be protected. (1182} There Is an inharent conflict betwegan

enumerating bright-llne examples af PII and protetting data only when it identifies an Individuat iii practicé. (1182 n fact, four of the mast protected pleces of date need
not Identify a single.persan: muitiple people may have the same name, - mutiple residents may share the smme home address and telephone number, and multiple
users may log in to the same e-mall address, Date of birth, which is listed os 3 “means of ldentificatlon” under the False Identification Crime Control Act, Is
arguably the least tied to 3 single lngividual because of the vast number of people who sbarse the same bpr‘:hda_y‘ Of the mosk comrnonly listed examples:of PIX, only a Sociai
Security .number appedrs 1o be completely tied o one individual, ‘12_'1'.4 In contrast, Siometnc data, "such as fingerprint, voice print, reting or irls imaga,” 124.44 Is
probably the mast effective type of P11 due ta Its uniqueness but is racely listed as PII among the starutes.

Taken tagether, Ius:i the various definitlons and examples of PIT suggest that what'ls meant by “persanatly (dentifiable information” is not a piace of dala that alwayy
Identlfies an individual but a plece of data that could lentily an individual alven the totality of the clrcumstances. |126'Ll [987] When aggregated, even trivial dare may
halp Identtly a person, making that-data cnllectively worthy of protection.

If mls \s the praper definition of PIL, privacy law should seek to protect'any dara that tould identify an individual, excusing that data from protection anly If it \s rendered
suf ouS o incap. ble of identifying aa individual i practice. - Becausa it may be Impossible ko determine, ex ante, whether a particular plece of
\nl‘nrmatlnn will actually \dentify an Individua); precaytions must be taken ta protect \nformation that is fikely to do sv. !129_ Fetléral privacy statutes appear 10 address
this concern by providing protection ta bits of data - such as name, phone number, and house address - that are widely cansidered personal even if they do nat always
paint ta & spacific Indivigual.

This understanding of what it means for ipformation to be "personally identinable™ supports a detatled examinatian of vshen 1P addresses can and cannot be finked to
Individuals. As the foli g Sectlons explore, an 1P address should not be considered personal data by itself, but it rmay become personally identifiable when correlated to

other data about an individual.

{908}

B. By Itseif, an IP Address Is Not Personal Oata

An 1P address cannot identily an individual By itself because it is merely a string of numbers, {1313, !nsbeau, It must be correlated to other informatton abaut the user,
such 8s addressing logs maintained by 1Ses, Privacy law should not, therefore, prolect [P addresses when they ara not correlated to-ather PlI, such as Vihen they
are maintained by Web site aperators in normal nebwork traffic logs. .

In 20086, the:'Sixth Qirculr Court of Anp:ols had an opportunity to examine whether an 1P address could qua]\ry as PIY'in the cse Kiimas v. Comcast Cable Communications,
inc. f133 *] An-Xnternet subscriber alleged that his ISP, Comcast, violatad the Cable Communlcations Policy Act by creating and storing a database linking @ach user'’s P
address to the Web sites he visited, {134 ...l The subscriber claimed that Camcast had the abillty to correlate this database with its addressing database linking each
subscriber ta his 1P address and could, thérefore; assoclate énline activity with the actual [dentity of its subscribers, [1352] 1he parties agreed that the dispositive lssue

was whether an [P address cobld be P a5 defined In the Act. [136 2]

The district court first ruled that dyaamic IF addresscs, such as thasa stored In Comcast’s database, are not PII becouse "a dynamic IP address Is constantly changing... .
Unless an IP address [s correlated to some ather Information, such as Comcast's log of IP addresses assigned to, its subscribers.... 1t does not Identify any singie. subseriber
by feseif.” [137 ‘] Tire court granted Comeast’s mation ta dismiss, ceasoning that an IP address tould ot be PIT as defined In the stutute absant svidence of actual
correlation with the subscriber infocmation.

While ultimately ‘afftrening the district court’s disrmissal of tha case, the Sixth Clrcuit svolded addressing the question of PIL by haiding that Comcast, as a provider of
broadband Internet service, ves not an oparstur of a “cable system” as defined tn the Act- f139.‘_5The court nated, however, that not alf {7 addressas are dynarvic, and
while "17 addresses dd not In and of- themselves” reved) a subscriber’s identity, that information tould be “greaned if a list of individual subscribers s [903)] matched up
with 2 st of their individual IP adurcsses."llﬂn_*.il’h! court stated that the colleciion of data Hnklig a subscriber's 1P address to the Web sltes he'visited cowld béa a
propef fjury under the Act anly I this thlormation was subsequentty correlated to subscriber identitias. [T12] Tha court poinzad to the Act's language that “aggregate datz
which daes not identify particuler persons® cannot be PIT. Without a correfation between databases, Comeast could not ink. its subscribers'to their online conduct.
[143 4
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"Vhile the-Sixch Clrzuit ¢id not NavE a7 opportunity to rule whether an 1P address is PLI within the definition of the' Cable Communications Poi];y-,\ct, the court's lanquzge
makes ‘clear that under its-standard, an IP addra<s by itsell is not personally identifiable, while an IP address correlated to subscriber information could be PH.

This conclusion is falrly intultive, An IP.acdress Is only a group of four numbers between G and 255; the address ks not.intended to have any spediat felautiship
with an Indivigual but i instead dispersed at random from a‘papl of ovailable addresses malntalned by the ISP. [:!._5_':3;:1 Becausc the address may change wheriever-the
user conecrs to the Inkermat, the use of any particular ‘address will be massured In hours, days, -or wéeks but will not become penmanert In Most cirqumstances. {1_—4_'5:.;:
Wihout 2 coifrelation t other Ideritifying information, ani IP addrass'is only a number and £annot polnt to the identity of an Individual user. i1a72]

This foct does not; however, support completely excluding IP addresses from the llst of. personal date. As examined above, most of the data typlcally regarded as
“nersonally identifidble® has no inherent coniiection to an individual. A street address docs not contain [s10} u'ae name.of the person living there. Telephone
auimbers, Social Security fumbérs, and driver's ficense numbers are, like [P addresses, simply numierical sequences. [139.2] Most of the informiatian protected by federal
statute as personally identifioble fmust be'correlated to other dota in arder to ‘actually Identify an individual, 1P addresses, therefore, are not unique in thelr nead
for correlation to other data to-render them pm:g;tabie PiI. fx51 k)

C. 1P Adidresses Are Assigned to Computers, Not:People

Some cpurts have refused te.recognize an IP address as P because the number is assigned to a comguter rather than to a particular user. The U.S. District Courk for the
Cenirat Distélct of Caflformila, In rullng .on's motion-to preseive and produce.logs ‘of JP addréssis that hid been used to download copyrightéd music files, noted, "As an 17
address igentifies.a computar, racher than a specllic user of = computer, It I Aot ciear that IP addresses .. are encompassed by the term 'persanal informaunn."'@
Similarly, the.U.S. District Caurt for the Western. District of yashington, faced with an aliegation thok Microsoft Viclated Its own privacy policy by storing.fts custamers' 1P
addresses, heid that 20 {P address'Is not personally identifiable. {1534} The court reasoned that, "in order . to be personally identifiable, {Information] must identify a
person, But ad [P address (dentifies a carnputer, and can do that only after matching the IP address to a list of 3 particular Internet service Provider's subscribers,”
|154.ti

Thest. dedisions rely too heavlly on 2 colloquital-understanding of the words “persanally identiflabie” without examining the qualities of other PIT. [A55.4( It is true that an 1P
address is assigned (o' @ computer, not 2 permn.}:_._Si_‘_.‘!Tth rationale )s cqually applicable, however, ta other types of‘data that federal statutes donetheless protect as
PIL: A housa: [911) addeess, for example, is assigned to a bullding, not a person. (157 ] A telephone number is assigned to & telephons line, not @ person. [1584/An e-
mafil address raentjﬂes an. electronic mailbox stared an & cormputer hard drive, ang & date of birth IdentiNés a 'speclfic day In histary,

These types of !n!érmqtlnn may be personally Menuflabla in some dicumstances but not in athers. ]159 X! If anly one person lived at a particular house address or hatt
BCCRSS to a specific tefephone, the address and telephone number would be directly linked to that person. It would be reasonable, for example,-ta attribute talls' made from
a partautar celt phone number to the Individual who corrles the phone every day. Attributing a calltoa particular IndIvidual may nat be fair, however, if many people have
ready access to the phone, !150&.

Whether or not thesa pleces of data Identify an Indlvigual on their own, ihey oRen can identlfy an Individual when aggregated. [1613.‘ As one study found, combining a
gerider, 2 birthdate, and a ZIP code is énough to.uniquely identify 87% of the United States population, I__Giz‘::} Itis prudent, therefore, © provide more protecrion te.
compliations of data than that afforded individual bits of Infarmation. (18331

1P addresses present the same posshllities: they may be closely linked with a particular persan pnd may becarne personally identifiable when combined with athér PIL
vhen.an IP address can be aseociated with a particular computer to which one person or a amail number of persons has access, the 1P address becomes mare
akin ta [512] traditonal PI. Unlike other PII, the IP address can go beyond Identification and actually assoclate a person with the content of his online activity.
1166 .‘.’

D. An IP Address Can Identify an [ndividual and His Online Activity

Theze primary concerns may lead a court to question whether an 1P address can constitute personially identifiable infarmatlon. First, most computers use a dynamic [P
address that, by deflnition, can change., fl&?il A court may ask how an !P address caq be PU when It may be assigned to muitiple subsertbers in any given timeframe.
|155:.‘..}‘5ecbnd.- tih¢ Network-Address Transiation pratocol may ‘operate te provide many computers with a'siigie external (P address, restricting the abllity ta track online
conduct to 2 particular computer or.usgr.fisgg“ Third, even if an IP addrass were tethered (o a single computer, {170 the onfine conouct, may have beea inltiated by
any person-who had access [o Lhat computer and might not.. therefore, be fairly attributable’ to any Individual. Eﬁ,

Courts that have faced thase circumstances have had no problem utilizing 19 addresses to attribute online canduct to particular persons. The following Sactians examine
whi these technicat aspects of 1P addressing should not prevent the proper conclusion that IP addresses may be PIL

1. Dyhamic P Addresses Can Be Traced Back to an, Individisal

While most computers stilize dynamic [P addresses assigned to them by an 15P, 15Ps cammonty log these assignments, f:?l.‘.ﬂ When provided with 3 particulsr date end”
tme of intergst, an ISP can often determing to which subscriber account a particular 1P address was assigned. 173_3]' Becausa ISPs retain these logs for’only a fimited
amount of time, the crudiat factor In this procass is the timeliness of the request {913] for fdgnt!ﬂ'catgnn. '|174.‘.| Navertheless, most ISPs f lgn the same addfss wa
subscriber every tdme he-logs on to the network. 175-9.‘ Even with dynamlc addressing, 2 computeér may retain a single IP address asslgnmient tor months at a time.
i.xvs.*.:'xn practice, than, ‘even dynamic'[P addresses Gan be assoclated with parcular Individuals. [177 .5',

In the 2010 case United Stotes v. Mosburgh, Lhe Third Circult Court of Appeals examined the process by which an ISP links an IP address back to a particifar
'subscriber. There, an undercaver FBI agent posted a dummy Web link advestising chitd pornography. [179.3] whan the defendant clicked on the (ink, his IP.address was
recorded into a log fife on the agént's.computer. |1804] In reviewing the trial testimony. pravided by the defendant’s ISP, Comcpst, the Third Clrcutt explainad how the
delendant was linked to his IP addrg:s'@

A witness fram Comeast ... explained that Comcast can trace an IP address batk to 3 particular customiar's eccount, through 1P assignment 1ogs that go back. 180 days.
Firally, he testified that b Octaber 20 and Qcetober 30 of 2006, IP address 59.136.100.151 wos.assigned to an acgount registered to [the defendant]. 1824}

Identitylng'a‘defendant thrgugh IP rddressing Idgs (s olten 3 crudal step It criminal cases arising fram oniine acrivity. Tn Umited States v. Steiger,. for axample, an
-anonymau's solirce provided a ponce_'d(‘;pament withh evidence af child pomography originating from three dymamic 1P addresses. !153 .‘-.! Tﬁe.police department notified
the F3I, which lssued 3 subpoena to the ISP that had assigned the addresses. _113-3 & The ISP raviewed Bs logs, determined that alj three addresses had been usad by
-the defeadant, and proviged the FGT with e defendant’s [914] name and home address. (1552 The defendant was tndictsd and convicted of various child pompgraphy’
charges. [1863]

Identifying.an oritliz actar through ISP Iogs is not firiited to criminal cases. In [n re Charter Communicatians, Inc,, more than two hundred file-sharers were personally
identified by theic dynamlc 1P addresses. 1137;“ The Recording lndustry AssoGation of Amerlca (RIAA) used tracking software to discaver the IP addresses assigned to
ningty-thre Charter subicribers who weré suspected of dawnloading and distribudng copyeighted music. llss .‘.! The RIAA obtained subpoenas from the district court clerk
requiring Charter to refease the pames, addresses; and e-malt addresses of the subscridecs. ixsa.*_!.Chaﬁ:er.oppused the subpoena, but Its modon ko quash vras denled
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and |he dusu-k.t douftordered production of the information. [1904] Charter subsequently released the names and addresses of 150 subscribers who had.been notlfied of

the subpoenas and another 50-to 70 who.had not received nodce. {191 i The Elghth Circult Court of Appea)s-later vacatad the order, reasoning that it hed been Impmper\y

isSued under § 512{h) of tha Digital Miflensilum Copyright Act. {182 &, The ceurt ardered the RIAA to retirh the data viithout making any recard of 2ny further usa 6! the

subscribers’ personal in-‘emn‘on.j:sag‘
2. An 1P Address:Can. Jdentity an Individuai Evan o a Private Network

The commonplace use'af Netwark Address Translation may be.seen as a barrler ta identfylng an individual with-an 1P address. {194 with NAT, each computer on 2n
tnternal netwark uses-a “private’ IP address, while the entire network snares 2 "public® IF address, I195 3 iThis means tha{external Web servers vill log the one public 1P
nddress no mattar which prwate compuzer taitiated the connection. However, data logs malntained in.the normat. course of business mll ohen dnow thi private natanrk
anager to trace.spedfic ﬂ'ansrnlsslaa: and onfine [915) a:nv!ry 10, 2 single Internsl address In much the same way that an ISP traces cvmmunl:wcns on s network ta:
3 single Subscriber-accaunt, MA‘ 2 result, the NAY protodel does not prevent the identification of 2 user vihen the netwark managar cooperates with attemp's to
track down the sovrce of onﬂne,zttivity.
The 2007 casé United States v. Heckenkamp pravides an exampie. @Quaﬂmmm Corporatian's computer administrator discaversd that thé cormpany's commiter
systems had been accessed without authorzation. (1993 Thraugh: a raverse Jookup proczdure, the administratar derermined that the hacker‘s public IP address had.been
asslqned to the University of Wiscansin. Em Tha administrator conmcted the univérsity's network Investigator, who discovered that the hacker Mad atilized a computer
wﬂh 8 private 1P address ending in "112." 3] By cross-referencing thve private 1P address on multiple university servers, the Investigator discovered that the address
fiad recently been assigned to'the defendant; an on-ampus student. <] After the investigator physically [nspected the defendant’s computar to confirm his findings,
the F3[ obtained a search warrant to selze the computer, [7.03 2| The dafendant was Indicted on multiple counts of recklessly tausing damage through unauthorizad access
to'd computer system in violation of federal law. [ 204 A

3. An 1P Address Can Provide Probable Cause to Suspec an Individual af Online Activity

The two preceding 3rguments do not represent any reat limitation on the ability of an. TP address to identify an Individual,. provided that the approprinte addressing-logs
ore available. The third concern, hewever,' 13 not easily dismissed: there may, In fact, be as way to dsfinltivély link 2 particular pérson with the onfline conduct emanating

from a partiaular computer or IP address. ]205;* A user may, lor example, access.onfine content without ever providing Identifylng credendals. 1206 &) If many people usa
3 single computer, it would be difficult o attribute [916] online conduct tc ony one of them basad tokly on that computer's IP address. (207 &

This dilemma m3y be avelded by requiring some authentication at the computer terminal, "08..] ¥/hen a user signs in to 3 persanal account Dy enteriag @ username and
passworg, the authientication pracess Is Iugged by elther the local camputer or the network servers. [ S ‘!By aoss-referencing the. 1P logs with the user authentication
logs, p network adminlstrator can identity vitat user account was signed In at the time of some questionable pnline activity, m Absant photegraphs.or video of the
person sitting-at the computer at the time In question, ‘a user authenticatlon log is likely th provide the strofigest evidence of who actually accessad the snline material.

Even without an authentication log, however, the fink between 2n IP address #nd the Internet subscriber may provide enough drcumstantisl evidence to suspect a
particwlar individual of some fitiglaus or criminal online activity, E:zn.*.] Since 2000, the Third, Fifth, Sixth, Eighth, Ninth, arid Tenth Clrault Cours of Appeals have ail held
that a search warrant is supported by probable cause when It uses an [P addreas and an [SP logging database to igeantily a defendant.

In the 2007 case United States v. Perez, for exsmpie, the FBI subpoenned an ISP to obtaln the name and home address of & subscriber whose IP address had
recently been used to post chiid pornography. m Upoiy executing a search warrafit on the ssbscriier's address, the FBI Biscovered that three people resided in the

hause, each maintaining a separate ‘oq:\ipam:y unft."lesg‘ The defendant arpued that the accupancy by two other persons and the wires running. into each bedroom
[917] should have alerted the officers to the possibliity that ane of the ather housemates had been responsible far the online conduct. EE—.!_.,- On appeal, howeaver, the
Fith Circuit held thiat the officers had probable cause to search the delendont's premises; reasoning that the Internat account had been registered in the defendant's
name, which created & "fair prababliicy” that the defendant vras responsible for the online conduct. {217 .&. The court noted that. although "It was possible that the.

J tside of the ras) o o which the [P address was assigned, It remalned llkely that the.saurce of the ransmissions.was Inside that residence.”

]21&3’-!

In United States v. Kennady, -me FB1 obtained a court order girecting disclosure of the subscriver Information related to an IP address assigned 1o a computer
alteqedly containing child parnography. -The Internet account was rculstered in @ woman's name but also listed an e-mall address for a man, lm:I* Upan
questioning the-man,-the FBI determined that he vas (he primary tser of the Internet.service. ]222_gTth admission, dlong with ather. supportng fa:ts abtalaned guring

the questioning, {223 &] provided probable cause o search the defendant: {224 3]

As the above cases dermanstrate, an Internet usar can oiten be identifted Ey the 1P address
addresy, then, must be PIl when In the hands of an ISP or another entity that can make the correlation between the address and the Individuat. Izzs 51 The reservations

that some courts.have about recognizing an 1P address 25 PII lkely stam from the fact that onfy an ISP can consistently correiate an IP address ta 2 subscriber account.
|227 &| When the IP addréss Is collected by entities [918] other than the ISP, the address must be specifically corratated with athsr personal data.dn.order to Identify an

individual user. 1f. Web sites do noteallect ather PL, or da not correinte other PLI to IP addresses, the Web site owners cannol trace the JP address back to an
Individual. [ 229 &! Regulating the use of IP addresses by these encities would restrict thalr legRimate Business operations without providing a significant counterbalancing

Igned te his ¢ despite the alleged technical harriers, 225 An IP

P

benafit ta user privacy,

This Is a clear distinction, and one that may be used to estabiish legal rules protecting 2 user's IP address only when it may actas gersonal data. In addition, ruies
pratecting IP addressas only when they are in the hands of an ISP or, are correfated to other PTI would TR within the federal framewark of privacy (aw, which protects data
only when the'specific circumstances threaten Individual privacy,

€. The Movement-to Procect 1P Addresses

Despite the skeplicism, there Is 3 nr'owihq movement recognizing the identifying povier of 1P addresses, for one, a number of siates have adepted definitions of PU
afforging protecton to [P address Inforrnatiin and the individual behind the computer. In Indiana, for example, 3 criminal procedure-law gratects informbYien that
identifies' ¥ victlm of domestc vivlenge, dating viafence, sexual assauit, or stalking. (232 &( The fist of protected informacion Includes the victiny's name, address, telephone
numb:r and [P address. EBB :]‘ Likewise, a.C ticut law fists IF addresses amonyg the "basic subscriber information® that may be obmined during a caminal
\nvasttgation of a reglstered sex-affendar only upon judicial arder. 2234.4

Minnesota's "Internet Privacy” statute Is the fest state law to explicitly regulate an.ISe's disciosure of It$ subscabaré' personal informatidn and brawsing habits. {235 3] The
stacute defines PIl to inclide any 9197 information that (1) identifies 8 subscriber by “physical or electronic address or-telephone number”; (2) discinses the subscriber's
web site visits or requested materials; or'(3) contains any of the cantents of the subscriber's dnta-stornge devices. @ ISPs ‘are pronibited from relessing this
‘tnformation except in iimited crcumstancas. 12375"l Howgver, bacause thase circumstances nclude the (ssuance-of a standard subpoena, wareant, ar couct orotr, Im’.t.
the actual leval of pratection- afturded will continue to depend upon courts; willingness to aflow the Identification of onfine speakers.

allows heaith praviders to’

The naw-federal Health Trsurance Portability and Accountability Act (HTPAA) privacy fule explicitly pratects 3P addr 39 41 The reguiat:
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release patient irlormation onty alter it ks'serubbad of. all- “individually ldentifiabie - Intormation.” 1zau.e.i-Data that must be removed indudes most 'of the commonty
recognized forms of PI1, including tefephone numbers, Sodal Secunty numibers, and blametric data. |2¢1.¢. The requlaﬂon_aqd_s IP addresses 1o this llst._[:azg‘

In July of 2010, ‘U.S.'Repreaentative Babby Rish m:mduczd an dnline.privacy bill to the House Committee on Energy and Commerce that :¥auld pru:e:t IP address
information when it is usad to build an online proflla ‘tor behavloml advertsing. - In:addition to traditonal farms of P11, the Bast Prmzlcs Act would protect.

any un'i_qug perslélent identifies, such as @ ustomer numbgr_;u_rilqu:' pseudonym or user alias, IP.address, ar other unique identifier, ‘where such identifier is used to
colléet, store or idenuty information about'a speciic individual ar to create or maintain a preference profile. IZM.‘_

[920] Tha Act,which biltds upon a May 2010 praposal drafted by US. Representatives Rick Boucher and’ CHIf Stearns, ]145 ;‘ vaould require any “covered ent:ty"i
that coltects’ juch information to  provide notice of collection practices and pro\dde users an apportunity to opt out of data. callection. 247_! Disclasure of the protected
information tu_thlrd parties would reguire :hejndiyldual‘s exgress consent, [24B4! except In cases of prln; consent, fraud detection, Imminent danger, publichy avaiabie
Informatidn, or:complidrice with luw - such as 2 statute, subpoena, or sumMoNs. (249 3]

Notably, the, Act-wolld not require covered entities to allow users ta apt out when datg cotlection Is requicad for an “operational purpose.* g This exception would

mceh/ allow. lSPs and Web site operatars te continue 1o use ang malnrafn 1P addzess Information necessary to deliver Internet servicés. Conslstent with the
pnsltlon taken in this Comment, the exception Implicitly recognizes that §P addres-;es are necessary for the operation of Internet services and should' anly be protected as;

personal data when correlated to other identifying Information, 252*!

Abroad, the: European Union Data Protection Working Party found in 2008 that 1P dddresses should be protected as "personal dar.” Ez.t! As the Working -Party
coriciuded, =~

An individual’s search history Is personal data if the individual tp which |t relates, Is Identiflable. Though IP addresscs In most cases are not direclly [dendflable by search
engines, identificattan can be achieved by a third party. internc; access providers hold 1P address [921] data. Law enforcement and rational security duthorites can
gain access to these data and in some-Member States private parties have gained access also through civll litigaton. Thus, in most cases - induding cases with dypamic 1P
address atlocation --the necessary date wit| be availabte to identily the user(s) of the IP address.

The Warking, Party went beyand regulation of ISPs, imposing limitations on Web site dperatars vilo use and maintain 1P address information whenever the addresses ire
corretated with other personal Information. E:sg

The High Court of Irefand reached an opinion cansistent with the pesition prof d in this Comment in its 2010 dectston, EMI Records Limited v. Etrcom Umited. ‘256.‘.{ &Ml
2nd other copyright owvners sued Ekrcomm, an ISP, for the peer-tospeer file sharing of copyrighted matorial conducted on Eircom's network. 257.0.!. The parties settied,.
developing 3 protocal by which EMI would inform Eircom of the IP addresses used to.dowalodd its copyrighted materlal, and Elrcom would warn, and pessibly discénnect
service to, the assoclated.subscribers. - In examining the Iawfu1ne=s of the settiement terms, the High Court asked whether 1P 2ddresses, In the hands of EKT and
its.agents, constltutéd “personal data” under e Data Protection Act. [150 '] Unlike the laws of the United States; the Act provided -significant direction by deflning personal
dara as “data relating to a living Indivndual who !s or can be identifled enthzr fron: the data or from the data In conjunction with other infennatign that is I, ar is likely to

‘ come Into, the. possa.slnn of the data-contraller.”

EBxamining the specifics of the settlemant pratocol, the High Court concluged that IP addresses in the hands of EMI or Jts agents could not qualily as personal data.
The cdurt reasoned that.

none of the plaintiffs have any Intarest in personatly |dentitying any living person who Is infringing thalr copyright by means of the settiement and protacol... . There seems
no legal avenue apen to them ta qel that lntonna(ion apart from an appilcation for the names and addresses aof the copyright thieves 1o the laternet service provider.

252'.‘.]

fszi] This conclusion Is consistent, wirh the abave argument that an [P address is parsonaly loanniiable only when correlated to ‘other personal gats,.such.as whenin
the hands of an 1SP. During executlon of the settlement protocel, EMI would kiow only the 1P address of o user suspected of copyright Infringement and would have no
means by which to link that infarmation w particutar persons, [263| The coust correctly concluded that IP addresses should not be protected as persanal data in such
circumstances. The court did not, liowever; have accasion to questlon whether the IP address information should be protected when in the hands of Eircom ksell.

The next Part examines the passible practical resufts of this movement to clessify IPaddresses s PIl. It examines how IP addresses could be corporated Into the
-tederil statutory framework, how doihg 'so may alfect the current subpoena standards by which a privote litigant may unmask.an anonymous online speaker,
265&1 and how online actors’ expectations af privacy In online communications may be affected. ZGG.‘.]

IV. Impact

Both the feasibliity and the effect of Incorparating protections.for IP addresses into current nrhmcy I would depend ugon the statutary scheme at Issue. Ll Some
stzl.'utu provide a catch-all clause allowing courts to afford protections te unspecified - but nonetheless private - -n!urrnatlm 2584 If an IP address falls within these
cateh-all clausas because'it ¢an identiy a particular pesson, then the retense of such an IP address and the ad ibar informatian held by an ISP would ba
subject to the particular statute's subpoena standards..

Other statuces, hoviever, leave no coom for new fypes of PII or do not get speciflc standards by which 3 fitigant can subbqena the refease of the information protected.’In
cases brought under those statutes, courts must.balance the litigants' competing Interests In the production of the information. When IP address Information is 3t Ksue,
courts would be ‘better ablé Yo balance these interasts i they explicitly [923] recognized the persanal nature of the IP address and its-ability to link an Individual to his
anline canduct.

In additidn, classifyling IP addresses as PILwould support reaxamining Fourth A d 't law as appll d 'to baslc subscriber Information, [265 & Current law holds that,
uadar the third party dogirine, Intermet subscribers do not have a reasonable expectation of-privacy (n this Information because they have voluntarily exposed it Lo thelr
15Ps. Protecting an'IP'address as personal information; howiever, would supporft providing strenger protections ko the dat. linking online content to particular
-subscribers, especlally when Internet-users must release this.information in order to obtain Tnternet service. @

The following Sections briefty e the myriad of subpd wdards appli when ui ing online speakers ‘:272 x| and the amrent Fourth Amendment law as

P PP

applied w’ basxc subscriter tnformation before Imaglning hovs these may change when IP addresses are considered personadi information.

A. Subpoena Standards far-Unmasking Onfine Safendants

The.thin vell of anonymity that the Internet provides often: requires that a litigant seeking redress from actions condutted onine fnitially file hts complaint agaidst aa
unnamed party, the Doe defendant. [ 2734 The: plaintlff vill then seek 8 subpoena or court order requlring the appropriate third party to expose the Doe defendant’s rue
identity. !274 ‘[The statute providing prnmcﬂon to the personal information at Issue may stiputate the apprapriate subpoéna standard. 2753. 1f the plaintiff obtalns a
subpoena pursuant to a statutory provision, the Dae defendont. may not have a viable method by which to avold hls ldenpﬂ:atlon. 2763,
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Some statutory standards strangly faver the plaintiff's interest in identifying a-defendant. The Digital Millennium Copyright Act (DMCA), for example, expressly allows
copyright oviners to subpoena [924] 1SPsforthe ldenuﬂcatlon of alleged infringérs: !177:!.[ If the pla-nuf[ 5ubmits a subpoena request having the requ:red form and’
content, the district court: clerk 1s mstructed to e:pemnnuslv lssue the subpoena. {278 & The ISP, upon nls re:eipt of me subpoena, must "expeditiously ulsclase the
information requested. {a7s 3| While the circumstances In-which the DFCA authorizes ﬂlsclosure are Hieited, |zae.+., exposing o Doé defendant tan be fairy automatic and
Qu(ckiy accompiished under the DMCA standarg.

Other sratutes pravide more protectian to the defendant's personal informatlan. The Video Privacy Pratection Act, for example, requires that 3 party seeking a court order to
Bxpose video rental records make a showing of “campelfing need™ and provide the consumer with reasanabla aotice and an opportunity to-contest the disclosure. 281t
The pidinufl. may obtain.an Individual's name and address.only if that person is given an apportunity t prevent the disclosure, [282 3] Ukewise, the Cable Communications
Rolicy Act requires that an Individual be notifled of a court order guthorizing the disdosure of his P to 2 private entity. -1! the infarmation is v be discosed to a
govemment ;ntltv,-;here must be tlear and convincing evidence that the individual is suspected of 2 crime and thal the Information sought will:be materia! to the case; the
individuat must :‘\Isn be given the opportunity to apgpear and contest the claim. @

Finally, some statutes provide strong protections.to [ndividuals in anly limited cirasmstances. The Stored Communicadons Ace, for exampte, requires a warrant os Court
order before 3 staried elactronie ¢ ication or'PU is £ ta a govérnment entity: [ZB54) A tourt order is obtalnable only upon suecic and articulable facts
supparting a.reasonable beliéf thot the information-Is relevant ang materiat to an angoing crminal fnvestgation, {285 &} Because the Act Is cancerned only with
goversmental-\nvasions af privacy, however, it.provides no protectin when. 2’ private enhity seeks the release of customsr records: the statute explicitly suthorizes the
refease of customer recdrds or [9257 ofher information to "any person other than a governmental entiry.”

Absent statutory direction, courts must'weigh the parties* compeling Interests: the plalntiffe interest in seeking redress lor alleged harms and the defendanl’s intdrest In
remaining-anonymous. - Serting the subpoena stangard Loo high might leawe the plaintif witheut an opportunity to. proceed upon-even a velid clalm, | 289 &{ while
setting thie standard too. low will fail to provide defendants. with adéquate privacy frotection and might allow their identitles 6 be expased withaut adequate hotice. !290 X
Mare importantly, 2 standard sel leo low tould alows thie plaintiff to use the legal proress to unmask an oniine actor merely te Jater seek extra-judicial reteibution. {292

Many éburts have recently addressed this halan:lng act in the context of defamation acticos. |2 M'n\e defamation clalm is particularly interesting bechuse It already
requires balancing the spaaker's right In free speach agalnst the subject's interast in redressing harms to his reputatipn. In the online warld, the r@devant factors

may b id the plaintlffs favor: the Intermet allows speakars to reach more people.at a taster rate, (2833 pot:nually multlplylng the effects of defamatory speech, 1295 &
and. the underlying technolagy provides a method by which [926] the speaker may be easily idenufied. Courts have, therelore, grapplad with setting 2 stangard

that appropriately pratscts online speakers.

Three distinct standaris hava emarged from the case lavs. [297 &} Praviding the least protection te a speaker's anonymity s thé "good faith® standard articulated by a
Virginta trlal courtin.In re Subpoena Duces Tecurn to-America Online, @ n that casa, an anonymaus publicly traded company sought ta expose the identitics of five
John Dee defsndants who had.allegedly made defamatory comments In an America Online’ chatsaom. Although recagnizing the Does' rignt to anonymous free

speech on the zri:ernct,'@ the court found In favor af the compeling state: Interest in pri ing, cf fas from ac ble cornmunication. The court hald
that It may order an ISP to disclose the ldentity of a subscriber when the phointifFs pléadings o ‘evidance show a “legitimate, good faith basls” to claim that it was the victim
of étionoble conduct and the ideritity of the subpoenaed party Is "cantrally needed ta advance that clalm.” 302.2] This standard is fairly deferential te the plaintif's interest

in seeking redress for alleged harms.,

At'the ather end of the specorum 1s the “summary judgmeant® standard established by the Supreme Court of Delaware in Doe v..Cahill. [304.2] A public official sought to
expose the ldentity of an online poister who' allegedly moda defamatory remarks on a newspaper blog lambasting the official's “falled leddership™ and “character fisws.”™
]3&5:4 The L'ri_al court adopted the. “good faith” stondarg and held that the pMciyl could subpoena the speaker's ISP for his (dentlfylng In{ormauon.isos.t; On Doe's

intertocutory appeal, the'stats supreme court expressed concern that setting the subpoena standard too low may cause online actors te self-censor out of fear of future

lauity. A, "sug first, 2sk'questions later™ approach and a minimally protective subppena standard could act to “discourage debate on important issues of [927)

. Dublic Concern.”, ]308.9.1 Finding.thé qood raith standard too eastly met, the court adopted a strictar “summary judgmeant” smandard. 309}.| Under this standard, a plaindft

king to an y )5 defendant must provide primp lacie evidence af his clatm and make reasonabie efforts to notlfy the defendant of a subpoena or application
‘for-court arder. m Because the pialnlill would have zasy access to proaof of mast of the elements of the claim, the court 5ald, it would not be overly burdensoma to
require prima facie proof before disclosing the defendant's Identity. [3113)
Tha U.S,.Curt of Appeals far the District of Columbia Qircult recently adopted 2 standard very near the Cahili summary Jugg standard. 1312.*..' In Solers, Inc. v, Doe, o
virginta corporation subpocnaed 3 trade association for the Identifying information of a tipster who had fafsefy afieged that the corporation viciated copyright taw by ustng’
unlicensed softwnre Unlike other defamation cases, the Doe defendant had not postad his accusation on an Internet message board but had rather sent a personal
message using lhe trade asscclatian’'s Web site. Despite this factual difference, and the recognition that a trial court may need to modify the tag? “depending an the

type of injury alleged,” & the court adapted a summary Judgment standard. lalﬁl"rhe Solers tast raquired that the plainttf (1) adequately plead the etements of his
dJalm and offer evidence creating a genu-ne is5ue of material fact an every efement within his control: (2} use reasonable efforts to noclty the eefendant of mesubuaenzh

{3) show that the Information sought would enable the plaintif to proceed with his tavrsuit; |3 no (4) delay furcher action to allows the defendamt a reasonable tme 1o
move to quash the subpoena. 1318‘]

[928) Bétweeén the strinpert “summary judgment” standard and the-defecential “good falth™ standard lies the standard established by the U.S. District Court far the
Nortl\:rn District. of Cafifornia in Columbla Insurance Ca. v. Seesc.muy com. (3:9 &) A-trademark owhar snugh: to identify the party who started a Web sita using the
ovmer's registered trademark. mThe court held that a “mgtion'to dlsmlss standarg sufficlently balanced the parties’ competing Interests. .-.21;‘ By requiring the
plalntiff to plead an.actionable claim and'o Iikeluhoud that the discovery would reveal the idsntity of the Doe defendant, the standard would help “to prevent abuse of this
extraordinary application-gf the dist y process.”

While these subpoena standards are quite varied, there are certain eléments consistent within each. |323 2] Before unmasking a Do défendant, most courts requlre 2
RIIOTI to provide adequate notice to Lhe defendant, to make.some evidenttary showing of the.merits of his clakm, and to expiain why the neéd'to expose the online actor’s
identity sutweighs that person’s First Amendaient right tor anonymious spasch.

B. The Fourth Amendment Provides No Prokection (o Transactional Information

Altfiough an In-depth discussion of Fourth Amendment jurisprudence as agpiled to the Internet is oulside the scope of this Conurent, ane &ritical concern must be
mentioned in light of the many criminal cases discussed above: A criminal defendant may be tempted.to argue that he has an cbjectively reessnable expecrition o privacy
1n the subscrier information an file with his 152 {326 £] The deféndant may reason that he disclosed his aame, address, browsing history, and other parsonal Information
io his ISP ofily for.the limited. flirpose of [929) obratning Intarnat services and did nat consent to the release of that mlormation to third pasties.

This argument, hawever, would prabably be unavailing. "Every federal court to address thils issua has held that subscriber informatton provided to an Internet provider is
nat protected by the Eourth Amer dment’s privacy tion." 3284 |'Unuer the third party ancume. all ob]ecnvely rezsonable expectations of privacy are exinguished
when users voluntarlly expose data to third partwes. @ Because Internet users voluntzrily convey(] 2ll this informatien o (thelr] Internet and ghone companies -,
[thiey] assumef] the risk that those compantes {wili) reveal the Information to ;he police,”

R.A./69




This result is genarally in accordance with shmilar case Jaw governing the disosure of infor lon votuntarly exposet to ieph perators aad similar entities. 1311:
The apperent unwillikgness to disitnguish between alder technology and the Interniet | understandablz. 3324} as the Supreme Court recenﬂy noted In 2 case examining
whether 3 government emplayee Had a reasonabdle expectation of phivacy in the texi messages seat from his employer-lssued pager, "The juditiary risks ereor by
elaborating too fully oA the:Fourth Amendment impications of émerging tachnology before its role in soclery tras becoma dear.” (333 &

Nevertheless, & may be' time'to nmmme Fourth Amendment law, particularty the third party doctrine, as applied to the Inzernet. - In his famous'dissent to the
1925 wire-tapping case € d V.. United States, [335 3] Justice Louis Srpnidais - expressed cancem that "ways may sbme diry be developed. by which the Government,
without removing  [530] papers from secret drawers, can reproduce them in court, and by which & will be enabled to expose 1o @ jury the most intimate occurrences of
the home.™ EB g‘ruday, with the help of ISPs, the government has easy sceess 1o-these “papers.” i8-addresses allow the “government [to] learn the names df stores at
which 2 person shaps, the palmcal organizations 2 person finds.interesting, a person’s sexual fatishes and ‘fantasies, her health concemns, and so an,” EZ__.Q but Internat
users currently have ao reagonabdle exaectation of privacy la the subscriber data Nnking. this Information back to them as Indiviguals. To say that Internet subsceiders
valunmrily. exposad this information to LSPS is simphstic and misteading. After all, the only way to avoid releasing Lhls Information to an ISP Is to not use the Internet at

Intesestingly, Mew dersay constitiutiphal law-may provide a madel for updating the-third party dectrine. In the 2008 case Stote v. Reid, [339 2] the Supreme Court of New
lersey held that the'state's constituticrn affords fts éltlzens a feasoriable expectation’of privacy. in the subscriber information provided to 15Ps. 3404 The.defenddnt Stirley.
Reid was indicted for. secaﬂd-deqrée compuzer theft after she aliegedly logped onto 2 Web site belonging to one af her emuln.yer‘S' suppllers, changed her 'employer's’
password to the Site, and altered the. employer.f- shipping address. [341.4) The suppllér subsequently informed Reid’s employar o! the changes and pruwned It with the 1P
address that:the perpetrator had used o, lag onto the Web site. [332.1) The employes Issued 8 municipal subp to the associated 15P and received Reid's name, home
address, telephane number, account number, &-mail addrass, and misthod of payment in retuin.

The tridl court, Granted Reid's matlon to suppress the subpoena evidence and the appeliate court aftiemed, finding various procedural flaws In the subpoena and conduding
that Reld had 2 protected privacy interest in her subscribar information. @ On appeal, the state supreme court began by recognizing that the Mew Jersey constitution
‘affords gréater protectian against Unreasonable searches and seizures [531] than that provided by the Fourth Amendment. [345 | The court reviewvad State v..Humt,
]345@ 3 1982 case In which the court had extended privacy prole:unn to talephone recards by reasoning that such Informatlon was rel d only 2s 3 Ity for
obtining phene service, -Analoglzmg ISP records to thgse maintained by phone companles and Banks, the Reid court reasondd that Internet users should not lase
their privacy interest In infarmatian that they must releasa In ordar to obtain Internet sarvice. E?a_ J

In the world of the Xnternet, the nature of the technolagy requires individuals to ebtain an IP address ta access the Web. Users make disclosures to ISPs for the dmited
godl of using that technology and not to promote the ralease of personz) Information ta-others. Under our precedants, users are engtled to expect confidentlakity under
thess creumstances.

Vihile 2dopting 3 viewpaint closer to that expressed in Reld would require significant retooling of Faurth Amendment jurlsprudence, such changes may be necessary. As
r ot Georne Wash Unlversity Law Schoal, recently conciuded, “The application of the Fourth Amendment to computer netwarks wili raquire

Orin Kefr, pr
able rethinking of pr ting law .., .° iBSO.t]

‘C. Recoguizing IP Addresses as PIL Will Help Pratect Oaline Identity

unsurprisingly, the burden of Incorporating IP addresses Into the wide and-varled framework of privacy law viouid Itself be wigely different depending upen the context,
Sorme statutes anticipate the additian of-categories of data to the list of FIL. COPPA, for example, lists under ts definition. of personal Infarmation *any other ldengfier that
the Commission determines qerrniish\e physical ar online contacting of a specific Indivigual.” [351 ] The Faise Identification Csime Controt At includes a “unique electronic
laentifization number, address, or routing code” as o means of Identification. (mﬁ:r these and similar stbutes, no change nead be made dther than an explicit,
recagnition that an If address may be personally identifiabile and otherwlse meets the criteria of dato worth protecting.

[932} -Other. statums would require substantial amendment, The Stored Communications Act, for example, allows "basic subscriber Informatton,” indudlng "any

temporarily assigned network addrass,” o be olitalaed with a rere subpoena. ,354...] To pratect the user's online identity 3s expased by an 1P address, this category of
easlly accessibie infarmation could bg f ¢, Such an dment could be in actardance with the Act’s purpese: to pratect the content of stored e-mail. Iass &

Umiting acoess to a user’s IP address would (kewise preversit the easy correlation of an individual to the content of his onling activity. [358.&]

Onge provected by slaiure, the IP address wouki be subject to the anpll:.ihle subpoena standards. As discussed above. these stanuards wonld provide varying degreeas of
protection to the gnline speaker's ldentity. Es?ii’l‘hls may be a deslrablé result. The statutes were enacxed for particular purposes @\3 and already strike 2 balanca
between the pfaintiff's and defendant’s Interests. The DMCA, for example, allows subpoenas to “expeditiously Issue™ In order to pratect the rights of copyright swners,
The standard welghs In favor of the plaIntff copyright owner wha desires to quickly stop the distribution of his (ntellectual proparty. The Video Privacy Protection
A, o the othar hand, requires,a higher showing of campelling need and ample’ notilication o the subjest. @i This balance sugg! that the rel of video rentar
records 15 less Tmporiant 1o the plalnt, lass time-sensitive, and. mare private.

Saetiﬂ:ally rthgnl:!'ng 1P addresses o5 PII shoulg not alter these balances. Providing due respect for the power of on 1P address to tdentify an individus! would, however,
provige a batter guide for tovrts' analyses and cowld alter the gutcameé f close cases. The 2008 case Viecom v. \‘nuTuhe!BG:. :b.i presents 3 pertinent exampia. Viacom and
other copyright owners sued YouTuhe on direct, vicarieus, and contributory.infringement theories for allowing users to-upload ant [933] view their copyrighted videas on
the. YouTube Web site. [362 2] During discovery, Vizcom soughi YaliTube's Jogging database, which linked User 10s and IP addresses to the videos that-each user had
viewed or uploaded. |3633 YouTube sought the protegtion of the’ Vldec Privdcy Protection Act, arguing that relessing the data would allow Viacom te detarmice the vievding
and uploading hatits of individus! users. The district court refsed ta apply. the Act, reasaning that YouTube's privacy concerns were speculative because the I0s and
1P addrasses could not in themselves identify, Individuals. Mme court subsequentty granted’ pruductlon of the database. [355 3]

Given the abillty. of IP addresses o' 1dentlfy users, YouTube's argument shouid have heen givan greater weight, Armed with YouTube's darabase, Viacom could, for
axample,.choosz the 'top one hundred.1? addresses used o upload Its-copysighted material. Viacom could abtaln the names, addressos, ond ether persanal information of
the users tled to those 1P addrassas by Issuing subpoenas to the appropriate 1SPs. The campany tould.then sue those users directly for copyright infringemant in the same
way that.the RIAA has sued individual fle-sharers. }mee' YouTube activity should probably not be hidden behind the Video Privacy Protection Act, which exists to
protect the recards of Iagitimate video rentals, the court’s analysis wauld have been better served by récognizing that the lagging.datadbase would allow Viacom to identify
particulas YouTube users and their viewing habits. Giviag Vidcom access ta such a database s not a trivial matter, ang It deserved the court's considersd enalysis of
whether Viacom's interest in tragking down copyright Infringers’outweighed the privacy interésts of potentially mlllions of users viho wauld be linked to the content they had

viewed on the: Web site. [3683]

Remgnsz:nq the abﬂ.xr of an’1P 2ddress to 1dentify an ingividual wil} also.be important for a coust's anatysis vhen it must balance the pacties’ competing interasts absemt a
tory subp \dard. In some cirqumstances, more may be at stike than marety Idantifying the defendant: wheneves a pialntiff compels the production of logs that

[9341 Idenﬂfv 1P traffic, users may be assoclated with the.coatenrt of their onlinz activity. (3 { 59, *i

Adequately protecting the online acior's liitarest requires that one of the more stringent subposna standards be applied The Solers tesz, which requires the plantift
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w mee' the sunimary ]uﬂgmant standard and use reasonable efforts to provide nodee & the defendant, ]37.1;* { would ensuse thal the plaindifi's Interest in expnsmg the
dcfcndant outweighs the defendant’s interest In raemaining ananymous. BY requiring 2 plaintiff to make a significant shaviing of his £ase, a towst would dater the misuse of
the discovery process to axpase anline actors me.rely for extrasjudicial raliibution or speech sv.pprnsslnn.; z.‘.] Providing the defendant natice of the suhpoena. and

sufficlent time to submit.3 mation t6 quash would ensure that 2 defendant with important privacy concems is afforded an oppartunity to protect hls interests. |§3 *!

Finally, recognizing the repiity.of what an iP'addrass @n do would support reexamining the agplication of Fourth Amermiment 13w W these stuations. Cases that hels

users have na- F‘ah;;:h Arhenamant.kn(erst in the information vnluntamy exposed to ISPs havé vlewed 1P addresses as transactional data, simifar to 3 fisting of the

telephone aumbers a.particular yser dlaled 3782| As thls Comment has ‘discussed, howavear, big sddresses are more fikaly to disclose the cantent of 2 user's onfine
actlvity. ‘Akhough redialing 3 phone number Mmay not revedl the content of the user's previous canversation, E’s..l brovising for the particular IP address may ceveal thar
the yser visited a soclally unpopular web site or even one that :ontained eriminalized matesial. This possibility means that, in seme crcumstances, 1P addresses are more
akin'to the content of cammunications than they are transactianal data and shauld ve protected appropriately.

Whatever the context, courts should recognize the vatue 8nd impartance af [P addrasses anll}\e conduct and the Wkigation that arises [935] out of that achivity. An [P
address mRy be no more than 3 numbar, but it may. Ge assoclated with & nsrucular ndlvidual 1n the same manner as.a2 home address or tetephane nurnber, pleces of data

that are :anslstenﬂy protected as pessonal. In fack, ' addresses go rurtnu by #inking users to their online activides. As the technology progresses, the fikelihaod of

Idertifying a user will Increase: with the nevt IPv6-protocnl, most devices connectad to the Internet will Rave a unique, Static address that can distinguish that device
anywhere in the world, [376 .tl The technica) hurdles will be removed, and ail anfine activity will be linked to particular (aptops, computers, ceff phones, PBAS, and their
usars:

Recognizing an [P address as personal data-should nat'create e blanket of anonymity-anline. Crimes and cvil wrongs-are committed onfine every day, and those harmed
by these actions deserve the appropriate remedics. Nevertheless, tourts naed ¢ be able ta factar enline privacy concerns Inta thelr balancing of litigants! interests.. The first
step In improving that batancing amalysis Is recogrilzing that IP addresses can ofien be traced back to anline actors ana should, therefore, be consldered personaily

idendfiable Informatidn,

W Cnncius']un
Tn mid-2003; the RIAA obtalned seventy-five subpoeitas every-day, each wsing an (P.address ta unmask the identity of an alleged dowaloader of ilegal music fles. 3782
Many such_ subpoenas are [ssued as 2'midtter of course, ‘and while some courts have expressen-concern for the anonymous online speaker, others have uniformiy

grat'u_ed subgoenas without judlicial oveslgn;. oﬂen, ‘the speaker’s privacy concerns are never addressed. (3818
L bet 1 a defendant’s right to Femain ananymous and a phaintff's right

when courts do'examine privacy Interests, however, they often $truggie to find the proper
to due process of law. faau} This struggle demonstrates the Importance of TP addresses: anmed with an IP addrass, a cooperating ISP, and an IP addreas log, any
itigant-can:determine the (dentity of an anfine speaker. Like 3 Sacial-Security. number, hdme address, ar telephone number, an 1P address Is otten [938] correlated tq
the mentlrymg infarmation of, 2 particular individual. Although the personal infarmatian on fle with an 1SP may not alwpys be the achua! speaker's name, identifying the
Internot subscr\ber will usually be enpugh to narrow the search to o small number of individuals, such as menibers of a particuler nousenold ! ]

Desplte some technical shortcomings, the IP address, is more often than.not able to expase the person.behind the computer. As the tedﬁnolcgy progresses, [P addressos
willl be'even more’ consistently, tiad to individual devices Snd thelr users. If courts are whiing to permit this cofrelation to provide probable cause to suspect an Individial off
online activity, or to serve as ql(cun1stpnzial evidence tending to prove & dzfendant'sl Habiity for online tonduct, they should also be willing to constder the privacy Inkerests
Invalved. Protecting [P addressés as persosially Jdentiflable informationm will-assist.courts in praperly considering these Interests and in balancing the litignnts’ expectations

of onilne privacy.
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|1¥|See Matthew Sag. Copyright and Ccpy-RellantTechnolow. 103w, UL, Rev, 1607, 1607 n.1 (2009} (deNning the Internct age fom 1994 ta present).
@ See pclntvee v, O Flections Commn, §16 1.5, 336, 357 {(995) (striking dovith an Oblo satuee banmnq the distution of nonymous sandbils). Tre
Glifgrntn, 362 L) ('Anor\ymous

Importance of anunvmaus speech has long baen recagnized, chigfly in the political context. See .
hi brochures and even books have p!nyed Bn important role’In the progress of i_ d. Persecuted groups ana s:d'.s from time to time

t‘-rroughuut History have been able to criticize opprossive practices and laws either-ananymausty or not at akk.™),

~=See Reng v, ACIU. §23 1.5, 8aa 970 (1997)

@As one scholar wrote, “The Internet promises 10 aliminate structural and financial barders to meaningful publit discourse, thereby making public discourse
more democratic and inclusive, Tess sublect to the contral of powerful spaskers, and, arleast potentially, richer and more nuanced.” Lyrissa Baroett Lidsky,

Silencing John Doe: Defamation & Discourse in Tyberspace, ¢9 Duke i1, B3S, 89¢ €2000),
iSTlSée féng, §21'.5. ec §70: Doe v, Cahill, 851 A.2d 451 455-(Del. 2005% (“Anonymious Internet tpeech in blogs or chat foams In soms Instances can becomie

the madem equivalent of palticy! p lereering,”).

@Seg Mm_m_m_n_mm (noting Ihat the Internet "presents the real danger that users might abuse the mzdium by rapidly

spreading defematary information®), rev'd, BL&.lﬂ_Lm_Zﬂ.DS;.. Nevertheless, courts typically affocd = greater weight to the value of Iree speech than to.the

danqers ofits misuse.” Mrlrere, 514 LS, pt 352,

B¥)indeed, "thi advent of the computer means ... we have the ability 1o be more intrusive than evar before.
325-50 and sccompanying text.
R.A./71

$. Rep. No. 100-599, at § (1938), See 250 Infra notes.




9°F)See Oaniel 1. Solove, D-ni:al Oosslers and the Dnsslpamn of Fourth Amendment Privacy, 11, Rgw 1 31097 {2 {nating that the Internet "gives

many lndlv:duals o false serise of privacy”). This béhind- tne-scens rnon!torlng Is arguably more dangemus tan even the feated tetescreen of George Dnnelt‘s
dystopian Nlnet:en Eighty-Four; at least there, the aubjecs kne\v of their surveillance.'See George Qnwell, tineteen agthuur, ut 3 (Signet Classies® 1950; (1949)
(You had to live - did live, from habit that became fnsdnct - it the assumption that'every sound jou.made was overheard, and, except n darkness, every
mavement scrutinized,”); sek also Shawn C. Halms, Translating Privacy Values suith Technology, T 88, 29 ) {comparing Internet
surveillance to Jeremy Bentham's Panoptican).

10FJecry Barman & Deirdre Mulligan, Privazy in the Digital Age: Wark in Progress, 23 Novarl, Rey, 549, 554 (1999 (noting the necessity-of P addresses for
network functionality).

37 11d.
@-Se‘e Stafe v, Reld, 194 A,2d 26, 33 (N.J, 2008) ("With 2 complete fisting of (P addresses, one can-track @ person's Internet usage.); Berman & Mulligan,

supri note 10; at 558; Soldve, supra nofe 9, at 1145,
@Sn Oscar H. Gandy, 3r., Expioring [déntity and Idantification tn Cybarspace, 14 Natre Dame J.I_ Ethics & Pub. Paly 1085, 1093 (2000).

hs"lsr\m for weblog, o biog Is a Web site ta which users pos} comments, hyp-.-rﬂnla and other general discussion, Bluq, Merrtam ‘Wabster Online,

mmm:;mmmmﬂ {(ast visited Jan. 14, 2011). Blogs.Have been ak the forefrunt of the Web 2.0 mavernent in which onling users

bamme active participants rather than passive consumers of online. rnatcrial See ueneral!v Tim O Rellly, What s Web 7_0. Des:gn Paltterns ang Business Models for
the Next Generation, of Softwiace, O’Reilly.com {Sept. 30, 2005), JEYAS - 15y . Blugs can reveal 8 wealth of”
private Jatormation and are, therelore, a tremendous privacy ‘Cancern.

See, e.9., Doz v, Cahill, 8R4 A D¢ 451, 154 (Del. 200S).(Involving a biag operator whe maintained a log of commentators’ IP addresses).
177 See, €.0., Gonzales v, Gosnle, Ing,, 234 FR.0. 674, 687 (N.D: Cal. 2008} {expressing caricern for the privacy of séarchies for sexually explicit materlal).

See Id. (noting that the government may be forced to investigate such a query) -see alsp Omer Tene, What Goagle Knows:- Privacy and Internet Search
Engines, ZMMJ_:[Z ("Google records all saarch querles Jinked to a specific Internet Protacal (IP} address.™).

-Sea Gandy, supra nate 14, at 1693; Helms, supra note 9,'at 296.

|2n‘+' See Paul Ohay,. The Rise and Fall of [nvasive ISP Survellloncs, 2 [ v, 1417, 14
225 yarteq states v, Steiner. 318 £,30 1039, 1042 (11th Cir, 2003): see also 10 re Charter Comme'ns, Inc., 393 .34 771, 724 (8th Clr, 2005) (noting that only an

ISP cap link an IP to an Individual),

S‘ce Solove, supro note 9, at 1143 (statng that the ISP "halds the key" to user-anonymity); see also-Cahill v. Dog, 879 4,20 943,955 (De), Super, CX, 200%)

("The ISP cah readily provide the Identlty of its subscriber(s). But-this does not mean in all Instances that it should be compelied to do 50.%), rev'd, ARE A2d 351
(Dal, 2008), :

@Be:ﬁuse ISP also have the abllity to record what Web sites thelr stibscribers visit, such camparisan may fiot be nécessary In all éircumstances. Jerry Kang,
Informatlon Privacy in. Cyberspace Tronsactions, Mm bij me sp choosa to rnalnta!n 1P address logs, it can lmk 3 user to his tralfic

withiolt the ald of the Web site operators or other data aggregators. Sae, e.g., ncps, 271
(Invotving an 1SP that temporarlly stered data listing its subscribers’ Web site vlsll.s).

If nultiple users access the Internet via the same subscriber account, the [P'address Wil likely identify ail of their Internet traffic and will not, therefore, be
perfactly finked-ta any ingividuaf ussr. Frederick Lah, Are '[P Addresses "Peérsonafly Identifiable Infarmation™?, & I/5 3. L. & Pol’y for the iifo. Sac'y 681, 700-01
(2008). There may Be nough of a ik, however, to provida probable caiise for 3 criminal vestigation of the ‘account owner. Sae infra notes 205-24 and
accompanying text.

{257 5ee Hetms, supra nate 9, at296.

“[267 0nm, . SUPra note 20, ot 2420.

{27 7}See Tene, supra note 18, at 1450 (~Search-query logs ... becnm‘e'prlvacy threatening if they can be traced.back to a spacific user.”),

See Paige Norlan, T’na Strunglé to Keep Personal Data Personat: Areemipts 1o Reform Onlme Privacy and How Congress Should Respond, ﬂ_ﬁ,m_;u___am
ﬁﬂj__ﬂ__(,ms_ {noting mat the patcn.vurk“ nature of federal privacy (avs telt "signdticant ‘gags in onfine privacy”).

shaun 8. Spancer, CyberSLAPP Sults and Jehn Doe Subpoenas: Salanding Anonymity and Accountabllity in Cyberspace, 19 ). Marshall ). Compiner & tnfo. L.

453, 493 (2000); see, €.9., State v, Reln, 945 A2d 26, 29 (1.}, 2008)

Sae James X, Dempsey, DIgi21 Search & Seizure: Standards for Government Access to.Communications and Assoclated Dats, in 2 Tenth Annual Institute on
Privacy Data Security L. 587, 703 (2009).

§ET ¥jSee Spencer, supra notd-29; at'493; sce also Dernpsey, supra note 30, at 718 (*If the government obtalns from the search engine the 1P addresses
Aassociated with particular queries, it.can corpel 1SPs L6 Identify those individuals.").

R.A./72

Il B B S TR S N an W - - e
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[2010) {examining the emerging discovery standards for
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-See Kang, supra note 23; at 1193.("The Ppotential for wide-ranging surveillynce of alf our cyber-activities presents a serious threat to Information piivacy. ') d.
s:l..!umr.:._sl_.u.s_an_i(statlng that the “Identification of.the author [of a poiitical handbl] against hes villl is particuiarly intrusive ., fbecause] it reveats
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357 Nicholas Carr, The Gréat Privacy Debate: Tracking Is en Assault'on Libarty, with Real Déngers, Wall St. 1., Aug. 7-8, 2030, at Wi.

36-r seg f - 97%.a_2d 943, 952 (Dal. Super. (b {*IF subpsenas can-be obkained merely by fitlng suit, pecphe will be reluctant to speak their ming
and that rekdbution for whataver they might: say is alf the more tikely.”), rev'd, B34:A,24 451 {Del, 2009): tidsky, supra
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note 5; ab 881 (“Internet defamation actions threaten nat only to deter the individua! who is sued from spaaking out, but alse to encourage undus self-censarship

among the ather John Does who frequent Internet discussion fora.”).

377! This 13.not a novel concept, a5 spyne commentatars have expregsed support for racoghizing an 1P address as PlL. See, £.3., Tenz, supra-note 18,.at 1436
{"Even 2 dynamic address is personally ldantifizhle In Cybecspace, given the abllity of @ user’s ISP ta link such 3n address to the'indlyidwal (or comgany) that used
}; see also Helms, supra note 9, at 296 {"One only needs the TCR/IP address and a conperative ISP to Rnk online activity to  user’s bislogical ideatity.™}.

@_See infra notes 49-75 and accompanying text.

@See Infra hotes 76-114 and accompanying taxt.

AQT|See Infra notes 118-30-and accompanying text.

@See Inlra. notes 1315230 and accompanying text.:

Scn Infra notes 231-63 and accampanying text. ) .
[33%]see Infra notes 273-324 and accomponying text.

EIT_ESeE Infra noteg 375-50 and accompanying text.

ls'ee intra nates 351-27 and ac‘cbmpanying text.

] 5{:5 Infra notzs.49-75 and accompanying text. o }

See infra notas 76-114 and accompanying text.

48T Sée Infra notes 82-97 and accompanying taxt.
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e n | (¢ you share your computes or even just your connection ta your 15 with your l‘arnilv, then multiple peopfe are sharfng one 1P

;dd:e;s.‘).
AIE?‘;S& Srate v, Reid, 938 A.2d 26, 33 (N.). 2008):
15aTiid,

@'See Gandy, supra nate 14, at 1093,
-Kevln Werbach, The Centriperal Natwork: How the Internet Holds Itseif Together, and the Forces. Tearing It Apart, AZU.C, Dawvis L. Rev. 323, 351 (2008,

@Due 1o the structure of TP addressing, cartain addressas cannot be uszd an the Internet. This reduces the assignabdie address space from the thearetical
maxhinum of more than four billion. See id.

See ld.; see alsa Lah, supra note 24, at 690,

R.A./73




‘EES’F‘:Wurﬁach,‘sum ngte 56, at 361.

{607 ]Sex Lah, suprs note 24, at 690

'Iﬂ. ot 690-91; Tene; supra note 18, at 1446. The pratocol that enables dynamic Bddressing is known as DHCP, which stands for Dynamic Host Configuration
Protocol, tak, supra note I4, at 689,

{627F] state v, Reid, 945 4,2d°26. 28.(N)."2008Y: Cabiiiv, Dac, 875 A.3d 943, 948 (Del. Syser, Ct 2005), rev'd, BAs A, 2d 451 ZDel. ZD05)

!GEI?i_S;ee Whitten, supra note 52.

Helims; supra note 9,.at'318, For the technical proposal, ses Kjeld Borch Egevang & Paul Francis, The IF Network Address Tronslator (NAT) (Network Warking

Group, Reqilest for Comments Mo. 1631) (May, 1994), avaliable at hitp:/Jwww,jeti pralric/ric 1631 txd.

{E5F]Heims, supra note 9, at 318.

166 Sew Jonathan Weinberg, Hardware-8ased 1D, Rights Management, and Trusted Systems, 52 Stap, | Rey, {251, 1260 1,22 (2000

Be:ause the link Is made with referenca to a Media Accass Control (MA(Z) address - 3 physical address that @nnot normally be altered - the natwork
adminlstratar may track down an internal computer. aven'if the internal 2ddress changes, See, .., United States v, Heckenkamo, 467 €30 1142, 1544 [9th Cie,

20073 {university's netvork investigaror traced an (nternal IP address to a specific dorm room and then to-a specific usar aven after the yser had-altered his
Internal address),

Sce Paul Ham, Warrgntless Search any Selzure. of E-Mal) and Methods of Panoptical Praphylaxls, B.C L. Intell, Prop, & Tech. F. & 3., Sept. 2008, at 1, 14,
§57|See Id.; Helms, supea note 9, ot 318.
!WTIWarbach,‘supra‘nnte 56, at 361.

Welnberg, supra note 66, at 1260-61; see also Helms, Supra note 9, at 299 (indicating that the uniquenass of IPv6 addrasses. will “make it nearly impossible
for people ta remain anonymous on the Internet’).

Héw 1o Say the 1Pv6 Number, eLamb ‘Securlty Blog {Dec. 12, 2006}, bty //elamb. orafhowsg-say-tiva-ipvh-tymbar,

Id. at 361-B2.

See supra nates 43-55 and accampanying text,

257
Lah, supra note 24, at 684,
177F(Id.; Berman & Mulfigan, supra note 10, ai’. S67; Horlan, supra note 28, at 811,

[78¥) 15 u.5.c 686501, 6502 (2006).

79° rhs 2.8 §502(a)1): Cordy A. Clocchetti, E-Commerce and Informatianal Privacy: Privacy Policles as Personal Information Protectors, $¢ Am, Bug, Ll 55,
25 {2007 torian, supra note 28, at 816-17.

mss._um (2006).

-ln 2008, the Southem District.of New York refused L] applv the Act-when it compelled the production of (ogs linking YouTube Wsitars ta their viewing records.
g ses also Infra notes 361-68 and accomparnying text.

See 5. Rep. No. 107-240, dt 2-3 (2003) ("Taken tagethér, these laws appear designed .. to ensure that certyin types of Informatian coflection are fair,
tranisparent, and subjert to law.").

; lcmldmn 's Online Privacy Protection Act of 1958, 15 U.S;C. 6-6S01(8)(A); False TdentiRcation Crimie Contral Act of 1982, iﬁ.&bﬁ&;ﬁ..lm(d)ﬁ)('\). Driver's
Privacy Protection Act of 1994, W(Jj

BAFhiwsc s s56108): 10.0S.C & 272503).

E591sus.c.e ssmue)o).

(857115 L.5.C. S 6SUU(E)(O); 18 US.C18-272503).

E_.‘;:’is.ui&i@m(sxa; 1B U5.CE81026)(2)EAY, 2725(3).

s usc sssnEie. R.A./74
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189715 US.C, § §501¢8)(F) (pratecting as.personal information “any othér identiffer that the Comrnlssiun;deiermins permits the: physical ar online contacting of 2
spadific individunl™), "Online contact Infarmation” Is further definad as “an e~mail address or another substantialy stmilar identifier that permis direct contact-with

a person onling.” § §501(12).
[S0¥] 18.1.8.C. § 102B¢A)TNA).
(3% 18Us.6. 8 27253
[92¥]viveo Privacy Protection Act of 1988, 13U.SC. § 2210(5(3).
(53%)15 W.5.C.581028(A)(7)(A), 2725(3)-

[543} s 1028(a)(7)(8}.

. (2595 1028t 7)0a).

{567 cable Communication Policy Act of 19B4, 47 W.S.C, § SE1(0)(2)(A} (2006).

8977|See, e.n., ld.; see also w (“Healm Information that does nat identify an Individudl and vth respect to which there is no reasénable
basls to beiweve that the information can be used to dentify en indtvidual Is-not lndeunIly identiflable health' !nrormauon.")

98 F{See Robert Sprague & Carey Ciocchettl, Preserving [dentities: Protecting Personal 1dentifying Information Through Enhanced.Privacy Policies'and Laws, 12 Al

m_m_mm (noting that the taws "miss 8 vast amount of data stored by merchants and varlous businesses™).’Others: have abeled the-mass of
statutes o "cabweb [ull of holes,” Ter€, supra note 18, at 1476, 0r 3 'vpatehwark” vith "sigrilficant gaps,” Norian;-supra note 28, at 811.

!99=|$ae 18 [LS.C, & 2210(a)(3); 42 U.S.C. 5 553 (a)2){A).
[L00T]1S1S.C. § £501(8); 18 U.S.C. § 2725(3).

Eo1F1s us.c. 5 1038(d}(7).

[X02F}Thus, many scholars have used the statutas to craft their own definitions. Sez, €.g., Tene, supra note 16, 3t 1445 (defining PIX as “information which can be
used 10 uniquely idendfy, contact, or lecate a specific individual persan).

[z03¥asns.c 5 6501(9).

[f04Ths us.c, 5 2725(3).

{105 7)See Online Personai Privacy Act,'S- 2201, 107th Cong. § 403 (2002); Consumer Privacy Protection Act of 2005, H.R.'2678,-107th Cong. § 401 (2002).
Clu:dlem, supra note 29, at.98-99. For a comparisan of the two ‘blls, see Norian, Supra note 28, at 922-27, BA1-35.

mmmoare Onfine Personal Privacy Act, S. 2201 § 401 (“The term ‘personally ldentMable information’ means Individually wdentifiable mformation about an

Individual collected anline ... "), with .1_5_1}.5.&_5_5591(3) {*The term 'personal iriformation means Indlvlduaw jdantifiable Informmation about an Individual collocted
onling ... .").

[1087)s..2201 5 901.

{z097]s. Rep. No. 107-240, 3t 40-{2002].
[Z20FIH.R, 4678 § 401¢+4).
s,
112F)In re The TIX Cos., No. 072 3055; at 2 (F.T.C. Mar. 27, 2008). In that case, an intruder breached T)A's Insulficlent electrantc security measures and stole an

estimarted’ ninzty~four mifflon customer recnrds, vihich contained credlx.cm! numBers, Snclal Security numhers, ang driver's ixcense numbers, 5prague & Ciocchatt,
supra note 98, at 97-190. See also ‘Martin B. Robins, Intellectual Property and larcrmahon Tectmolagy Oue Dlhgencc In Mergers and ‘Acquisitiors: A Mare

Substantive Approach Needad, MLACL‘..E"JLZL_L_LEJM (indicating that.the FTC's definition is; “often used Interchangeably” with statutory
definluons of PI1).

[213¥]1n re The 11X Cos., Na. 0723055, 2t 2 (£.T.C. Mar. 27,.2008).-

-Iu A "copkie® is a file stored on the'user's hard drive that contains 2 unique ndennfwng ‘numbes ang other information, suchies the user's preferred setungs
3nd the previous Web siies he vislted. Muﬂ‘lﬂle Z. Hall Internet Privacy or [nformation Plracy: Spinning Liss on the World Wide Web A8 MY L Sch, T fum, Jts,
£00, §14-15 (20023, Cookles are a privacy concern because they can communicate a wealth of mformation to Web sites and miay do so without the user's consent.

1d.
(115?!5&& Infra notés'167-230 arid -accompanying texz.

See infra nates 431-66 and accompanylng text.
R.A./75




See infra nares 118-30 and accompanying text.
Sze supra notes 76-111 and accompanying: e,

[35¥]ser articie 29 Dara Protecticn’Warking Party, Oninion 4/2007 on the Concept of fersanal-Dars, D1348/07/EN/WPLIE, at 12-15 Pune 20, 2007) [hereinafter
WP136] (discussing how the-abllity of pasticular types of data to identify a person depends upon the clrcumst::ncus)

220 F[Brief for Electronic Prontier Foundation as Amicus Curine.Supporting Cefendant, Klimas v. Comeast Cable Commc'ns, fic., (No. 02-CV-22054-0T), at 34,
available gt http://w2.eff, arq/Privacy/20040908 Klimas ¥ Comcast Amicus Briét.pdf [herefnatter EFF Amicus Brief].

E-man addresses may be shared, for example, by multiple peopie in one-hausehald (familvrame@servicentaviier.com) or By multipla employees who sign
Inl ta 2 generic Company account (Info@company.comy..

[1227)i8 w.s.008 L028(0)(7)(R) (2008).

-Sprague 8/ Clacehetti, supra note 98, at 93. A Soclal Security number I, of course, aot intrinsically personially Identifiadle hut 1s rather made so'by accuratety
and cansistentfy recording the link Banveen the number and an individual, See Xang, sugra siots 23, at 1208. Thus, even this tormn of PIT Is.not persunally

identifiable by itsell.

(245018 uS.C.6 1028¢N).

Compare 12 (1,5.C. § 2725(3) (defining personal inl’mmat(nn as “information that Identifies an individual™ (emphasis added)), with H.R. 4678 § 401, 107th
Cong. (2002) (deﬁnlng PO 25 "afarmation reating to a lving mdlvlduar who ¢can be fdenﬂﬁed from thay information” ;cmuhnsls 2dded)). See also-45 CF.8 §
W (exdumno !ram the definltion of individually | identihable. health Informatlon any data to whh:h there Is “no rezsonable basis to befieve that the,
infarmation can be used 10, identlty an individual” (emphasis added)).

|1'.IS ?‘!See 1-2A Computer Law § 24.02, st 16 {2009} ("A persén can be identified ... by 3 corhbination of significarit criteria that pormits parrowing down thegroup
1o wihich ha or'she bal i - Whether an idual is {demifted ¢ ds on the :Irmmstances."). EFF Arnicus Briel, supra note 120, at 5-8 (ﬂsﬂﬂgulshlna

g%

'amonany Identifiable” fram persn‘naliy identifying,” the fermer Zmng capabie aof identifying a persen and the Jater actually identifying a persan).

mwmr seems nonsensitive in isalation becomes sansitive in 3agragation.” Xang, supra nate 23, at 1289 a.370. Trie danger aggregated data poses to.individua!
privacy Is demonstrated by 2 scandal (nvalving the caline video rental service, Netflix, In 20086, as pan’. of a con:est to Improve (t5'movie recommendation senice,
Netfhx released 100 millon records revealing the viaving ang rating habits of 500 000 of lts users. Arving Narayanan & Vialy. Shmatikov, Robust De~Anaonymiation
of Large Sparse Datasets, 2008 1EEE-Symp. on Sequrity & Privacy 111, svailable at Mmm.nmm oakDBnethix. pdl. The company had
intended to remove all Identifying Information linking the hablts to spedific users, but 2 subsequent study ‘showed that 849 of the users could be re-tdentified with
the released data. 14, (concluding that, even if users are ot averly congarnad sbout the reiease of their movie ralings, the disclosure presented prvacy concarns
Because *It Is possible o learn sgnsitwe non-gubilic information about a persan from his or hér mavie viewing history™).

{1387 5ee wp136, supra.note 119, at 15 (°1f . [the] possititity {to single vt an Individual] does not exist or is- negligible, the persan should ot te considered 25
'wentmable. ‘and the Informatipn would not de considered as ‘pevsonal data.”); see also 45 0.E.R, § 164,513 {heakh privacy rule al release of medical
Information only after It Is scrubbed of identifying data); H.R, 5777, 111th Cong. § 501(a)(2} (2010} (enkine privacy bilf excluding ffom pratection any Information
that has been obscured so as not to identify pariicu)ar individuals),

@35&& WRL3B, supra note 119, at 17 {reasaning that an ISP should protect 1P addreses a5 personal dace unless It Knows “with absolute certalnty” that o
perticular user cannot be (dentified).

See $upra notes 82-97 and accompanying text

'See,sunra notes 49-55 and accompanying text.

10,8k 271,

BaFuaran,

Kllmas v Comcast Cable Cammc'os, Tnc., No. 02~ CV-720%4-DT. 2003 U5, Dist. LEXIS 277654t § (£.D. Mich. hay 1, 2003).
337 F]4. 2t 10,

X33 711d. at 10-11.

Fa8Tig ar 276 .2

(£327 1. 2t 20 quoting 42 US.E. & STIRN2)A) (2006)).
' R.A./76



http://w2.eff

ligsr?lm-.

‘-Sel.' 2-2A Compurer Law § 24.02 n.4- {*An 1P 'address stand ling zlone would merlt only the lowest degree of securfty,*S; sée also vihitten, Sl-lDfa note 52

{"The TP addresses recardad by every Wéb site an the planet without additional information shauid not be considerad personal datd; because these Wab sites
usually caniot identify the human beings behind these number stnngs. ™).
S'ee sugra notes 61-63 and’ accompanying text,

(3B F}see Lah, supra note'24, 3t 639; Weinberg, supra nots &6,.at 1260 &n.24; see also Linjted Statco v, Voshurah, 602 F.39 512, 523 (1d Cir, JOAN) (*Comeast's

.. 'lease perlod’ for each IP address is approximately 6-8 days. At the explration of that lease period, the assignment of an address Iq a partlcular computer may
or may not be renewed.”}.

[1-4‘77] Klimas. 965 £.3d at 276 n.2.

Eld&'-‘]Se&Tene; supra note 18, at 1446 {comparing IP addresses to mailing addresses and teléphane numbars, which ace PII only whén.they "might be linked to-
23 spedific Individual through reasonable means™)..

149?‘!5& EFF Amicus Bcef, sypra nota 120, at 3. ("WImaut the equlvalent of & reverse tejephone directory, a person’'s telephione number is just 2 telephone:
number.”).

150 Flia.

[151 F]see 1.

'Colurnhia Plctures Indus. v. aqnngll, Mo, CV06-1093 FMCICX, 2007 WL 2080419, at 3 n.10 (C.D. Cai. May 29, 2007). The court examined the question under
the defendant’s privacy policy rather than a federal statute. ld. Problematically, the defendant did not provide the court with a definition af the term "personal

Infarmatian® as used In It pollcy. 1d.

{253 %] )0hnson v. ticrosnts Com., Ho. COS-0900RAAL 2009 S-S, Oist, LEXTS 56174, at 13 (W.0. Wash. June 23, 2009).

154714, at 12-13.

i155 ~IS¢= supra notes 82-97 and accompanying taxt.

ec Bunnell, 2007 Wi 2080419 &t 3 n10; Helms, supra note 5, at 236 n.46.

[m?i‘rﬁe;e!are, 8n address may not be personally identifiabie 1 some. circumstances, such as when it identifies an apartment building but not the particutar
apartment. See Tene, supra aote 18, at 1446,

156

1581‘ When a telephone is-avaltable for use by mora than one person, the talls made from the telephone are less likely.to be falrly attributabic to an Individual. See
Nancy J King,. When t1ébile Phonés Are RFID - Equlpp:d Finding .U.-U.5. Salutions to Protect Consumer Privacy and Facilitate tdoblle Commerce, 15 ttich,

% Tech { Al

|159 ﬁ See WP136, supra hote 119, at 13 (“The question of whether the Individual to whom the Infarmation relates is identified or not depends on the circumstances
of the case:™)..

‘[Z60T]see King, supra nots 158, at 181 n.287,
See Sprague & Clocchetti, supra note 98, at 93.

162 riLatanya Sweeney, Corrrputatmnal Disclosure Contrel; A Prlmer an Data Prlvacy Protection 20 (Jan. 8, 2001),-avallaple at
. icimg/privacys: ré ¢; see also Seth Schoen, What Information 1s "Personally ldentifiable™?,

Eledrm!c Ffontier Foundation- (Sevt 11, 2008), mwmmzmmww&m& Kang, supra riote 23, at 1289

n.370 (“The true privacy threat arises from the' systeimatic, detailed aggregation of otherwise trivial data that allews the canstruction of a tolling persanal profile.™).

163 7)See Ciocghatti, supra note 79, at 56.

I:I.sthacnmpare Gandy, Supra aoté 14, at 1093 ("It Is In the moture of the Internet Protacol {IP) that personally Identlna ble Informatlon is made avaliable for
t:aprur;xn every Interaction between computers. . with King, supra nute 158, at 181 (" Certaln types of ip addresses that do not allow identification of the user
iay not be persanal data.™).

[2E5F]sce EFF Amicus Brief, supra not-120, at 9.

11156*!55: Bermas & Mulligan, supra nole 10, at 5§54 (noting ontine transactianal data, such as [P address and Web. site histary, can "reveal the blueprint of an
Individual's life®).

See supra notes §0-63 and accompanying taxt.

! .1_§81]5m:, e.g., Klilmas v. Comcase Cable Commc'ns, Int., No. 02- CQU-72054-07; 2083 U.S Oist, LEXIS 27765, at 10 {E.D. Mich. July 1, 2003).
|169"1‘!5ee-supra nates 64-68 and accompanying text. R.A. / 77




{279 'FlAn IP address is. Hed Yo a specific camputer when thé computer uses a stetic, public IP address. Lalt, supra note 24; at 690.

T717}See infra'notes 205-24 and accompanying text.

{3727 unitpd Stares v, Steiger, 316 £.3d 1039, 1042 (1 1th Cir, 2003}
[1737ser xumas v Comcas: Cante Comme'ns, fng. 465 £.3¢ 221, 273768k Cir. 2006 Upited Stafes v, Keanedy, 81 F, Supp, 2¢:1103. 1108 0. Kan, 20002,

s::e e.g., United States v, Vosbyrah, 602 €.3d 512, 527 (3d Cir, 2010} {nibting that the defendant’s ISP maintalned IP assigiment lugs for 180 days). Note,

r'owe'ter, that the FBI'is currennv pressur!ng 15Ps to retaln. asslgnment logs for as long as o years. Declan McCullagh, FBI Wants Records Kept of Web Sités

Visted, CNET News (Fed. §, 2010, 9:16 aM), htiou//neves, cnot cooy/8301- 13578 3-10448060-38.html.

'WeJriDerg, supra note 66, at 1260 n.24.

.

@Tene; supra note 18, at 1446.

!lnl[gg ‘States v, Voshyrah, 602 F.3d 542, 5§23 (34 Cir. 2010)
A79F1d. ar 517,

s

Eerdu. a2

a2l

83 usi
182710

185 F|1d,

{187 7|See 10 re Chater Commens, Tnc.. 393 £.3d 771 (Ath Cie, 2005,

@]ﬂ. at 774

FECGHEN

fo03 e,

Em. The opinion does not explain the discrepancy between the.number of subscribers originatly identified by Charter and the number subpoerasd. See Id. v
152714, at 777,

See WelnbergQ, supra note 86, at 1260 f.22 ("The extent to which ... waffic can be'traced to [a user behind #AT] .. d is an the inf tHon retatned by
that server.™). '

195 7| See Egevang & Francis. supra note 64, at 1.

(226 T see united States v, Hegkentamn, 482 F.38 1143, YIaR (Oth Cie, 20071

{397 7| 5ee Weinberg, sypra note &8, at 1260 n.22.

@See generally Hagkenkamn, 5,;.7 £.3d at 1142

200714,

201 F|Id, nt 1144,

2023ra. R.A./78




204 F{1d.

See WP136, supra note 119, at 17 (presemting the scenario of an anpﬁym’nﬁs user of a-computer In an Internet cafe).

Sce King, supra note 158, ot 181; see also WP138, supra’note 119; 3z 17.

@hl& séenario would be ldendcal to that of thé office telephone. £ which multiple Seople have easy access. See King, supra note 158, at 164 n.287.
Kang, supea note 23, ot 122B; soe also Chistophéer Kuner, European Data Privacy Law & Galine Business 50 t2003).

Kuner; supra note 288, at SO.

fz107a.

@See unitéd States v, Kepnedy, 81 F. Suoo. 24 1103, 1507, 1114 (D, Kan, 2000} (Anding the defendant's ;dnﬂ;slon that he wasthe primary user of an

1aternet account provided probable cause.for.a search of his computar),

[zzz f.h inifed States v, Vosturaty, 602 F.3d S12 S8 £3d Cir, 3010} (noting that “several Courts.of Appedls have held that evidence that the user of a tomputer

employing a8 partiadar If:address pases:cd or tr:msmmed child pornography can support a search'warrant for the phyxu:xl premlses linked to.thak IP address™);
ni E3 44, : Urited States v. Perrine. 518 F.3d 1196.-1199-1200. 1206 (10th Cir anmummsmm._zuz._ﬁ
WMM&M United States v, Hay, 231 F,3d'530, §35-36 (9th Cir, 2000),
484 F,
BT ame
Bi5Tl. ar 28 2,

E7 9. 224,

[uaﬂm._naen (ermphesis added).

E2o7in at 10602

i222.-7 Id. at 1397-08
-'he FBI also determined that the defendant liked to dovnicad pictures from the Internet and was suspicious’ ‘that others wiere reading his camputer fi Files. 1d.
RELLQ?, This infe ion was obtained In a pr tual phone call in whith the FBI agent pretended to be a representative of the dafendent's ISP. [, at 1114,

224F|1d.
For @ ueful visual representation of the tecknicat process used to trace IP address nasignments, sce Helms, suprs nota 9, ot 396,

See Aolfe White, 17 Addrasses Are-Perspaal Data, €.U. Regulator Says, Wash. Post, Jan. 22,2008, at D1 (naraphrasmg Germany's data- protection
commisslaner as saylay "when somaonea is Identifled by an IP.... address, 'then Jt bas la be regarded as personal dag@*™).

l227?35pe in_re Charter Comme'ng, ne,, 393 F.2¢ 7721, 773 {8tk Cle. 2005},

-See supra notes 140-50 and Bccompanying text

@See Klimas:v: Camcast Cable Comme'ns, Inc., No. 62- CV-72054-DT, 2003 U.S. ISt LEXIS 27765, i 10 (E.D. Mich. July 1, 2003) ("Unlessan IP address is

Correlated to some othar lnlurrna:lrm . it does not Identfy any singlé subscribar by itséif.”).

Se: supra notes 77-81 and secompanying text (discussing e limited seope of federal privacy law),

(2327]See Corin, Gen. Scat. § Su-260n (2009); Inu, Cadr § 35-17:6-2.5 (1998); Minn. Star. § 325M.01-0 {2004); Mo, Code Aqn, § 2-17-55) (2009); RIS Stat,
'§19.68 (2003). '

3337)tnd. Coda € 35:17-6-
[2337]1nd. Code 6 35:37-6-2.50m, ' R.A./79




{233 F|Cosin,_Gan, Stat, §:54-260h (2009).
[nsfmmn. ‘Stal. § 325P.02-04; see alsp Jordan M. Blanke, Minnesota Passes the Mation's Figst Intarnet Privacy Law, wmw&

‘413 {2003). The statute also protects “clickstream dat,” data that indicates whare a user has been and haw he found the custent Web site. Blanke, supra, at 408-
09 & n.16.

[Z58 T pion. Srat. 8 325M,01 (mhbasis added).
5T see bion, S 525102,

(238 7 pinn. stat. § 375HL03(5Y 7).
4_5 CLERCS 164:516(BH2UNONE2009).
230745 LER. § 1645100

(261 %14,

l FiH.R. 5777, 111th Caag. (2010). Behavioral advertising, also-known as behavieral targeting, “is @ méthod of tracking thie anilne behavier of Tnternet users In
order to.serve those consumars with advertising targeted to the specific interests 'expressed’ through 'Web-browsing activity.” Andrew Holalmg, Prolecting
Personally Identiflable Information on.the, lnternet ‘Notlce and Consent in'the Age of ‘Behevioral Targeting, 16 C,gn]qmmmm Behaviora)

advertising is a controversial pmt:u:e because of the cnalienge to cxpedahons of privacy onilne. 1d.

1d. § 134.514(b)(2)(I}0).

2437 n.R. 5777 5 2@) V0.
US Lawmakers Publish Interner Privacy Bill, The Register (May'§, 2010, §:13 AN), hitg:/fwwa thereojater ca.uk/2010/05/06/internet privacy hiti,

mcovered entity’ is defined a5 "2 parson engaged in Interstate commerce that collects or stares data contalning covered information or sensitive Information,”
éxcept for government entities and any person whe (1) stores infarmation from feier than 15,000 individuals, (ii) collects information from fawer than 10,000 -
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LexisNexis Summary

... Wireless fidelity ("Wi-FI”) technalogy brings the Internet anywhere that a radia signal can reach, .. Applying this new doctrine to the Wi-Fi context reveals that a joyriding
neighbor likely trespasses when the neighbor sends electronic signals to the Wi-Fi operatar's device that transmits data through the Internet - a WI-Fi router, ... Part IV
examines the defenses to trespass to chattel, addressing whether joyriding Is permissible when a Wi-Fi gperator has not password protected the network or when the Wi-Fi
operator's network interferes with the neighbor's ability to set up his or her own wireless network, ... If 8 joyriding neighbor only surfs the web or checks e-mall, the WI-Fl
operator's rate of data transmission to and from the Internet is not noticeably slower than If the nelghbor were not using the wireless network. ... If the joyriding nelghbor
cammits 2 trespass to chattel against the Wi-Fi operator, the Wi-Fi operator must own 2 "thing” on which a trespass can be committed. ... According to this recent Internet
jurisprudence, the radio signals that a joyriding neighbor sends to a Wi-Fi aperator's router appear to constitute trespassory harm. ... A joyriding neighbor appears to
trespass on the Wi-Fl operator's router. ...

Text

11227}

[ INTRODUCTION

Wireless figelity (“Wi-F1") technology brings the Internet anywhere that a radlo signal can reach, Transmitting radlo signals beyond the confines of walls, fences, and
property lines, Wi-Fi technology delivers newfound convenlence to a person who operates a wireless computer network ("WI-Fi operator”). @Thls convenlence, however,
has given rise to an unintended extecrnality. Persons whom the Wi-Fi operator never Intended to raceive the transmission may realize full Internet access at the operator's
expense, E_.:.i A WI-F operator pays $ 29.95 each month for Internet service; |4 | the operator’s next-door nelghbor reaps that same service for free. E_;] In the lexicon of
cyber speech, this phenomenon is apprapriately referred to as "joyriding," m Joyriding can cause substantlal delays in data transmission, and [t can fadilitate the
diffusion of harmful viruses to all computers within the wirelass network, m Yet despite thesa possible harms, Wi-F) operators often do [1228] not password protact
thelr networks. S £] Joyriding has thus become common practice. [10&] The law should Intervene.

The question of whether the common law permits a neighbor to joyride on a wireless network presents novel and complex issues of tort and property law, @ At first
glance, It seems that the joyriding neighbor does not invade any legally protected Interest of the Wi-Fl operator, even though the WIi-Fl operator may suffer negative
externalities. Ton: law does not appear to protect a Wi-Fi operator's interest in the wireless network because a wireless network comprises radio signals. Radio
signals are uncontroilable by nature, and thereby cannot be property. @ Absent property, trespass cannot fia.

[1229] Even if wireless networks were recognized as property, the neig?'t?or‘s conduct Is arguably permissible. Where the Wi-Fl operator has failed to set up a password,
the operator seems to implicitly consent to sharing Internet access. The Wi-Fi operator seems to consent to joyriding. Furthermore, the common law permits a2
neighbor to use property that crosses onto and Interferes with the nelghbor’s airspace. m The Wi-Fi radio signals cross over to the nsighbor's land, potentially interfering
with the neighbor's airspace, so the common law may protect the neighbor's conduct. Finally, soclal policy seems to support the pasition of the joyriding neighbor.
The Internet is a public good, and the law should support any means of allowlng as many persons to access it. @ To that end, ft is arguable that Wi-Fl radlo signals,
which travel over government-regulated frequencles, ﬁ should not be subject to private ownership. WI-F1 signals should arguably be treated as pact of a public
commaons avallable for anyone's use. @

Dasplte these arguments against finding a traspass, recent caselaw dealing with the Internet suggests otherwise, Courts are quickly remolding the age-old trespass-to-

chatte! doctrine sa that it fits the new medium of cyberspace, @Albeit relar young, Internet jurisprudence [1230] has espoused the vlew that electronlc signals

sent through cyberspace to a physical object may glve rise to contact that is AN, jsory in nature. Applying this new doctrine to the Wi-Fl context reveals that a

joyriding neighbor fikely trespasses when the neighbor sends electronic sign: e Wi-Fi operator's device that transmits data through the Internet - a Wi-F1 router.

Whereas Wi-Fi radio signals are not property, the Wi-Fi router indisputably is. It is a ph;sical object that remains In the possesslon and control of the Wi-Fi operator.
A./86
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. computers within the network and between any network computer and the Internet. |39 ]

ARTICLE: Accessing the Internet Through the Neighbor's Wireless Internet Connection: Physical Trespass in Virual Reafity, 84 Neb. L. Rev. 1226

!27J:i Under the reasoning of Internel caselaw, the joyriding neighbor appears ta “Intermeddle” with the rautar when the neighbor sends electranic signals through It ]23.‘.
Because the routar Is the property under conslderation - rather than Wi-Fl radio signals - the fact that a joyriding neighbor uses Wi-Fi radio signais which cross over to the

neighbor's:fand is of no consequence. Trespassory contact appears to occuy at the router,

Palicy aiso impiies & trespass. The transaction costs of joyriding - the possibiity of computer viruses and transmission delays - outweligh the benefit of permitting joyriding
neighbors free access tv the Internet. In short, Joyriding can Ympose costly consequences on the unsuspecting WI-Ft operator. Moreover, even if these
transaction costs did not exist, the joyriding neighbor strips Internet service providers (*ISPs") of economic returns, {323 It is ikely that some Joyriding neighbors value
Internet access at a level sufficlently high such that they would subscribe to ISP services were joyriding vnavailable. To realize a full return on their investment In
Internet technology, ISPs must receive payment for their services by anyane who uses it Protection [1231] of Internet investnents favors viewing the neighbor's conduct

s 3 trespass. @

‘This Article addresses the question of whether the joyriding neighbor-commits an actionable trespass agalnst the WI-Fi oparator, Part 11 explalns how a wireless network
functons, and how a neighbor is able to access that network. Part 111 examines whether the nalghbor's conduct satisfies the elements of trespass to chattel, identitying the
chatrel at Issue as the Wi-F router, Part 111 concludes that the nelghbor's conduct satisfies the elements of trespass to chattel, Part IV examines the defenses to trespass to
chattsl, addressing whetner joyriding is permissible when a WI-Fi operator has not password protected the network or when the WI-Fi operator’s netwark interferes with the
neighbar's ablity to set up his or her own wireless network. Part IV concludes that neither the absence of password protection nor the presence of Wi-Fi (nterference should

be 8 defense to the tortiaus conduct.

U FACTUAL BACKGROUND
A wireless network allows computers within a local geagraphic area to share information withaut being connected by wires. @ Radla slgnals make WI-FI technalogy

possible. Wi-Fi radio signals originate from 2 device called a Wi-Fi router, The Wi-Fl router transmits data between computers within the netwark, and between
a moadem that is connected to the Internet and a computer within the network. EE In effect, the Wi-Fi router serves as 3 hub for information exchange betweenr

WI-F} routers operate on frequencies that the government has permltted consumers to use without licenses, Baby monitors, cordless phones, microwave ovens, Bluetpoth
devices, and gther wireless devices [1232) all operate on the same unlicensed frequencies as WI-Fl routers. Ta prevent wireless devices from interfering with
one ancther, the frequencies have multiple channels on which a single wireless device can operate. Most wireless devices wifl “listan” for 2 dear channe] befare
becoming active. Thus, & wiraless network can experiance interference, but technological advances are decreasing instances of such interference.

The range of 3 Wi-Fi router's signal varies according to its strength In relation to physlcal obstructions. |44 & On average, routers can refiably transmit signals over a range
of about 300 feet, approximately the size of 3 football field. 1453. Physlcal objects cannot usually impede Wi-Fi radia signals anywhere within this range. Hence, data
transmissian s possible between camputers In separate rooms, or even in diferent buildings.

The strength of Wi-F1 radio signals allows a neighbor of a Wi-Fi operator to access the wireless netwark. The neighbor need merejy install a wireless network adapter
on a computer and piace the computer within the range of the Wi-Fl operator's router, After the wireless network adapter Is instalted on the nelghbor’s computer, the
computer can receive WI-Fi radio sfgnals. When the corhpu:er locates 2 Wi-FJ signal, it displays a prompt on its screen, querying the neighbor whether the computer
should Interface with the wireless netwark. {1233] Seiecting “OK™ connects the nelghbor's computer 1o the Internet through the wireless network, @A neighbar

might view websites, check e-mall, download fites, file share, or media stream. @ Any of these practices constitutes "joyriding.* 1t Is noteworthy that while
That is, 2 virus cen pass from the neighbor's

Joyriding, a neighbor may unintentionally transmit an electronic virus to computers within the wireiess network, .
computer, through the rauter, to the operator's computer - even where the nelghbor does not access the operator's computer, but marely accesses the Internet through the

Wi-F! cannection. ln the absence of speciafized software that many WI-Fi operators are not likely aware of, viruses within a network ¢an spread uninhibited from
computer to computer.

A Wi-Fl operator often does not know when someone Is joyriding on the wireless network. If a joyriding neighbor only surfs the web ar checks e-mall, the WI-F)
operators rate of data transmission to and from the Internet is not noticeably slower than if the neighbor were not using the wirefess network. On the other hand, if
the neighbor downloads large files from the Intsrnet, or engages in file-sharing ar media-streaming, the neighbor wiil tax the routar's resources. A Wi-fl oparator

would notice a delay in the transmission speed. Nevertheless, even where there Is such a delay, there Is no immediate indication to the Wi-Fi operator that the
neightior has accessed the [1234] wireinss network, {62 & The Wi-Fi operator would experience a transmission delay, but would not know the source of that delay.

Wi~ operators can prevent joyriding by Simply setting up 2 password that users must provide ta access the wireless network. However, most Wi-Fi operators do not
invoke such Security measures. It Is therefore likely that mast instances of joyriding do nat consist of "hacking” inta 8 password-protected wirelass netwark, For the
purposes of this Article, "Joyriding™ refers to the unauthorized access of a wiraless netwark, which is not password protected, for the sole purpose of engaging in Internet
activity.

T1. THE ELEMENTS OF TRESPASS TO CHATTEL APPUIED TO WI-FI JOYRIDING

This Part examines whether the joyriding naighbar's conduct gives rise to 3 cl2im of trespass to chattel. A trespass to chattel lles where [1235] an actor

intentionally dispassesses another of a chattef, or altarnatively, uses or Intermeddies with 3 chattel in possession of another. Section [IL.A considers the possible
chattel on which the joyriding nelghbor allegedly trespassas. Section {1[.8 anaiyzes whether the neighbor's conduct is trespassary In nature. A discusslon of the possible

defenses to trespass to charttel (ollows In Part IV,

A. The Chattel

Trespass to chattal requires that a chattel exist. [68.&! If the joyriding neighbor commits a trespass to chatrel against the WI-Fi operator, the WI-Fi operator must. own 3 -
“thing" on which a trespass can be committed. |63 4] At first glance, the “thing” to he considered in the trespass analysls seems to be the wireless network. |l70 .t’, As
discussed below, however, a wireless network does not possess characteristics of praperty which are necessary for ownership. Therefore the “thing” to be considered in the
trespass analysis should not be the wireless network; instead, for reasons discussed befow, the “thing™ should be the Wi-Fl router.

The view that the wireless network Is a chattel against which a trespass may be committad essentially posits that a Wi-Fi operator should be rewarded for laborlng to erestz
the network. EEJ It Is the Wi-Fi gperator who purchases and installs a router that makes the network even possible. On the basis that Jaborers should hold property rights
In the frults of their labors, the Wi-F aperator arguably should own the radio Signats that the WI-fi router transmits, @The WI-F operator is, in effect, the creator of the
transmission, As the creator, [1236] the WI-Fi sperator seems to hold property rights over the creation - the wireless network, or in other words, the Wi-Fi radio-signa)

transmission. |73 a]

This argument Is unpersuasive. Although a person may expend great labor ta produce an outcome, that outcome does nat necessarily produce a thing to which property
rights may attach, {733 Property requires exclusivity. Regardless of whether the subject of property is tangible or net, that subject must be capable of exclusive
control and possession. The wireless netwark Is not capable of being exclusively contrallad or possessed becguse It Includes radio signals. Radlo signals canfot
be contained within a geographic boundary. {75 2] Their only boundary Is their bandwidth frequencies, and those frequencies are yniicensed, meaning that the government
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has permitted any person to transmit signals over the frequencies. [79.*.! Cotarminous use of the frequencles Is therefore permissibie, which could produce interference
[1237] between competing signals. {80 2] A WI-Fi operator cannot exclude another person from using a frequency, meaning that @ Wi-Fi operator cannot exclude another
persan from interfering with Wi-Fi radio signals, {81 &} In short, Wi-Fi radio signals do not admit exclusivity, so they should not be vlewed as property.

ft should be noted that the capabllity to password grotect a wireless network does not satisty the exclusivity requirement of property. Although a Wi-F1 operator can
password protect the wireless network against unwanted use, the Wi-Fi operator cannot preclude anather person from Interfering with the WI-Fi radio signals, The fact
that Interference Is possibie, and moreover permissible, demonstrates that a WI-Fl operator Is unable to exercise exclusive control and possession over the Wi-Fi radio
signais. The password protects another person frem Interpreting Wi-Fi signals, but not from interfering with the signals. Password protecticn does not imply that the
operator an exciude others from Interfering with the Wi-Fi radio signals. They are not praoperty.

Although the radlo signals composing the netwark are not property, a physical piece of equipment that makes possible the netwark Indisputably is. The router - the network
component through which WI-Fi radle signals are transmitted - is property. Unlike radio signals which-are Incapable of exclusive control and passession, the Wi-Fi
router Is continually in the contro! and possession of the Wi-Fi operator. Even during the netghbor's joyriding, the router remains physically with the Wi-Fi operator. The Wi-
Fi operator therefore holds an undisputable property interest In the router. The question of trespass is thus whether the nelghbar’s use of the router constitutes a violation
of the Wi-Fi operator's praperty rights in the router.

[1233]

B. The Trespass

*The Jaw hath not been dead, though It hath slept.* The tort of trespass to chattel has lain dormant for years, having been employed In times past to remedy farmers
for injuries that were intentionally inflicted on sheep and catde. Recently, however, the tort has been revived to deal with troubles in cyberspace. Courts have
resurrected the doctrine to prohibit the sending of unsolicited mass e-mails and the searching of websites by robotic software. Trespass to chattel hes served as a
legal means for controlling traffic in cyberspace. Still undetermined is the question of whether the tort’s application to the entology of cyberspace encompasses Wi-Fi

Joyriding.

An acdonable trespass to chattel occurs when an actor intentlonally either dispossesses another of a chattel, or alternativaly, uses or “Intermeddles” with the chatte! while it
Is in the possession of another, [91 ] In the context of WI-F1 joyriding, the neighbor does not physically dispossess the Wi-Fl operator of the router. The neighbor uses the
router while it remains in the physical possession of the Wi-Fi operator. Accordingly, the question of whether the neighbor trespasses on the router invoives an examination
of whether the neighbor has.intentionally used or "intermeddled” with the router. )

To use or intermeddle with a chattei, an actor must bring about physical contact with the chattel. Physical contact may accur if the actor physicafly touches the
chattel, or Jf the actor causes sornething else to ouch the chattel, A fouching results In Intermeddiing. Yet not al} instances of intermeddling give rise to Jlabllity
for trespass to chattel. Liabillty arises only If the intermeddling causes harm, Harm Is manlifest by an impairment of the chattel's conditlon, quality, [1239] or
value, In the absence of any of these conditions, the Intermeddiing is harmiess, and thereby not actlanable.

The following three subsectlons examine whether Wi-Fi joyriding satisfles these requiraments for trespass to chattel. Subsection [IL.B.1 examines whether the neighbor's
use of the Wi-Fi operator's router results in physical centact sufficient to constitute interrmeddling. Subsaction 111.B.2 examines whether the alleged contact results in harm,

Subsection [11.B.3 examines whether the neighbor's use of the router is intentlonal.

1, Physical Cantact

Perhaps most intriguing about the Wi-Fi trespass argument is the issue regarding whether a trespass is possible even though the neighbor never causes a material object to
physically cantact the Wi-Fi router. The argument fortrespass relies on the premise that the neighbor causes physical contact with the router when the neighbar '
transmits electronic signals through the router in order to access the Internet, 1003! Although that premise has not yet been considered by any court, courts have
considered whether electronic signals satisfy the physical-contact element in the context of Internet vsers sending e-mai] and accessing Information on websites. As
discussed below, these e-mail and website cases suggest that WI-Fl joyriding satisfies the physical-contact eiement of trespass to chattel.

a. Jurlsprudence Dealing with Physical Contact In Cyberspace

Amidst public frustration with unsolicited mass e~mails, courts have heid that transmitting such e-mails constitutes a trespass to chattel, The first Instance occurred
in CompuServe, Inc. v. Cyber Promations, Ine. ‘r‘nere, the defendants sent unsolicited mass e- [1240] malls ta subscribers of an ISP, CompuServe. The
federal district court held that the defendants had trespassed on CompuServe’s computer equipment, finding that the defendants had “intermeddled” with the equipment.
[105 .‘:l 1n so holding, the court specifically held that the electronic signals which the defendants had generated in order to send the e-mail through CompuServe's computer

equlpment resulted in physical contact.

Soon after CompuServe, trespass to chattel was routinely deployed to cease the practice of mass e-railing. For instance, in America Online, [nc. v. IMS, a
federal district court relled exclusively on CompuServe to find that the defendant had trespassed on an ISP's property. As In CompuServe, the IMS court held that the
electronic signals that the defend had sent as e-mails through the plaintff's computer equipment were sufficlent to constitute a "contact® for purposes of establishing
trespassory intermeddling. Followlng IMS, the same federal district court faced the same Issue in America Online, Inc. v, LCGM, Inc, {noa] without hesltation, the
LCGM court declared that “the transmisslon of electrical slgnals through a computer network Is sufficlently *physical' contact ta constitute a trespass to property.” {1113
Thus, CompuServe's substantive atteration of an age~oid tort principle was readily accepted by courts. ns rationale continues to be deployed against defendants who
send unsolicited mass e-malls over the Intarnet.

Following the lead of these trespass~by-e-mall cases, courts applled the doctrine of trespass to chattel as a means for preciuding Internet users from 2ngaging automated
software to collect data from webslites. ]1143‘ [1241] In eBay, Inc. v. Bidder's Edge, Inc., the defendant, Bidder's Edge, executed a computer program, othenvise
known as a "bot,” to search and retrleve data from the webslte of the piaintiff, eBay. [116 &) The court held thatthe electronlc signals sent by Bidder's Edge through the bot
to eBay's server were "sufficiently tengible to support a trespass cause of action.” Electronic signals satisfied the physical-contact requirement. {118
Subsequently, n Register.com, Inc. v. Verig, Inc., another federal district court ruled that searching websltes by using an automated software bat constituted a
trespass to chattel. {120&] The court did not even offer an explanation for the fact that physical contact had occurred. The court’s failure to address this point
suggests that it was so well established that it did not merit discussion.

These cases adopt a rationale that electronic signats which interact with physical components of computer equipment satisfy the physical-contact requirement for trespass.
@ Notable is the fact that pnysical contact has been found in situations vwhere the computer equipment facilitates Internet communication, [t appears that the
intanglble nature of the Internet affects the physical-contact requirement of trespass: where the alleged trespass occurs on the Internet, the contact need not be with 2
physical object, but rather can be with an electronic wave. Also notable is the fact that in cases where courts have held that 2 trespass to chattel did rot occur on the
Internet, the courts have not taken Issue with the principie that electronic signals satlsfy the physical-contact requirement. @ Cyberspace jurisprudence thus appears
to establish that electronic signals that contact a computar camponent which facilitates [nternet communication is sufficient to satlsfy the physical-contact requirement of

trespass to chattel. !124!_] R.A./88
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[1242) Applying this principle to the Wi-Fi context reveals that the joyriding neighbor who sends electronic signals through the Wi-Fi router Is causing physical contact
with the router. A WI-Fi router is a physical component of computer equipment that facilitates Internet communication. The reasoning of the cases described above
implies that the electronic signals that contact the router constitute pnysical contact sufflcient to support a finding of Intermeddling.

b, Critictsry of Physlcal Contact in Cyberspace

The view that physical cantact occurs when an electrenic slgnal contacts a physlecal object is not without cetticism, Tne evident flaw with the view is that a WI-Fi
electronic signal is not a material abject, It is a wave that travels through alr, If an electromagnetic wave is capable of causing physital contact with a
chattel, then other farms of waves would be capable of causing physical contact. For example, physical contact would resuft when a persan directs an air fan to blow air
onto another's flag, yet this does not seem to be a tenable example of trespassory physical contact. Coansequently, the view that WI-Fl signals satisfy the physical-contact
element of trespass to chattel opens the door to situatlons where it would seem ridiculous to find trespasscry intermeddiing.

. '
One commentatar has ralsed a similar criticism of the physical-contact element In the context of Internet trespass Cases.tlzs .t! Trespassory physical contact over the
Internet, according to the commentator, gives rise to ndiculous impficatians. i:ao*i Unwanted telephone callers send electronic signals to another's telephone, so they
would commit a trespass to chattel; the same could be sald of peopla who ‘T It facslmiles or tel on broad Electronic signals from baby monitors which
[nterfere with the operation of cordless telephanes would also resull in trespass, Such bizarre results would seem to preclude the conclusion that an electranic signal

satisfies the physical-contact requirement of trespass to chattel. ]132*’

These critlcistns would be well grounded I Intermeddling were the only element of an actlonable trespass to chattel. Indead, nearly every device capable of producing
alrwaves or electronic signals would constitute a means for committing a trespass to chattel, Such an outtome cannat be. And it Is not. As discussed above, trespassory
intermeddling [1243] requires that the physical contact cause actionable harm, and that the intermeddiing be intentional. Wich respect to harm, the seemingly
“ridiculous® examples of alrwayes and electronic signals causing physical contact lack this necessary element, The lack of harm in the alrwave example s abvious: blowlng
airwaves onto a flag does not damage thea flag, However, if a person directed a powerful alr fan toward a fightweight vase that was precariously standlng upright, and in 50
doing caused the vase to biow over and break, then the alrwaves would be the means of committing actionable physical contact. The same is true of electronic signals. A
telephone caller causes electronic signals to contact another's telephone, but the signals do not result in any damage to the telephone that is contacted. i134 s.l By contrast,
it a person were to cause a power surge to short a cordless telephone so that it was no longer operable, then the contact by the electranic signals would have resulted in a
trespass. An action for trespass lies anly If physical touching - by physical object, by alrwave, or by electronic signal - results in hatm to the chattel.

Intentionality must aiso exist for an intermeddiing to be tortious. According to the Restatement, trespass to chattel does not lie unless the actor acts "for the
purpose of using or otherwise intermeddling with a chattel or with knowledge that such an Intermeddling will, to a substantial certainty, result from the act.” |137 3! In
other words, an actor must intend to contact the chatte! at Issue for trespass to e, Most Instances where an electranic device Interferes with the pertormance of
ancther alectronic device are not fikely intended. For instance, parents do not usually Intend for their baby monitors to interfere with nearby cordiess phones. An action for
trespass would [1244] not lle. On the other hand, If a parson Intentianally employed a radio jammer to interfere with the signal of a cordless phone so that it was
inoperable, then a trespass would lie, Whereas the concerned parent would never facg liability for trespassing by baby monitor, the radie jammer would, Wireless radie

intarference is usually unintentional, preventing otherwise ridiculous instances of trespass.

In sum, the view that electronic signals and alrwaves can be the means of committing actionable physical contact appears sound. The ridiculous examples that the above
criticisms ralse would' never result In liability for trespass. Just as patting another's horse or accidentaily tripping on another’s cat does not rasult in actionable trespass,
nelther does blowing air on a flag, placing 2 telephone call, or interfering with a baby monitar. Trespassory liability requires harm and intentional conduct.
conjunction with these elements, electronic signals and alrwaves ¢an constitute means for trespassing on a chattel.

2, Harm

a. Two Actionable Harms

As most wireless electronic signals do not resuit in actlonable harm, an issue arises as to whether the neighbor who Joyrides on the wireless network ‘causas harm to the
router of the WI-Fi operator, To satisfy the harm requirement, tha physical contact must imipair the chattel's condition, quality, or value, or ajternatively, the contact must
result in the owner being deprived of the chattel’s use for a substantial ime pariod. {142;‘.f Impairment must be actual rather than merely posslble. In the WI-Fi
context, two harms are possible: (i) decreasing router performance for the Wi~Fi operator; and (li} transmitting computer viruses through the router to the WI-Fi aperator's
computer, 11443 [1245) Ag discussed helow, these consequences of joyriding should demanstrate sufficient harm to impose liability for trespass.

The first harm occurs where the Wi-Fi operator exgeriences a delay while accessing the Internet through the router. When the nelghbor accesses the Internet through the
Wi-Fi aperator's router, the neighbor consumes resaurces of the Wi-Fl router. For example, If the nelghbor were to download large media files from the Internet, the
neighbor wauld decrease the speed at which the router transfers data to the Wi-Fl aperator, Similarly, If the neighbor were to engage in peer-to-peer file sharing
over the Internet, the nelghbor would compromise router performance. [147:.1 Hence, when the neighbor intermeddles with the Wi-Fi operator's router, the neighbor could
hanm the Wi-Fi gperator's ability to optimally use the router. | 148 ..*.] A router that transmits data siower than it otherwise could is less valsable to the WI-Fi operator. The

first harm appears to result in an Impalrment of the router's value.

‘The second harm occurs where the Wi-Fi aperator recelves a computer virus from the neighbor's computar. By joyriding, a neighbor [1248] can unknowingly
subject all other computers within the wireless network to a virus, §150.+. This is possible because afl computars within the same wireless local area petwork
indiscriminately share data through the Wi-Fi router. ilslﬁi Consequently, the router becomes a device for disseminating viruses from the neighbor's computer ta the Wi-fi
operator's camputer, The neighbor's canduct transforms the router from 2 valuahie conduit for Internet access to a naxious chamber of virus diffusion. 1523 When the
nelghbor transmits electronic signals containing a virus through the Wi-Fi operator's router, the value of the router decreases. The second harm thus results in an
impairment of the router's vaiue, (153 3.|

It could be argued that traspass to chatte! does aot lle because neither of these alleged harms actually impalr the physical condition of the router. The Restatement provides
that in most Instances, actionabie impairment of a chatte! must result from some impalrment of the physical condition of the chattal. With respecr to the first hamm,
the delay that the Wi-Fi operator may notice while the neighbor is joyriding does not imply that the router ls physically dysfunctional. On the contrary, the router functions
exactly as It shauld: It spfits Its resources between the computers connected o the wireless network. [155 .*.l £1247] A delay in data transmission may resuit from the
neightior's use of the router, but that router is performing as optimally efficient as it is capabie of performing. There is no physical impairment. With respect to the
second harm, disseminating computer viruses through a router dces not damage the physical condition of the router, |151 ;’_iThe viruses pass through the router, but they
do not actually harm the functionality of the router. During and after the transmission of 3 computer virus through a router, the router performs just as it didt prior
o the virus transmission, It continues to send and receive data In an efficient manner. Thus, neither delaying a Wi-Fi operator's data transmission nor transmitting a virus
through the router results n physical Impairment af the router,

Admitzedly, the nelghbor's conduct does nat physically Impair the router. This fact, however, does nat imply that the neighbor has not committed a respass. A
harmful trespass to chattel may occur when an actor tamporarily deprives another of the ability to use a chattel, even where the chattel is not physicalty impaired or where
the actor does hot physically dispossess the chattel from the owner, f_160£| For example, lacking a car owner's kays in the car deprives the owner of the car's use, aithough
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the car owner is not physically dispossassed of the car. Uability for such deprivation of use requiras that the time period of deprivation be so substantizl that it Is possible to
estimate [1248] the loss caused by that deprivation, In the car example, if the car owner were deprived of using the car for a mere haur, trespass to chatte)
would lie according to the Restatement.

The two harms that could result fram the neighbor's Intermeddiing with the router appear ta deprive the WI-Fi operator of the router's use in @ mannar sufficlent to impose
trespassory liability, The delay that the Wi-Fi operatar experiences because of the neighbor’s joyriding demonstrates that the WI-Fl operator is unable to use the full capacity
of the routar. Assuming that this delay cccurs for a sufficient tme period, e.g., an haur, the deprivation of use would give rise to a trespass. Similarly, a computer
virus that the Wi-Fi operator recelves through the router demonstrates that the WI-F1 oparator Is unable to use the router without inhibition, I,e., connecting to the Internet
without receiving vinisas from other tomputers within the wireless network, The Wi-Fi operater is deprived of realizing full use of the router, As infinitesimally short as the
time period is In which the virus passes through.a router, the time period would nevartheless be of a sufficlent duration to be actionable because the harm would be
calculable. Thus, the Wi-Fi operator cannot make full use of the router where the two harms oceur. ’

That the Wi-F1 operator can still make a partial usa of the router while the nefghbor is joyriding should not affact the concluslon that actlonable harm occurs, In effect, the
two posslble harms represent traspasses on two "sticks” within the WI-F1 operator's "bundle of sticks.” [165 | Although the Wi-Fl aperator can exertise other praperty uses
in the router, the Wi-Fi operator cannot exerclse avery use. Disabling a chattel owner's abillty to exercise only some uses over the chattel - rather than all uses - results in a
trespass to chatrel, whereas disabling a chattel owner's abliity to exercise all rights results In conversion. 155.&] Tt s this distinction between disabling a portion of property
rights in a chattel and disabling all property rights in a chatte! that gives rise to the two different causes of acticn, As one commentator [1249] notes, trespass to
chattel Is the little brother to conversion. [zsss{ Hence, the fact that the WI-FI operator is still able to exercise some property rights in the router does not detract from the
argument that a trespass |les. (162 E‘The fact is conslstent with the doctrine of trespass to chattel.

b, Harmiess Intermeddling with the Router

The two harms described above - delay in data transmission and dlssemination of viruses - appear to satlsfy the requirement for harm under the tort of trespass to chattel,
i' 171 | But a neighbor can joyride without either of these harms occurring. The Wi-Fi operatar wouid not notice any delay in the speed of data transmission if the neighbor
uses the WI-Fi router merzly to view wehsites or to check e-mail. Nor would the router be a means for transmitting viruses if the neighbor's computer is not infected

with one. Seemingly harmless intermeddling could therefore result from joyriding.

Despite the doctrine that harmless intermeddling does not produce an actlonable trespass to chattel, a strang argurnent can be made that an exception to this
general doctrine should exist where the intermeddiing occurs in cyberspace. Support for such an exceptian arises in caselaw. In the cantext of cyberspace, courts
have not always [1250] adherad to the requirement that there must be actual harm for an actionable trespass to chattel to lie, G.*. Bidder's Edge is a good example.
There, the bot device that Bldder's Edge used to search eBay's website consumed approximately one percent of eBay's server capacity. Consequently, the '
bot did not detract fram eBay's ability to meet the needs of all other Internet users who accessed Its website. The court, however, held that Bidder's Edge caused
eBay harm because the bot “consumed at least a portion of {eBay's] bandwlidth and server capacity.” ilBD.t Recognizing that the leve) of bandwidth that Bldder's Edge
consumed did not actually pose any harm to eBay, the court reasoned that If that activity were permissible, then the actlvity could Increase, and In the aggregate, the
activity could harm eBay, glslg While admitting that there was no actual harm, the court found the harm requirement of trespass ta chattel ko be satisfied. Exazt

Bidder's Edge does nat stand atone in judicial softening of the harm requlrement. In Register.com the court contemplated the same facts as those present In Bidder's Edge.
As In Blddar’s Edge, the Register,com court found an actionable harm based on the defendant's use of aytomated software that searched a website, [ 1843 The
court opined that the "passibility” of harm to the plaintiff's server capacity was sufficient to satlsfy the harm requirement under trespass to chattel. 185 & Simllarly, in
CompuServe, the court held that the mass e-mail that the defendants had sent through the 1SP produced actionable harm because the e-mail placed a "demand” on disk
Space and processing pawer, which resources could have otherwise been available for [1251] ISP customers. That demand, however, did ntot detract from the
capsbility of the ISP's computer equipment to function properly. 187 a[‘lndeed, any single e-mail results in a demand of disk space and processing power, The mass
e-mails did not deter the ISP's ability to facilitate Internet traffic; instead, the e-mails merely invokad that ability,

These cases suggest that in the context of determining whether electronic trespass exists on the Internet, the harm necessary for an actionable trespass need only be
minima! In nature. Courts have looked Lo the potential for harm, rather than actual harm, in declding whether the harm element Is satlsfled In cyberspace. An
electronic signal is harmful when It could affect the performance of the physical object at issue if the signal were duplicated In the aggregate.

One case that Impilcitly supparts this interpretation of these cases is intel Corp. v. Hamidl. There, the Callifornia Supreme Court considered whether a trespass to
chatte] occurred when the defendant sent e-malls critical of his former employer, Intel, to current Intel empioyees, The court held that the tort did not lie because
the alleged harm stemmea from the content of the e-mails, rather than an injury to the functionality of Intel's computer system, |194}.! In its analysis, the court
distinguished Bldder's Edge, Register.com, and CompuServe op the grounds that those cases dealt with elther attual or "threatened” harm, whereas the defendant’s e-malils
neither actuaily harmed nor threatened to harm his employer’s computer system. The Hamidl decision therefore Implicitly endorses the potentiai-for-harm ratlonale

set forth in the above cases.

Also notable in Hamidi is the fact that Inte! argued that the e-mails caused harm in ti-ne form of economic damage., The intel employees, Intei aileged , were
distracted by the content of the e-mmalls, [1252] using [ntel to incur loss of productivity. The Hamidi court rejected this argument, holding that economic
damages did not satisfy the harm requlrement of trespass to chattel, The tart required the harm to be directly to the chattel, Thus, consequentlal business-
related damages appear to be nelther sufficient nor necessary for trespass to chattel to lie in the context of sending electronic signals over the Internet.

According to this racent Internet jurlsprudence, the radio signals that a joyriding nelghbor sends to a. Wi-Fi operator's router appear to constitute trespassory harm. As
Bidder's Edge, Register.com, and CompuServe suggest, the potential for physical harm that an electronic signal boses to computer equipment apgears sufficient to satisfy
the harm requirement. @The fact that the harm does not cause consequential economic damage to the owner of the computer equlpmant should not, according to
Hamidi, affect the trespassory analysis. These general principtes imply that the electronic signal which the neighbor causes to contact the Wi-Fi aperater's router s
sulflcient to constitute trespassory harm. Although the nelghbor’s signal may net drain the router’s capacity, if duplicated in the aggregate the signals would. ;204 g.,'

Tellingly, courts have remalned sllent as to why they have softzned the harm requirement for a trespass to chattel arising In cyberspace. Thelr stlence suggests that
palicy concerns outweigh the value of an antiquated tort doctrine. At the outset of the Intemnet, uncertainty as to how the law would treat the new electronic
medium threatened to hamper its commercial viability. Faced with a promlsing new medium of exchange, and likely noting its relatively infantile stage, courts
delivered the needed certainty. Courts provided market partidpants certainty that their Internet investments were [1253] well protected, and they did so even before any
harm occurred. 208:}.! Confidence In the new intanglble, tommercial medium could not be sacrificed at the expense of upholding & doctrine that was crafted for prablams
arlsing In the disparate rsalm of the physicaj. The pollcy of promoting &nd protecting valuable benefits of the Internet prevailed over a principle astablished for a whally

distinct ontology,

This policy of liberally protacting Intemet Investors strengthens the argument that a Joyriding neighbor bas actad tortiously. Because the neighbor can access a wireless
network at no cost, the nefghbor is neither likely to purchase a Wi-Fi router nor |ikely to purchase the services of an 1SP. It seems likely that at least some joyriding
neighbors value the Wi-Fl connection at a level equal to or greater than the cost of ISP services or of 2 WI-FI router. i209 *J Assuming that this Is true, these joyriding
nelghbors would purchase ISP services and WI-F1 routers if they were not provided the Rrioﬂx?i? goccess the [nternet through Wi-Fl operators’ networks. ISPs and
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manufacturers of Wi-fi routers are therefore not reallzing a completa economic return on thelr investment in Intemet technology. Prohibiting joyriding would ensure

that they are rewarded for thelr investment.

The upshot of this discussian about the seemingly harmless nature of Wi-Fi joyriding is that the joyriding does resuft in @ harm, but on @ macro Jevel. Judicial holdings
dealing with equipment that facilltates Internet activity seem to indicate that if the ¢onduct at issue would produce harm were it duplicated In the aggregate, then the hamm
requirement is satisfied. 1211*] Those holdings aiso implicitly indicate that protecting particlpants of Internet-based technolagy is sufficient reason to find actionable harm
where a single instance of intermeddiing could produce harm if duplicated en mass. ]n short, there appears to be room In cyberspace ta carve out an exceptian to
the requirement that the chattel owner experience actual harm, And Wi-fi technology [1254] shouid be a part of that cyberspace excaption, Seemingly harmless

intermeddiing should be actionable.

3. Intent

The joyriding neighbor appears ta satisfy the intentionality requirement of trespass to chattel. To commit a trespass to chattel, an actor must intend to commit the
intermeddfing cantact, [Zla.tlThls means that the joyriding nelgitbor must intend to use another person's router. The presence of this Intent is apparent. In
accessing the router, the nelghbor chooses a wireless network through which his or her wireless network adapter can interface. !215&! By selecting the Wi-Fi operator's
network from a computer prompt, the neighbar affirmatively demonstrates an Intent to use another persan’s router. The nelghbor's intentianal selection of the Wi-Fi
operator's wireless connection demanstcates an inient to intermeddle with the router.

Two turther paints are worth noting about the joyriding neighbor’s Intant. First, the fact that the neighbor does not intend to harm the Wi-Fi aperatar does not affect
the intent analysls. An actor need not intend te commit the harm that results from an intermeddling; the Intent requirement [s satisfied even where the actor acts under 2
mistake of fact. A harmful interrmeddling Is not axcused on the basis that the actor believed that the intermeddling wouid not be harmful. Accnrd\ngly, the
neighbor's Intent ta access the Internet through the router [s sufficient to satisfy the intent requirement. That the nelghbor does ot intend to slow down the data
transmissfon for the Wi-Fi operator, to spread a virus to the Wi-fi agerator, or to impede the market for ISP service should not affect whether the neighbor satisfies the
intent requirement,

{1255] Second, assuming that the nelghbor does not know the identity of the Wi-FI operator, such that the neighbar knows only that the Wi-Fi router belongs to some
other person, the Intent requirement Is stilf satisfied. Intermeddling is present even If the actor does not know the identity of the chattel owner. [220 :.! Throwing & baseball
at a car satisfies the Intent requirement of crespass to chattel, even where the car owner s unknown to the thrower. Likewise, accessing the Internet through @ wireless
network that does not belong to the nelghbar satisfias the Intent requirement, even where the {dentity of the Wi-F operator Is unknown to the neighbar, It is sufficient that
the joyriding neighbor knows that the WI-F! connection is not his or her own.

IV. DEFENSES OF TRESPASS TO CHATTEL APPLIED
TO WI-F1 JOYRIDING

A joyriding neighbor ¢ould argue two defenseas to the trespass ta chattel cfalm. The first is that the Wi-Fi operator has consented to the joyriding by faillng to password
pratect the router from unautharized use. The second is that joyriding constitutes a permissible means for the nelghbor to abate a nulsance that the Wi-Fi oparatar
creates - hogging the wireless spectra. | 222 3| Nelther defense should prevall. Each is discussed below.

A. The Wi-F1 Operator's Seeming Consent to Joyriding

A joyriding neighbor could argue that joyriding is permissible because the Wi-Ft aperator has failed to implemant security measures which would preciude the neighbor from
accessing the rauter. A person who consents to otherwise tortious conduct cannot racover against the actor. i223 g Consent may be manifest by action or Inaction, and
need not be cammunicated to the actor. When a persan’s stlence would be reasonably understood as intended to Indicate consent, that sllence is 3 manifestation of
apparent consent, {225&1

{1256] The nelghbor's consent argurnent is based sofely on the fact that_the Wi~F) operator fails to (mplemant & password so that others cannat access the Internet
thraugh the router, The argument effectively (mplias that anyone should be permitied to actess a wirefess network unless the Wi-Fi operator {nstitutes securlty measures,
The argument draws support from cyberspace jurisprudence. 1225;1_! In EF Culturat Travel 8V v. Zefer Corp., the First Clrcuit considered whether a webslte owner
had provided consent fer the defendant to use automatad sofiware to search Its website. m The court cancluded that because the website owner fiad nat expressly
restricted the use of the website, the ownar had Implicitly consented to the defendant’s conduct. In dicta, the court commented that a lack of consent can be

manifest by the presence of passward protection. | 2304

Other courts have considered the Issue af cansent. In CompuServe, tha court opined that the ISP provided “racht” consent for anyone on the Internat to send e-mail to its
subseribers, but that the ISP had affirmatively revoked iks consent to the defendants. i231$|The basls for this finding of "acit” consent was that the ISP had created a
systam for aflowing anyone on the Internet to e-mall its subscribers, m 1t other words, consent was based on the fact that the {SP system was designad for the
purpose af allowing anyane on the Internet to send e-mails to subscribers. [233 &)

The Bidder's Edge couct alse apineg on the doctrine of consent, EB:ET‘he court held that eBay had granted "conditionaf” consent to laternet users to access its website,
E-E_.’a_i.]The consent was grantegd upon an express condition on its website stating thal users were not to use robotic data-catlection devices on its site. @ in other
waords, a presumption of consent existed, and eBay acted to limit that presumption, Restriction of website access was obtained by making 3 [1257] statement on
the website, implicitly sugpasting that a presumption of consent did exist.

Relying on these cases, the joyriding nelghbar could argue that the absence af any password protection by the Wi-Fi operator implies that the WI-Fl operator consents to
anyone ustng the router, Zefer seems to imply that the absence of password protection denotas consent to use progerty In cyberspace. | 239 2| Fucther, like the [5P in
CompuServe, a WI-Fj operator creates a system specifically designed to allow anyone within its range ta access the {nternet. EEO_Q Because the very function of the Wi-R
connaction is to provide any person within its physical range access to the Intemet, that function arguably creates 2 presumptlon that the Wi-Fl operstar conseats to anyone
accessing the Internet through the rauter. Finally, just as the website awner in Bidder's Edge could easlly restrict the presumption that anyone could access the
owner's website, the Wi-Fl operatar can easlly restrict the prasumption that anyone can dse the Wi-Ft operator's router: the Wi-Fl operator aeed merely set up 2

By failing to implemant a password, the WI-Fi operator seems to assume the risk of Wi-Fi joyriding.

password.

Despite these arguments in favor of construlng the Wi-F) operator's failure to implement a password as Implicit consent for others to joyride, such a presurnption should not
exist. As an initial matter, Zefer's statemant that a password denotes an absence of consent does not imply that an absance of a password denotes consent, i244 -.t] An
analogy may lllustrate the disconnect hetween these propesitions. Cansider a bicycie ownear, If the owner locks the bicycle, the jock demonstrates that the owner does not
consent to another person's use af the bicycla, But IF the owner does nat fock the bicycle, this does not Imply that the owner consents to another's use of the bicycle, It ts
entirely possibie that the bicycls owner does not lock the bicycle because the owner has trouble remembering combinations, or perhiaps disdains spending time entering
combinations to uniock praperty. Analogously, the absence of a passward on a wiraless natwork does not Imply that the Wi-Fi aperator consents to anather's use of the
router, That absence implies nothing mare than the fact that the Wi-Fi operator choosgs not to Implement a passward. Perhaps the WI-Fi pperator disdains having to spend
time entering a password each time the cperator [1258] accesses the Internet, or perbaps the owner simply has a bad mernory for remembering passwords. Faflure to
Install protuctive devices so that another cannat use property does nat imply that a property owner consents to the use, Hence, Zafer's observation that the presence of 3

- RA-1ANNST A& erid=092773d9-Tcba-4b23-8078-63bce6d4810 | &pddocfulipath=%2Fshared % 2Fdocumeni% 2Fanalytical-m...
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password implies the absence of consent shauld not be construed as meaning that an absance of & password impiies the presence of consent,

On a more substantive levet, the cited cases should not be Interpreted as suggesting that @ Wl-Fi operator has consented to joyriding because none of the tited cases deal
with wireless networks. The fact that the consent in the cited cases was manifest by [SPs and website owners distinguishes them from the context of wireless netwarks.
1245 il An [SP usually realizes ecanomic benefit when Internet users make use of the ISP's services, Including its e-mail service. 246 _4.1 E-mail exchange lncreases demang
for the ISP service. |[247 t; Likewlse, a webslte usually becomes more commercially vaiuable as more lntamet users view the we 1n short, the commercial
madel for the Internet has developed such that the conduct of e-mailing LSP subscribers and viewing websites are activities that propagate economic benefits for ISPs and
website owners. {2482 | For this reason, the presumption Is sound that these proparty ownhars consent to otherwise trespassory contact in cyberspace,

. The situation of a Wi-Fi operator is markedly differant than that of an ISP or a website owner. A jayriding neighbor engages in free-riding parasitic behavior, Although the
WI-F1 operator may not necessarily be harmed by the behavior, the Wi-Fi operator daes not stand ta gain any econamic benefit. In the absence of any possibility that the
WI-Fl operator could reaifze economic benefit from the neighbor accessing the Intarnet, the presumption that the owner has consented appears unjustifled. Other than
altruistic tendencles, thers Is no reason [1259) that 3 Wi-Fi operator would consent to joyriding. Presuming consent would be [mposing a cholce where the Wi-Fi operator
was unaware of the conduct and preferred not to implement a password. In the Wi-Fi cantext, there is no reason to ¢reate a presumption of consent based on the absence

of a password.
The abisence of password pratection alse does not denote an assumpion of risk that excuses the joyriding neighbor's conduct. It Is true that by not implementing a
password the WI-Fi operator assumes tie risk that a neighbor will Joyride, But that fact does not excuse the neighbor's conduct. Assumption of risk Is relevant in examining

onjy a clabm of negligence, [zso.z The Inquiry at hand Is one of intentlonal tort, @.ﬂ As much as a chattel owner may put at risk the safety of a chattel, If an actor
commits an intentlonal trespass on the chattal without the owner's consent, the actor Is still liabte. Assumpbon of rlsk Is not a defense to intentionaf tort. Ezsz;
Consider a china-shop owner who Invites a bull owner to shop at the china shop - with the bulf. Unguestionably the china-shop awner assumes a great risk In extending that
invitation. Yet if after waiking into the china shop with the buil, the bull owner strikes the bull intending for the bull to destroy 2it the china, the bull owner is stilt liable for
the resultant damage, That the china-shop awner places at risk all the china by aliowing the bull to enter the shap is of no conseguence. The Intentional act of the
bull owner creates tortious llablltty, Similar to the chipa-shop owner, the WI-Fi operatar places at risk the router's use, That risk is of no consequence because the

Joyriding nelghbor Intentlonally acts to interfere with the Wi-Fl router. The Intent Is dispositive,

It should lastly be noted that the Wi~Fi operator’s faijure to password protect the natwark Is not akin to establishing consent through [1260] sllence. Silence or inactien
can denote consent, but only where the chattel owner has knowledge of the actor using the chattel. Silence ar tnaction does not denote consent where the actor is
obiivious ta the trespassory conduct. !257.*_}Actnrdlngiy, fajlure to passward protect a wireless network could passibly be viewed as consent through sllence oniy iIf the Wi-
P operator were aware of the conduct prior to choosing not to password protect the netwark. The Wi-Fi operator's Inactlon is not consent unless the Wi-Fi operator is aware
of the tortious conduct, | 258 4! But even then, a single ora) objection to the use would preclude the possibillity that the WI-Fl aperator cansents where the Wi-Fi operator has
not password protected the network, 255-.!.! Fences and lacks are nat necessary to show that a property owner does not consent to another’s use of the property. {2503 &

simple, one-time oral commupication should suffice,
B. The Joyriding Nelghbor’'s Seeming Abatement to a Wi-Fi Nuisance

Another defense that the neighbor could argue is that joyriding is permissible under the abstement-of-nujsance doctrine. The common law permits an actor to
commit an act which would atherwise be a trespass ro chatte) when the act Is committed for the purpose of abating a private nuisance that |s caused by the chattel owner.
{262 ;t!A private nulsance occurs where there Is interference with a landowner's [1261] private use and enjoyment of land. |263 4 Abaternent of the nuisance Is
permissible to the extent that the abatement is considered reasonable. {264 3 For instance, courts have considered it reasonable for a neighbor to cut tree branches which
were overhanging Into the airspace over the neighbor's land.

ii
The joyriding neighbor cauld argue that the Wi-Fi operator is causing a nuisance on the neighbor's property. There are a imited number of channels within the bandwidth '
frequencies on which Wi-Fi radlo signals can exlst. {26615 By operating a wireless network, then, the Wi-F| aperator causes a shartage of channels on which the nelghbor
could operate a wireless network or other wiraless device, The neighbar cannat set ug his or her own wireless- network because someone else is hogging the band, In other
words, the nelghbor cannot enjoy the use of the radio signals an the airspace over the land, 5o a nuisance seems arguably present.

Aftar arguing that the Wi-F operator Is tausing a nuisance, the joyriding neighbor could further argue that a reasonable abatement of this nulsance would be to make use of
the wireless network, By using the Wi-Fl operator’'s network, the neighbor abates the harm that the Wi-Fi apérator has created. A shortage of bandwidth is of no concem to
a neighbor seeking wireless Internet access If the neighbor can access the Internet through Wi-Fl radio signals that are already present in the alrspace over the neightar’s
land. Thus, the neighbor couid argue that the otherwlse tortlous conduct of Joyrlding is excused based on the nejghbor’s abatement of the Wi-Fi operator's auisance.

This abaternent-of-nuisance argument would not likely succeed. To begin with, nulsance clalms relating to radio-frequency Interference are preempted by the Federal

‘Communications Act ("FCA"), |268 4| The FCA contains no provision that would prohlblt a person from using [1262] all passible frequencies on an unlicensed bandwidth.
1269 al Tt would not likely apply. | 270 3| Because preemption precludes the nelghbor from raising a nuisance claim, and because the FCA does not likely apply in that
situation, the nelghbor cannot likely raise this nuisance-abatement argument.

Assuming arguendo thak the neighbor could ralse the nuisance-abatement argument, it would be highly unusual that abatement would be permissible. Abatement is
permissible only in sltuations of extreme or urgent necassity, The complained-of nuisance must actually exist, {272 3! In the WI-F context, then, abatement would
be permissible only If the Wi-Fi aperator were causing a shortaga of channels on the unlicensed frequencles, and only if the neighbor actuaily unsuccessfully attempted ta
access the Internet using his or her own WI-Fi equipment and ISP, Thls situation Is highly unlikely, (274 £ As an inltlal matter, two wireless networks are capable of
coendsting within the same close p'roxlmit'/. Crowding out a wireless network would accur anly If multiple other wireless devices were also in operation In the same
close proximity. _The circumstance of close proximity suggests that those other wireless devices crowding out the neighbor's wireless network would likely belong to
the neighbor. If the neighbor need merely stop using his or her microwave oven to operate the wireless network, the complained-of nuisance would not appear to be
"axtreme.” [277.&! Abaternent would not be permissible. '!278 i s

[1263] Even more important in the abatement analysis Is the fact that joyriding is not usuatly the result of the posited circumstances. Joyriding does not usually occur
after a neighbor has subscribed to ISP services, has purchased a Wi-Fi router, and then has unsugcessfully attempted to connect to the ISP using that Wi-Fi router,
Netghbors do not joyride because they are unsuccessiul at operating thelr own Wi-Fi connecttan; they joyride to avoid paying ISP fees. The facts necessary to support a

nAuisance-abaternent argument are simply implausible.

V. CONCLUSION

The seemingly harmless conduct of accessing the Internet through another's wireless network without authorization should be deemed tortious. loyriding should result In an
When the neighbor sends electranic signals through the

actionable trespass (o chattel. A joyriding neighbor appears to trespass on the Wi-Fi operator's router.
rauter to access the Imternet, those signals produce a2 physical effect on the router that is sufficient to be deemned trespassory physical conduct, {281 4‘,! The neighbor
Intentonally causes this contact, thereby satisfylng the intentionality requirement for trespass. {282 ¢ Harm may also be present. The WI-Fi operator may
experlence delayed Internet transmission or receive viruses from the joyriding nelghbor. Yet even If neither of thase h&-mﬁare 7’§stint, a strong argument exists
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that the joyriding neighbor should stilf be flable. [285 &| Recent Internet jurisprudence suggests that using another's computer equipment to access the Internet results in s

trespass to chattel, regardless of whether that access results In actual harm. In an effart to thwart tha negative externality that joyriding causes ISPs and
manufacturers [1264] of Wi-Fl routers, courts would likely view tha joyriding neighbor’s conduct as tortious, 2371]

A foyriding neighbarwould not ltkely prevall in argulng defensas against the trespass claim. One arguabla defense s that the WI-F1 operator implicidy consents to

the neighbor's conduct when the Wi-Fi operator fails to implement security measures such as 3 password, | 2892 .-L! Yet the fact that a8 Wi-Fi operator may not Implament a
password to protect access to the network should nat be interpreted as consent to the neighbor's conduct. |250 &) The Wi-Fi aperator's failure to Implement password
pratections is akin to any physical property owner failing to Secure his or her property with a lock. 11913! Failure ta secure praperty does not dancte consent, 129235 Nor
does the fact that the Wi-Fi operator piaces the network at risk of a neighbor accessing It imply that the neighbor's act Is excused. m Assumptlon of risk is no defense
to an Intentional tort, - It is ajsp noteworthy that the WI-F1 pperator has no economic Incentive to allow the neighber access to the network. {295 3| In the absence of
an economic benefit for the Wi-Fi operator, there Is ho reason to presume that the Wi-Fl operator would condone joyriding. .

Ancther arguable defense is that joyriding is a permissibje abatement of an actionable nulsance. That nulsance arguably consists of the detriment that the wireless
natwork causes to the neighbor's capability of setting up his or her own wireless network. This argument would not likely succeed. Nuisance ¢taims arising

from radio frequency Interference are preempted by federal law under the FCA, and the FCA dees not prohibit the Interference that Wi-Fi radio signals might cause aon

unilcensed frequencies. {3003 Moreaver, even If the FCA did not preempt nuitsance clelms, abatement Is permissible only whers harm actually occurs, |301:2{ Actual harm
wauld occur only if the joyriding neighbor had first attempted to access the Internet through his or her own Wi~Fi connection, a situation which appears unlikely, The

11265) joyriding neighbor would not likety prevall in arguing a defanse to traspass to chattel,

Thus, Wi-Fi technalogy appears to Introduce 2 new stick into the bundle of sticks that a Wi-Fi operator holds aver physical property. The Wi-Fi operator should be able to
control the electronic signais that are directed through his or her router, Likely an owner of an umbrella, an automabile, or a faatball could not preciude ancther person from
causing electronic signals to contact thelr respective praperty, Trespass to chattel in cyberspace thereby signifies a new sort of property right, a right which emerged due to
the value that the physical property has brought to the virtual world. & Wi-Fi operatar shoutd hold o unique property right in the router because of the router's capability of

factlitating carnmuaication In cyberspace. For Its virtual value, a physicel trespass to chattel should lie.
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{2004); Matt Hines, Warried About WI-Fi Security?, CNet News.tom, Jan. 19, 2005, M +W]-Fi 2100-7347 3-5540969.hvmil.

-See Henry Kurnagai, Moblle Technology Security Conslderations, TechSoup.org, June 16, 2004, http://www techsoup.ora/howto/articlavaga. cim?Aicis]d= 3526

topicid=4 (“Two recently unleashed worms, Sasser and Korgo, infect one computer and then start looking for other networked computers close by to attack.”)
This Ardcle contemplates only harms that usually accur unintentionally, such as the two described sbove. Nevertheless, other harms are passible. Those Include
accessing private information from a Wi-Fi operator's computer, such as credit-card or bank-account numbers, See Alex Leary, Wi-F Cloaks a New Breed of

Intruder, St. Petarsburg Times, July 4, 2005, at 1A, available at hith://www, sotimes,com/2005/07/04/news pf/State/W| Fi cloaks a new br,shtml. Another harm

could occur where a joyriding neighbor causes a Wi-Fl aperator to suffer disrepute. If a joyriding neighbor commits criminal acts over the Intermet, thase acts are
traced back to the WI-F operator. [d. This Is so bacause each online connection produces an Internet Protoco) ("1P*) addrass, which Is a unique numerical
combination that can be traced to the physical place where the Internet connection Is set up. Id. Hence, a joyriding nelghbor's activitles on the Internet can be
traced back to the Wi-Ft operater. 1d. In one Instance, an e-mall containing death threats was sent to a schoal principal, 1d, The IP address fead fnvestigators to a
dumbfounded famlly that had been operating a wirefess internet connection. {d. As It turned out, a neighborhood boy had tapped into thetr wireiess network and

sent the e-mail. 1d. -

9 F|See Hale, supra note 7, at 547 Kem, supm note 2, at 104; Steve Rargreaves, Stealing Your Meighbor's Net, Money, Aug. 10, 2005, at 21, avatiable at
& om. rsonaf piracy/index.hov ?enn=yes {opining that Internet joyriding is bacoming a common

phenaomenon); Leary, supra nate 8, at 1A (commentmg that experm believe that scores of joyriding incldents occur undetected, and that many people do not take

the time to secure their wireless Internet connections).

10F!See Hale, supra note 7, at 547 (reporting that sixty-seven percent of wireless users do not implement security measures); Kern, supra note 2, at 109 ("A
roaming Wi-Fi user obtains dbroadband Internet actess service, a vajuable service, without paying compensation,”); Leary, supra note 8, at 1A.

117 See discussion infra Parts 1M1, IV,
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[LT_?]See discussion Infra Parts IT1, IV. Other commentators have considered whether the conduct violates state and federal statutes spedfically directed at
prohibiting certain forms of computer activity. See Hale, supra note 7, at 544-52 (analyxing whether the conduct violates the Computer Fraud and Abuse Act of
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1986 and the Electronic Communications Privacy Act); Kern, sﬁpra note 2, at 120-51 (analyzing whether the conduct viclates the Computer Fraud and Abuse Act of
1986, the Electronic Communications Privacy Act, the Communicztions Act of 1934, and varlous state statutes prohibiting unautharized access to computer
systemns). They have concluded that the conduct should not be viewed as violating these statutes. See Hale, supra note ?, at 544-52; Kern, supra note 2, at 120-
51. This Article does not conslder federal and state statutes that could arguably apply to the conduct. Rather, this Article considers only whether the common law

applies,

An analogous example of a neighbor harming the adjacent landowner but not violating any legaily protected interest might occur If the nelghbor were to
construct an unsightly edifice which had a negative affect on surrounding praperty values. 66 €.1.5. Nuisances 32 (1998) (“{A] buiiding or structure generally
cannot be complained of as & nuisance merety because It Interferes with the passage of light aad air to adjoining premises, regardless of the impact on the injured

party's property or parson."); see also, @.9., Skef v, Lelderman. 225 Cal, Rotr, §98, 701-04 (Cal, Ct, Adp, 1986) (holding that landawners could not recover in tort

against neighbor for harm caused to landowner's property In the form of sunlight blockage).
See How and Why of Wifi, supra note 1.

Energy that cannot be controlled cannot be passessed. See Black's Law Dictionary 1201 (8th ed. 2004) (defining "possession™ to mean "the right under which
one may exercise controf over sormething to the axclusion of all athers®). It is therefore incapable of being property. See Richard A. Epstein, Pessession as the Root
of Title, 13 Ga. L. Rev, 1221, 1222, 1238 (1979) (defending the common law praposition that “taking possession of unawned things s the only possible way te
acqulre ownership of them"),

See Epstein, supra note 15, at 1222 (commenting that the question of remedy for trespass Is posterior to the guestion of whether a person holds a protected
property right).

See discussion Infra section IV.A.

187} See discussion Infra section TV.A.

-See Higkey v, Mich. Cent, R.R, Go., §5 N.W. 589, 990-61 (Mich, 1893}; 66 C.2.S, Nuisances 87 (1998) ("It has been held that the person aggrieved may cut off

branches of a neighbor's trees overhanging his land, remove a part of an adjalning owner's wall which overhangs his premises, or cut off the eaves of a bullding
overhanging his praparty.”).

20F|See discussion infra section [V.8,

See Kern, supra note 2, at 108-09 (arguing on palicy grounds that people should be permitted to access the Internet anywhere that Wi-Fl access polnts are
available}, .

22%| Wi-F) devices operate on the 2.4 and 5 GHz frequencles of the radin band. See How and Why of WIFi, supra note 1. The Federal Communications Cammission
("FQC™) has designated that users of these frequencies do not need a government-issued license. See generally 47 C.F.R. 15 (2004).

IZB?';See Kern, supra note 2, at 108-08.

See, e.g., e Ba v, Bidder's Fdge, Inc,, 1 o} 105 9-7, o 00) (ruling that plaintiff was entitled to preliminary injunctive relief
becausa there was a strong likellhoad that plaintiff wauld prevail at trial on a trespass to chattels claim based on defendant’s use of plaintif’s websie);

GCompuServe. [nc. v, Gyber Promotions, Inc,, 962 F. Supp, 1015, 1929-27 ($.0, Ohig 1997) (rullng that plaintiff was entitled to prellminary injunctive relief because

there was a strong likelihood that plaintiff would prevail at trial on a trespass to chattels claim based on defendant's use of plaintiff's computer equipment to send
unsoliclited mass e-ralls).

@ ComouServe, 962 F, Suop. gt 1021 (“Electronic signals generated and sent by computer have been helid to be sufficlently physicaily tangible to support a
trespass cause of actlon.” (relying on Thrifty-Tel Inc. v, Beze 4 Cal. Ct. A {holding that electronlc signals that defendants

had generated to access a phone system wera "sufficiently tangible to support a trespass cause of action™))).

See Bidder’s Edae, 100 F. Suop, 2d_pt 1969 ("It appears likely that the elactronic signais sent by [the defendant] to retrieve Information from eBay's computer
system are also sufficiantly tangible to support a trespass cause of action.”); CompuSerye, 962 F. Supp, at 1021-22,

See How and Why of WI-Fi, supra note 1.
See discussion infra subsectlon 111.B.1.
See discussion infra subsection 111.8.2.
-See discusston infra subsactdon I11.B.2.
[31%]see discussion infra subsection I11.8.2.

[32?'15ee Kern, supra note 2, 3t 110 (discussing the detrimental effect that free-riding usars of a wireless network have on the capacity and infrastructure of an
15P). .

. 33?i5ee discussion Infra subsection I11.B.2.

~

34T See discussion Infra subsection 111.B.2.

Kern, supra note 2, at 103. R.A. / 94
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[353)se2 How and Why of Wi-Fl, supra note 1.

I37 ?i See Hewlett Packard, Introduction to Wireless, htto://h?1036.www2 ho.com/hhoicacha/6538-0-0-225-121 him! (last visited May 15, 2006) (describing

tunction of wireless router as a bridge that allows interconnectivity among computers that facilitates sharing of a2n Internet connectlon); Bradley Mitchel], Wireless
Product Equipment-Network Rauters, Access Points, Adapters and Mare, htto://compnetworking about.cam/od/wirpless/ss/wirglassagar,hiyn {last visited May 15,

2G06) (explaining the role of wireless routers in a wiratess network).

See sources clted supra note 32,

See sources cited supra note 37.

140 F)The term "Bluetooth” represents » trade association, Biuatooth SIG, that has developed specifications for testing the quaiity of wireless devices. Bluglooth,

Tradermark Information, htth://www blyetoqth. com/Blustoath/SIG/ Trademark/ (last vised May 15, 2006). For a fee, Biuetooth will endorse devices that pass its
quaity test. Bluetooth, Membership Overview, hitn://wwy blustooth com/Bluetooth/SIG/Membership/ (last visited May 15, Z006). Examples af Bluetogth-endorsed
products Inciude keyboards, mice, paim pilots, and mobile phanes. Bluetooth, Product Directary, hign;//www biluetooth,com/Bluetgoth/Connect/Products” (last

visited May 15, 2006).

Christophur W. Klaus, Wirefass LAN 802.11b Security FAQ, hrth://www,iss ner/wireless/WLAN FAQ.php (last visited May 15, 2006) ("Cordiess phones, baby

monltors, and other devices (ke Blustoath that operate on the 2.4 GHz frequency can dlsrupt a wireless network.”).

See Clsco Systems, Inc,, Linksys White Papers: What Wireless Networking Means to Everyday People, at 7 {an file with author) [ herelnafter Linksys White
Paper].

fa37a.
[aa=]10. at 6-7

Kern, supre note 2, at 103. It is noteworthy that the 300-foot range of home wireless networks does not refiect the limits of technalagy. Using the proper

. . anteana, a person could recelve Wi-Fl radle signals as far away as a miie fram the transmitting router, Wi-Fl Alllance, Range & Environment Issves, http://wi-

fl.ora/QpenSection/ranae,asp?TID=2 (last visited May 15, 2006); accard Hines, supra note 7 {stating that with a special amplification device, a person could recelve
WI-Fi radlo signals as far away as seventy-two miles).

See Linksys White Paper, supra nota 42, at §-7,

See Hale, supre note 7, at 542-44
Kcm, supra note 2, at 104.
!49'Ti See Id. at 103; Linksys White Paper, supra note 42, at &; Mitchell, supra note 37.

!50 ']See Jirn Harrington, Linksys: Antenna Basics, (Nov. 19, 2001), at 2-6(on flle with author) (explaining how computer antennas function}; Mitchell; supra note
27.

(51%]see Hale, supra note 7, at 543,
See id.

See id. at §52-54.

Kern, supra note 2, at 104,

ISSTiSee Kumagal, supra note 8.

Thls type of virus transmission Is possible through 3 process calied *port scanning,® See Gary C, Xessler, Port Scenning: 1t's Not Just an Offensive Too}

Anymaore (May 2001), yeavr qarykassler.net/libracy/ls tools scan.htmi. A computer tonnected to a network may contaln a "port scanner” virus, A "port scanner”
would prabe the network, through the network's unique IP address, to determine which sther computers are connectes to that network, See id, After probing the

nebwark, the port scanner wouid search for saftware on the network computers vuinerabie ta virus attacks. See id.

ﬂSee Hines, supra note 2. It should be noted that 2 computer firewall that blocks virus transmission from sources on the Internet does not bfack viruses from
sources within the network. See Id. {advacating computer users purchase specialized firewalis for protection from virus disseminaton within a network); Jeff Tysan,
How Flrewa(ls Waork, h blg (last visited May 15, 2006) (A firewall Is simply 2 program or hardware device that

filters the information coming through the [aternet connection Into your private network or computer system.™}.
5B, See Kern, supra note 2, at 104,
159_:_1"1- Hale, supra nate 7, at 554.
{60714, at 552-53.
Id.
, R.A./95

.- {4 e s DA i =1 00051 6&erid=992773d9-fcba-3b23-8078-65bce 6d48101&pddociull path=%2Fshared%2Fdocunent % 2Fanalytical-. ..

10720



http://www.bluetoQth.com/SIuetQai-h/SIG/Traaemark/
http://www.lss.net/wlreless/WLAN

HI2015 ARTICLE: Accessing the Internet Through the Neighbor's Wircless Internet Coanection: Physical Trespass in Virtual Reality, 84 Neb. L. Rev, 1226

Ses Kern, supra note 2, at 104, It should be noked that software programs exlst which would enable a WIi-Fl operatar to be aware of another person accessing

the network. Ses, e.g., [BM Tivoll Monitoring, htto;//swwiw-306, ibm.com/software/tiveli/products/monitor/2QuM=ng (last visited May 15, 2068) (describing natwork-

monitoring softvare).

Sca Kern, supra note 2, at 104,
See Hale, supra note 7, at 54647,

Egln 2003, an estimated sixty-seven percent of WI-Fi operators did not enable security measures. §d. at 547, 8y 2007, It is estimated that nearty eighty percent
of wireless networks will be unsecured, id.

Thls Article does not consider whether joyriding gives rise to claims of trespess to Jand or nulsanca. A brief analysls of these issues, however, reveals that
neither tort applies. An argument that the joyriding neighbor camrnits a trespass to Jand relles on the premise that the Wi-Fi radlo signals which the neighbor
transmits to the WI-Fi router constitute an actionable Intrusion on the Wi-Fi operater's land. See Restatement of Torts 158 cmt. 1, at 278 (1958) (stating that an
actor may trespass to land by throwing, propeiling, or placing a thing in the ale space above the land). This premise Is untenabie because the radia signals operate
on bandwldth frequencles that the FCC has designated as “uniicensad.” See supra note 22. A person has no right to exclude another from using ane of the
unlicensed frequencias, even where the frequency lles within the geographic boundary of the person's land. For Instance, the interference that a baby monitor
causes to an adjacent 1andowner's cordless phone does not resuit in 2 trespass to tand.

Wlth regard to the tort of nuisance, it Is well established that federal law preempts a nuisance clalm based an radio-signal interference. See rcxgg Gotham
Tower, Ing,, 13 F.3d 994, 997-98 {§th Clr, 1994) (holding that enforcement of a nuisance claim based on radla-signal interference would contravene the doctrine of
preemption, ¥rustrating the abjectives of the Federal Communications Act); Goforth v, Smith, 991 S.W.2d 579, 584-85 {Ark. 1999} (ruling that the FCC has
excluslve jurisdictlon over disputes involving radie-interference nuisance clalms); Still v, Michgels, 803 £,2d 124, 124-25 (Ariz, 199Q) {same); Rlackburm v,
Doubledav Broad. Co, 353 N.W.2d 530, 555-57 (Mipn,_1964) (same). Nulsance does nat apply. With regard to the governing federal law, see supra note 12 and

accompanyling text.
57| See Restatement of Torts 217, at 417,

See Epsteln, supra note 15, at 1222 (commenting that the questian of remedy for trespass is posterior to the quastion of whether a person holds 2 protected
praperty rght).

See id.

See Kern, supra nate 2, at 152 (considering the argument that a Joyriding neighbar commits a trespass to chattel with respect ta the Wi-Ft opmto}'s
“networic"); Jason M. Kueser, Nota, This Lan Is My Lan, This Lan )s Your Lan: The Case for Extending Private Property Rights to Wireless Local Area Networks, 22

UMKC L, Rav, 787, 797-98 (20041 {arguing that the radlo signals that a wiraless network transmits are property).

Kuesar, supra note 70, at 798, This argument stems from Joha Locke's labor theory of property. According to Locke, property riphts vest when a persan mixes
his labor with a thing in a way "that excludes the cornmon right of other Men.” John Locke, Two Treatises of Government 306 (Pater Laslett ed,, Cambridge Univ,
Press 2d ed. 1967) (1690); see also Willlam Blackstone, 2 Commentaries 405. In the Wi-Fi context, the data composing the Internet lle in public domaln. Arguably,
the Wi~Fl aperator labors to sever transmissions of that data from the general commons by subscribing to an ISP service and by setting up 3 wireless network.
Under Locke's theary, then, the Wi-Fi user's labor creates for the Wi-Fi user property rights in the wireless netwark,

172’1;|§eé discussion supra note 71,

EgOn three separate occasions, federal district courts have labeled a computer network as the subject of property. See Am, Opline, Ing, v, LCGM, [ng, 46 F,
Supp, 29 444, 452 (E.D, Vg, 1998) ("The transmission of electrical signals through a computer network Is sufficiently *physical’ contact to constitute & trespass to

property.”) (emphesis added); am, Qallpe, Inc. v, IMS, 24 F, Supp, 29 548, 550 (E.D, Va, 1998); Hotmail Corp. v. Vang Money Ple, Inc., No. C-98 JW PVT ENE, C

98-20064 Jw, 1998 WL 388389, at 7 (N.D. Cal. Apr. 16, 1998) [opining that “computer networks” comprising an a-mall system can be personal property). As one
commentator has nated, however, where courts have found aspects of computer accessing to be property, their analysis appears to have been driven by a resuits-
oriented outcome. See Orin §. Kerr, Cybercrime’s Scope: Interpreting "Access” and "Authorization® in Computer Misuse Statutes, 28 N.Y.U. L, Rey, 1598, 1§1Q0-1]

(2003},
See, e.g., Felst Publ'ns, Inc, v, Rural Tel, Serv, Co., 499 .5, 340, 349 (1991) ("The primary objective of copyright is not to reward the laber of authors ... ")

73 C1.5. Property 7, at 9 (1998) (*It has been satd that for a property right to exist in something, there must be an interest capable of a precise deflnltion, it
must be capable of exclusive passession or contyol, and the putative owner must have established a legitimate clalm to exclusivity.”); see aiso John E. Cribbet et al.,
Property 8 (David L. Shapira et al, eds., The Foundation Press 1996) (1960) (commenting that exclusivity is a necessary criterion far an efficiant system of property
Hghts).

For Instance, property rights exist in tatangible domain narnes because registration of @ domsin name excludes others from using It on the Internet. See
v 7 F, e, )]

See How and Why of WiFl, supra note 1 {stating that wireless networks operate In the unficensed 2.4 and 5 GHz bandwidths).

]78? An argument could be made that Wi-Fi radio signals can be contained within 2 physical boundary. A company called Force Flald Wireless has developed, and
sells, paint that, according to the company, bars the passage of radio signals. See Force Fiaid Wireless, hitp://iwww forcefieidwireless, com/defendalr.html (last
vislted May 15, 2006). Apparently the pzint is laced with copper and aluminum, both of which form an electromagnetic shieki, Hines, supra note 7. Unfortunately
the paint comes in only ane color - gray, 1d.

Sez supra note 22.

Unksys White Paper, supra note 42, at 6.

R.A./96
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i31'-ﬂ"'he fack that a wirelass-device user cannot prohibit radic interference on an uniicensed frequency is consistent with the fact that a wireless-device user can
prohibit a persan from employing the frequency as a means to harm the user's persanal property. The former fact concerns interference on the frequency
bandwidth; the latter fact concerns personal property rights, Independent of frequency Interference.

This fact Is also manifested by Congress's express declaration with respect to licensed frequencles, See 47 U.S.C, 301 (2000). But see Cribbet et al., supra
note 75, at 9-10 (argulng that property rights exist in broadcast frequencies in at least economic terms), I in fact licensed frequencies cannot be owned, It appears

ctertain that property rights do not attach to unjicensed frequencies elther,

See Linksys White Papar, supra note 42, at 6.

Interference is “permissible® to the extent that the unlicensed fraquencies are not ragulated by government. See supra note 22,
See sources dted supra nate 37.

William Shakespeare, Measure for Measure act 2, sc. 2,

Kem, supra note 2, at 151; see also W. Page Keeton et al., Prosser and Kezeton on the Law of Torts 14, at BS {5th ed. 1984) {autlining the history of trespass
to chattel and stating that it was employed In situations where anfmals were killed or beaten),

See, e.g., Laura Quilter, The Continuing Expanslon of Cyberspace Trespass to Chattels, 17 Berkeiley Tech, LJ, 421, 435-36 (2002) (explaining that courts have
employed the tort to deal with problems on the Internet); cases cited supra nate 24,

89°FSee, e.9., cases clted supra note 24,
See Hale, supra note 7, at 552-55; Kern, supra note 2, at 151.
[51F]Restatement of Torts 217, at 417 (1958},

82°F|1d. 217 cmt. e, at 419,

|

i

i

i

|

|

|

i

|
[EEE3EN

l [94510.

: {(35%]1d. 218 cmt. e, av 421-22,

. [26%]1d. 218, at 420,
{37716,

|

|

|

|

|

|

i

|

ld. 218 cmt, e, at 421-22. Although an actor is not liable for harmless Intermeddiing, a chatte) owner may use reascenable force to hait such intermeddiing, Id.

Rauln signals are not material objects, but rather are electricai and magnetic fields, Harrington, supra note 50, at 2.

See Restatement of Torts 217 cmt. e, at 419 (requiring physical contact for trespassory intermeddling); Kern, supra note 2, at 151-52 (stating that a
trespass argument requires that the electronic signal be viewed as physlcal contact).

See, e.g., casas cited supra note 24.

(:;D a, 1998}: Online, Ing, v, IMS, 24 F. 0 S Vi ng_guﬁe[_\(g Ing, v. Cyber E[gmg_tg_g; [ﬂﬁ . 2§2E Sypp. 1 1Q21 2;

[S.0. Ohio 1997); Hotnall Corp. v. Van$ Money Ple, Inc., No, C-98 JW P\IT ENE, C 98-20064 JW, 1998 WL 388389, at 7 (N.D. Cal. Apr. 16, 1998).

[03]362 F, Supp, 1015 (5.0, Ohio 1997).
(10419, at 3017,

ES T,

m._a_uﬂ].‘ The CompuServe court relled on the reasoning of one case for this finding - a Calflfarnia State Court decision, Theiftv-Tel, Inc. v, Sezenek, 54 Cal

Rotr. 2d 468 (Cel. Ct. App. 1926). In Thrifty-Tel, children used software to conduct high-speed autornated searches of possible access codes for 2 company's

telephone systern. 1d. at 471-72. The court heid that the children had committed a trespass to chattel. d, at 473 n,§. According to the court, the electronic signals
composing the access codes were “sufficiently tanglble to support a trespass cause of action.” 1d. The court reached this conclusion by relying on cases holding that
microscopic particles, such as dust and smoke, can constitute a trespass. Id, As one commentator has palnted out, however, those tases on which Thrifty-Tel relled

dealt with trespass to land, not trespass to chattel. Dan L. Burk, The Trouble with Trespass, 4 1, Small $ Emerging Bus, L, 27, 33 (2000),

Ses, e.g., Cases cited supra note 102.

{10824 . suop. 29 548 (.0, va, 1098).
R.A./97
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[13751d. emt ¢, at 418,

(209%], a 550,

110746 F, Supo, 2¢l 444 (E D, Va, 1998)

xg 0452

See cases cited supra note 102,

E.g., Am, Onlins, Ing, v. Nat'l Health Care Disc,, 121 F, Sugp. 2¢ 1255, 1259, 1277 {N.D. Towa 2000)

(1155 see Resister.com. Inc. . Verlo, 105 126 F. Supe, 24,238, 263-50 (5,0.0.Y, 2000); e 2. lnc. v, Bidder's Edge, 1oc.. 100 £, Suop, 20 1058, 1069-72 (N0,
€al 20003, :

[2355)100 . Sue. 24 1058 (0.0, Cal. 2000,
[1265)10. a 1060, 1052,

[FEEL) CRT ST

T1egsee 1.

(T35%] 126 F. Supo. 24 238 (S.0.0.Y, 20001
(353 Sen it ot 245-50

(121 5]see ia.

_See Bidder's Edae, 100 £, Supp. 29 pt 1069-72: Am, Online, Inc, v, IMS, 24 F, Sunp 2d 548, 550-51 (E.0, ¥a, 1998): CompySarve Inc, v, Cyber
Promotions, g, 962 £, Supg, 1015, 1021-22 /5.0, Okio 1997); Hotmail Corp, v. Van$ Money Ple, Inc,, No, C-98 JW PVT ENE, C 98-20064 JW, 1999 WL 388389,

at 7 (N.D. Cel. Apr. 15, 1998). -

123 7{See Intel Corp, v, Hamidi, 71 ©,34 796, 303-04 (Ca), 1996); Ticketrnaster Corp. v, Tickets.com, Inc., No, 99 CV7654, 2000 WL 1887522, at 4 (C.D, Cal,

2000). The courts tn Hamid) and Ticketmaster deciined to find a trespass to chattel on the basls that the electrical signal did not cause actionable harm. See Hamidi,
72 P.3d at 303-Q4: Ticketmaster, 2000 WL 1887522, at 4.

See cases dted supra note 123,
135 7] See Hewlett Packard, supra note 37 (describing function of wirejess router),
{126 'riSee Burk, supra nate 106, at 32-34,

127 7| See Harrington, supra note 50, at 2.

@Burk, supra note 106, at 32-34,

{1307]1d. at 34,

[EETEHED

[1325u.

See-Restatement of Torts.217, at 417, 218 omt. e, at 421-22 (1958); see also discussion supra section [I1.8.

Ses Chair Kin v. G aklin ng,, 435S 65, 38 2004} {refusing to recognize that an unsolicited fax resulted in a

traspass to chatigl because the fax recipient sustained no actual gamages).
1t is noteworthy that even an obscenely offensive telephone cail would not satisiy the harm requirement for trespass to chattel. See [nte) Corp, v, Hamitl, 71 £.3d

296, 308-D9 ((a], 1956) (rejecting argument that elactrical signat can harm recipient based on the cantent of the message sent via the signal).

See Restatement of Torts 218 cmt, e, at 421-22; W. Page Keeton et al., supra note 87, 14, at 57, It shouid be nated that in circumstances where an actor
touches but daes not harm a chattel, the chattal owner may use reasanable force to halt the touching, Restatement of Torts 218 ¢mt. &, at $21-22, For example, a
car owner may remove a person who refuses to move from the owner’s car. W. Page Keeaton st al., supra note B7, 14, at §7. In the cantext of electronic signals,
then, a telephone owner may use reasonabie force to protect her phone from the electronic signals of an unwanted telephcne call--she may hang up on the caller,

Restatement of Torts 217, at 417.

R.A./98
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138 Fsee id, '
(139 5]see . at 417.

!1404‘ See W. Page Keeton et al., supra note 87, 14, at 87 (noting that patting a harse does not rasult in Irespass to chattel)

[133 FResmsrement of Torts 217, at 417, 218 cmt. e, at 421-22.

[1a23]1. 218, at 420; see also W. Page Keston 2t al,, supra note 87, 14, at 87 (abserving that harmiess interference will not result In a trespass to chattel)

Restaternent of Torts 218 cmt. e, at 421-22.

‘It Is argusble that tha neighbar unintentionally commits other harms against the Wi-Fl operator. The Wi-Fl operator could be liable te an ISP for permitting 2
third party to access the ISP's sarvices without suthorizatlon, See Kerr, supra note 73, at 1599-1600, 1627-39 (observing that courts have Interpreted
"unauthorized access” as occurting when a computer user accesses anather's computer network In violatlon of a contract between that other person and a third
party). In most contractual agreements with ISPs, Wi-Fi aperators agree to restrict thelr use of the 1SP's services, Hale, supra note 7, at 555, Far instance, one ISP
service agreement states that that user agrees "not to permit anyone eise to use (the} Member Account.” See SBC Yahoal Terms of Service,

http;//sbe. yahao com/terms/ (last visited May 15, 2006). By failing to password protect the wireless netwark, the WI-Fi aperator who fails to institute security
measures Is arguably permitting anyone within the physical ranga of the netwark's range ta access the 1SP's services, The Wi-Fl aperator could therefore be
breaching the ISP agreement If that agreement specifically restricts the usage af 1S services to the Wi-Fl operator. Such a breach would llkely Impair the vajue of
the router: the router would be the means by which the WI-FI operator becomes (fable to the ISP, so its value wauld decrease in proportion to the amount of

ttability. A harm arguably results.
Despite the presence of this hanm, 1t Is not likely actlonable under trespass to chattel because it Is economic In nature. Courts have refused to recognize economic

harm as 3 basis for supparting liability under a claim of trespass to chattel, See latel Corm. y. Hamidi, 7L P.3d 296, 203 (Caf, 2003} (refusing ta recognize

"consequential ecanomic damages* 3s satisfying the requirement for harm under trespass to chattel),
Anather harm could occur based an the fact that every website that 3 joyriding neighbor visits wili register the WI-Fi operator's unique IP address. See Hines, supra

note 7. Tracing which Internet users visited particular websites couid potentlally harm the reputation of the WI-Fi operator, especially given that downloading child
pornography through another person's Wi-Fi connection has become 2 reallty. See id.; Seth Schiesel, Growth of Wireless Internet Opens New Path for Thiaves, N.Y.
Times, Mar, 19, 2005, at Al, It is pessibie, then, that a Wi-Fi operatar could suffer reputational harm due to the neighbor's joyriding.

See Hines, supra note 7 {reparting that joyrlding can result in a decrease in Internet performance for a Wi-Fi operator)
Hale, supra note 7, at 552; Hines, supra note 7.

Hale, supra note 7, at 553.

'ld- at 552-53; Hines, supra note 7, Admittedly, not all instances of joyriding result in this first harm. Checking e-mall or Viewing websltas would not
naticeably siow down the rate of data transmission. Sge Hale, supra note 7, at 554,

See Klaus, supra note 41 ("Next generatlon virus and worms have become a muiltl-vector attack programs [slc] that salf-propagate through any TCP/IP
interface Including wireiess. If one computer on a wireless network is infected with a hybrid threat, this threst can easily spread to other wireless computers and

potentially internal computers behind the wireless network."); see also Kumagal, supra nete 8.

The oppaosite situation ~ where the joyriding nelghbor receives a virus from the Wi-Fi operator - would not give rise to a tort action against the Wi-Fi nperaLuf
Presumably the joyriding neighbor would bring a negligence sult against the Wi-Fl operator for breaching a duty of care to operate the network without any harmiul
computer viruses, See W. Page Keeton et al,, supra note 87, 30, at 164-65 (outlining the elements of a negligence cause of action). The Wi-Fi operator would likely
be viewed as having assumed the risk of harm by logging onto the wireless network. See id, 68, at 484-85 (explaining the conslderations in finding an implled
assumnption of risk). Likely the situation would be analogaus to 3 property owner who allows his bumble bees to fly onto land where the bees consume poison. See

Jeanes v. Holz, 211 P.2d 929, 927 (Cal, Dist, Ct, A4pp, 1949 (rufing that defendant was nat negligent where nelghber's bees came onto defendant's land and
consurned poisonous fartilzer). Just as the Jandowner would not be llable for negligently killing the bees, so also would the Wi-Fi operator not be liable for
negligently spreading a computer virus. See id.

See Klaus, supra note 41; see generally discussion supra note 58.

131 P{See Klaus, supra note 41; Kumagai, supra nate 8; Linksys White Paper, supra note 42.

Protecting a computer from receiving a virus through a local network requires a unique type of computer firewall that is unilke a firewall designed to protect
against viruses received through the Internet, See Hines, supra note 7 {encouraging Wi-Fi users to institute firewalls specifically deslgned for protecting viruses from

spreading among netwark users); Tyson, supra note 57 {"A firewal] is simply a program or hardware device that fliters the information coming through the Internet

connection intc your private network or computer system.”),

Restatemeot of Yort 218, at 420 (1958).

154 51d. 218 cmt. b, er422.
[1555]see curt Frankiin, How Routers Work, hita://camputer, howstuttworks. com/router, tmJprintable (last visited May 1S, 2006) (explaining the operations of a

router),

{I565]see .

See Marshall Brain, Row Computer Viruses Work, htp://computer.howstufF works,com/uIrus.htm/printable {last visited May 15, 2006) (noting that computer

viruses can harmm fles on a computer machine).

R.A./99
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See Restatermnent of Torts 218(c) & cmt. |, at 420, 423 (stating that harmful contact may occur where the chattel owner is deprived of the chattel's use].

Id. The argument against finding a traspass because no physical impairment |s presant is also flawed for another reason. Physical Impairment is not
absolutely required for an Intermeddling to be actionable, According to the Restatement, it is possible that "the value to the owner of a particular type of chattel
may be impaired by dealing with it in a mannar that does not affect its physical condition.” 1d. 218 cmt. h, at 422, For instance, a person who wears anather's
lingerie, or who brushes the person‘s own teeth with anather’s toothbrush, commits a trespass to chattel even though the chatiel remalns physically unimpalred, Id,
-The lingerie and toothbrush owner couid sell their respective chattels for the same price as they could before the actor intermeddied with the chattels, yet from their
standpoint, the their chattels have decreased in value. Value arises from the fact that nc one eise makes use af them), even though the chattels function properiy.
Although the router Is not the same sort of chattel as lingerie or 3 toothbrush, it seems that value lies In the fact that the neighbor daes not jayride on the router.
Under the lingerle-toothbrush rationale, a court could find that the neightor’s intermeddiing s trespassory without finding that physical contact accurred. See ld.

[T63 7] see ic. 218 amt.. i, at 423.
[f621d. s, 4.
See id.

1d. 218 cmt. i, at 423 {"The deprivatlon of use, not amounting to& dispossession, necessary to render the actor liable for his use or other intermeddling with
the chattel of another without the other's consant must be for a time so substantial that It is possible to estimate the loss caused thereby.”).

See Cribbet et al., supra note 75, at 2 ("It appears, then, that 'ownership’ consists of many disparate claims [with respect to one chattel] sanctioned by law
against many persons - a 'bundle of sticks,' as lagal scholars scmetimes have put it,”).

See W. Page Keeton et al., supra nota 87, 14, et B5-B6 (describing trespass to chattel as interferences “which are not sufficlently Impartant to be classed as
conversion”),

See Id.

[681e.
-See id.; e Bay. Jnc. v Bidder's Edae, Inc.. [00 F, Supp, 24 1G58, 1071 (N.D, Cal, 2000} (finding harm based on the fact that defendant had deprived plaintiff

"of the ability to use [a) portion of its personal property for fts own purposes”) (emphasls added).

The point that not every use must be disabled for a trespass to occur is illustrated by the following example. Consider someone who Intentlonally disengages
a spark plug fram another's car so that the car performs pooriy. The car Is not permanently damaged by disengaging the spark plug, The car owner can still speed
on a highway, open the sunracf, listen o its radio, stop at a light, and perform nearly every other use of the car. Nevertheless, the car owner cannot run the engine
at its most effictent level in the absence of the spark plug, That is, the ¢ar owner cannot realize one possible use af the car - driving the car with all spark ptugs.
During the time that the spark plug is disengaged, the car awner Is deprived of making full use of the car, The value temporarily decreases. Trespass to chattel lies.

See discussion supra subsectlon iil.B.2.a,
Hale, supra note 7, at 554.

[L72 %] see Restatement of Torts 218 cmt. e, at 421-22 (1958).

!175'4! See e Bay, Inc, v, Sidder's Edae, Inc,, 100 F, Supg, 2¢ 1858, 1071 (N.DO, C3 ZOQQ\ (rullng that harm resulted from defendant's searches of a website even

where the searches constituted "a negligible Joad on plaintiff's computer systems"); r.COm. i 238, 249-

(same); Am, Online, Inc. v, IMS, 24 F. Syog. 2d 9548, 550 (E.Q, Va, 1998) (finding act-cnabie harm baseu on an InJurv to goodwill); CompyServe, Ing, v. Qybar
Promotions, Inc,, 962 € Supo, 1015, 1022 (S,D, Ohlo 1997) [commenting that the defendant's use of ISP's disk space and processing power when the defendant

sent an e-mail),

See cases cited supra note 175; cf, Restatement of Torts 218 cmt. e, at 421-22 (requiring harm for trespass to chattel te lie).
{177 3] Bidder's Gdue, 100 F. Sugp, 2d at 2072
1178 7] 1d, at 1064,

See id, 31 1071 (discounting defendant's argument that website searches represented "a negligible load on plaintiff's computer systams™ because the
searches deprived plaintiff of 2n abillty to Use a portion of personai property).

Id, (emphasis added).

IQ at 1066, 1071, The court attempted to portray its discourse on harm as consistent with trespass jurisprudence. See i, at 1071. The flaw In its reasoning
is apparent, however. Initially, the court relied on the true premise that the [aw does not recognize a right to commit a hanmless intermeddiing. Id. From that
premise, the court faultily concluded that harmless Intefmeddﬁng is actionable. 1d. The fact that the law daes not recognize a right to commit harmless
Intermeddling does not Imply that the law condemns harmless intermeddling. Despite the court's ostenstble atternpt to cram Its holding into the well estabiished
jurisprudence of tort Jaw, It falled. The court Introduced an exception to the rule - not a consistency.

(282301, ax 3066, 10 , R.A./100
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183 7|Reaister.cem, Tng. v, Vorio, Inc,, 126 F Supo. 2d 238, 243-44, 248-50 (S.0.M.Y. 2000}

(184714, et 2¢0-50

[185 510, ar2s0,

smpuserve, Inc_ v, Cyber Promotions, inc,, 962 F. Suso. 1073, 1022 o 1997),

[1877)see . ar 2022,

See Marshall Brain, How E-Mail Works, Mmmmwmmmym (last visited May 15, 2006).

(189 %[ ses 8 . at

See cases cited supra note 175. ) .

i
i
]
I
i
i
[191%]see e Bay, tnc, v. Bidder's n F, Sugp. 2d 108, 1066 (M., Cal, 2000) (*If {defendant's] activity Is allowed to continue unchecked, It would
. encourage other auction aggregators to engage In simllar recursive searching of the eBay system such that eBay would suffer irreparable harm from reduced
system performance, system unavailabillty, or data losses.”).
71 P.3d 296 (Cal. 2003)
l ]g at 299-300.
I [195 % 1. 2t 304-06.
| [ESasee .
l [197 714, at 3p7-28.
i
|
]
i
i
I
|
i
i

(238 71d. at 296-300.

201 7|Sea Id.

See cases dted supre note 175,
[203 7| see Hamigr, 71 P,3d 2t 300
Hale, supra note 7, at 547.
[205 7] see cases cited supra note 175,

See Quilter, supra note 88, at 435-36 (argulng that courts have Incorrectly applied trespass to chattel to deal with public annoyances on the Internet).

207 F|See Danlel Dem, Meeting the Challenges of Business and End-User Communities on the Internet: What They Waat, What They Need, What They're Doing, in
Public Access to the Intarnet 212-13 (Brlan Kahin & James Kaller eds., 1996) (explaining, at the time that the Internat was inltially becarning commerclal, that

commercial Intemet users seek "accountabillty and clear problem-resolution paths™).

(288 3]see, e.g., e Bav, Inc, v, Bidder's Edge. Inc,. § 2d 1058, 1066-72 (N.D, Cal, 2000).

This concluslon seems likely glven that the neighbor must purchase a wireless network adapter to Interface with the wiraless network. See discussion supra
om/site/ols navievel=m &

: Part IL. A wireless network adapter casts approximately seventy dollers. See Best Buy, hitp;/{www.
navHistory=cat00000%2Bcat01000%28cat01024&id~cat01032 (last visited Jan. 6, 2006} (displaylng retali of price of 802.11g Wireless Notebook Card to be §

70.99).

Kern, supra note 2, at 110 (dIscussing the detrimental effect that free-riding users of a wireless network have on the capacity and Infrastructure of an 1SP).

See Bidder's Edqe, 100 F, Suap, 2d at 10565 {"If [dafendant's] activity is allowed to continue unchecked, it would encourage other auction aggregatars to
angage in simitar recursive s2arching of the eSay system such that eBay would suffer [rreparable harm from reduced system performance, system unavailabllity, or

data losses.”),

See cases ¢ited supra note 175,
) R.A./101
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| [2337]Restatement of Tarts 217 cmt. ¢, at 418 (1958).

Z1ag]see 1.
See cases cited supra nota 175,

A third point Is also noteworthy, The intent requirement distinguishes the neighbor's tortious conduct from the harmiess conduct of other wirelass-device
users. See discussion supra subsection IT1.B, 1.b (discussing the distincticn batwesn electrical devices that cause harmless intermeddling and those which do nat).
No cause of actlon lies against parents who oparate baby moniters that happen to interfere with the performance of another's Wi-Fi router, See Restatement of
Torts 217 cmt. ¢, at 418. Nor is there a cause of action against cordless phone users, See id. Presumably, a person who Uses these wireless devices does not Intend

to intermeddle with another person's use of a wireless device,

217 3| See Restatemnent of Torts 217 cmt. ¢, at 418 ("It is tmmaterlal that the actor Intermeddies with the chattel under a mistake of law or fact that the possassor
has consented to his dealing with it.").

(zeg1d.

See id. It shouid be noted that gne commentator has volced a contrary view. See Kern, supra note 2, at 155. Without relylng an any authority, he states:
"The Intent component of [trespass to chattel] requires that a roaming [WI-Fi] user knew or was reckless as to whether his or her access would cause a disruption
on the operatar's service," Id, This statement contravenes the express dictate of the general rule set forth (n the Restatement. See Restatement of Torts 217 cmt. ¢,
at 418.

220 {See Restatement of Torts 217 cmt. ¢, at 418. ("An intention is-‘present when an act is done for the purpose of using or othervise Intermeddling with a chatte
e \

221 3| See discusslon Infra sectlan IV.A.
See discussion Infra sectian IV.B.

@See Restatement of Torts 8924, at 364 ("One who effectively consents to conduct of ancther intended to invade his Interests cannot recaver in an actlon of
tart for the conduct or for harm resulting from it.").

Id. 892, at 362 (“[Consent] may be manifested by action or inaction and need not be communicated to the actor.”),
ld. 892 cmt, ¢, at 363 (explaining "apparent consent").

%WM@&L&Q@W

(2277318 £.ad 58, 60, 62-63 (1st Cir, 2007)
(2283014, ot 60. 62:63.

Iﬂ. at 63, The court actually held that the owner had "authorized" the conduct, rather than "consented” to the conduct. 1d.
]d. ("Password protection itself normally fmits authorization by implication (and technology), even without express terms.").
(232310, at 1023,

233510, 2t 102324

(Z3age ne. v. Bidder's Edae, Inc,, 100 F, Supp, 2d 1058, 1070 (N.D. Ca

235 .

{238 9]12. 5t 1060, 1070,

[237]see ia.

2387 Ses id. This fact also Influenced the court in EF, il Travel 8Y v, Zef; ls 63 Cic, 20

@See Zefer. 316 F.3d 2t 63

[3a85] See ComguServe, Ine, v, Cvber Prometions, Inc,, 962 F, Supp, 1015, 1023-24 (.0, Ohia 1997).

-Seeid. . RA./loz
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242?;!52& Bigdder's £dae, 100 F, Sunp. at 1070.
See Kern, supra note 2, at 155-55.

See Zefer. 318 F.34 at 63

‘245? See Kem, supra note 2, at 156 ("It Is not clear that 2 court would use [the same Lest for consent as in the website trespass cases] with respect to a raaming
WI-F! user because a wireless netwark may in some ¢ases have more of a private character than a webslte.").

See, e.9., NetZero ISP, hitp://wvivr.netzerg.com (last visited May 15, 2006) (offering e-mail service as a benefit for Internet users who pay the ISP a fixed
monthly fee).

[227%]see, e.g., Earthiink 15P, httn://www,earthlink,net/mambarcenter/benafits?, (last visited May 15, 2006) (listing the ability to exchange e-mail as a beneft that

Internet users realize when subscribing to the 1SP service).
This fact is evidenced by the growing business of website advertlsing. See, e.g., Search Engine Wizards, ftei//www searchenginevizards.com (last visited

May 15, 2006) ("Using effective search angine solutions, companies can add naw revenue streams that were previously unavailable,*); Multimedia Advertising

Services, Inc,, hisp://www masresults com/advertising htm (last visiked May 15, 2006) (selling a website marketing service).

See sources cited supra notes 246-48,

valid defenses to Intentlonal, wilful, or wanton and reckless tarts .. ,*) {internal citations omitted); see generally W, Page Keeton et al., supra note 87, 68, at 480-
98 (discussing assumption of risk in context of negligence defenses).

See discussion supra Part 111,

[2527] Gates. 617 S.F.2d at 167: see also W. Page Keeton et al., supra note 87, 18, at 113 ("The mera fact that one is willing to incur a risk that canduct In
dellberate violation of the rules of a sporting contest will be committed does not mean that one is willing for such conduct to be cammitted.”).

[E55) Gates. 617 S.6.2d ot 167
! See id'.

l The bull-in~the-china-shop example Is by no means completely analogous to the Wi-F| scenaria under consideration. The narrative Is clted only for the genera)
proposition that assurnption of risk Is no defense to an Intentional tort, and nothing more than that, Unlike tha bull owner, the joyriding neighbor presumably does
not Intentlonally slow down the router or transmit 2 virus through the router. That difference does not detract from the inference drawn from the bull narrative:
assumption of risk is not a dafense to an intentional tort,

See Kelly v. So. 220, 221 (Al App. 1915} ("The evidence shows that this cotton was taken in the absence of the piaintiff and delivered to the
defendant without her knowledge; and the mere silence of the plaintifi after knowledge of the conversion was brought to her did not amount to a ratification of the
taking or a waiver of the tort.").

|257 ';lSee id,; W. Page Keeton et al,, supra note 87, 18, at 119-20 {commenting that consent Is not B defense to tortous conduct where the seeming consent is
provided without full knowledge of the nature and quality of the conduct).

Cf, patricla L. Bellia, Defending Cyberproperty, 79 N.Y.\J L, Kev, 2164, 2972-73 (2004} {arguing that trespass to chattel should arise In the computer-

! ‘network context only if the netwark operator has implemented actual natice of conditions for acgess to the network).

I See v, Navy, 617 S 63, 167 {Ga, Al ("It s well-settled that the defenses of ... assumpdon of the risk and cantributory negligence are not
See W. Page Keeton et al., supra note &7, 18, at 113 ("Sllence and inacion may manifest consent where a reasonable person would speak if he objected.”)
' (emphasis added).

260 7| See id.

See Restatemnent of Torts 264, at 498 (1958) ("One is privileged to commit an act which would otherw!se be a trespass to the chattel of anather or a
conversion of it, for the purpose of abating a private nuisance created or maintained by the other, if the act is a reasonable means of abating the nulsance, and if
the other upon demand has failed to abate the nuisance, or the actor reasonably belleves that such demand is impracticai or useless.”).

262 71d,

]d. 821D, at 100 (™A private nulsance Is a nontrespassory invaslon of another's interest in the private use and enjoyment of land.").

264566 c.2.5. Mulsances 89, at 635 (1998).

cut off branches of a neighbor's trees overhanging his land, remove a part of an adjeining owner's wall which overhangs his premises, or cut off the eaves of a
building overhanging his property.”).

Sea Klaus, supra nate 41; Linisys White Paper, supra note 42, at 6.

' Hicgg-; v, Mich, Cent, R.R, Co,. 55 MW, 989, 990-91 (Mich, 1B93): see also 66 C.J.S. Nuisances 87, at 634 ("It has been held that the person aggrieved may
' See Restatement of Torts 264, at 498 (outining the abatemnent-of-nuisance defense to trespass to chattel). R.A / 1 0 3
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|253 ?!5&5 Brovde v. Gotham Tower, l0c,, 13 F.3d 994, 997-98 (6th Cir, 1994) (holding that enfercement of a nuisance claim based on radio-signal Interference
would contravene the doctrine of preemption, frustrating the objectives of the FCA); GoForth v, Smith, 591 5,W,2d 579, 584-85 (Ark, 1999) (ruling that the FCC

has exclusive jursdiction over disputes invelving radio-interference nuisance claims); Still v. Michaels. §03 P.2d 124, 124-25 (Arl>. Ct. App. 199Q) (same);

Bia ubledsy Broad, Co W, 2d S50 =97 () (same}.
See 47 1.8.C. 333 (2000) (prohibiting intarference with radic communications on licensed frequencies only).

'The FCA grants the FCC authority to regulate bandwidths. See Id. 3C3, A requirement for operating a device on unlicensed frequencies is that the operator
must accept interference, See 47 C,F.R, 15 5(B) (2006), Thus, insofar as 2 device satisfies technical specifications, the FCC appears to permit interference that such
devices may cause within the unficensed bandwidth. See 47 \1,5.C, 333: Ellen P. Goodman, Spactrum Rights in the Telecosm To Come, 41 San Riegp i, Rev, 269,
287-88 {2004) ("The FCC has opened the bands for low-power transmissions by operators or members of the public without mandating licensing or coordination.
The only requirement is that the equipment used in these unlicensed bands must satisty certain technical specifications.™).

LB N

[2733]66 C.3.5. Nuisances 89, at 635 (1998).

Erzge.
2733 see 0.

See Hewlett Packard, WI-Fl and Bluetooth--1nterference Lssues, at 1 (Jan. 2002), avaliable at : yw ho.com lbra: /WIFi Bluetooth
coexistance.pdf ("Only In exxreme conditions, such 2s satting a Bluetooth-enabled cell phene down next to an aperating microwave oven, is It [ikely that

communications will cease altogether."),

Id. at 2 ("There can be no more than three different Wi-F1 networks eperating in close proximity to ons another,”).

27850

See 66 C.).S. Nulsances 89, at 635 (stating that abatement |s permissible only In instances of “extreme” or “urgent” necessity).

[2785]see id.

Assumfng arguenda that these facts did exist, joyriding does nat sppear a reasonable means for abating the nulsance. To be excused for an action of
trespass, an actor must reasonably believe that a demand on the chattel owner to cease the nuisance would be impractical or useless. Restatement of Torts 264, at
498 (1958). A more reasonable meathod of abatement would be for the neighbor simiply to request that the Wi-Fl operator either physically relocate or cease using
any one of the many wireless devices creating the shortage. Given that the WI-Fl operator prefers that the neighbor not joyride, the Wi-Fi aperatar would likely
acqulesce to such a request. This method of abatement - the simple request - appears more reasonable than joyriding because It would not subject the Wi-Ft
operator to the potentlal harms discussed above. See discussion supra subsection I11.B.2.

See discussion supra section TIL.A.

See discussion supra subsection I{I.B.1.

@See discusston supra subsection 111.8.3.

See discussion supra subsection II1,B.2.a.

See dlscussion supra subsection. l[1.B.2.a.

See discussion supra subsection II1.8.2.b.

See cases cited supra note 175.

See discusslon supra subsection I1.B.2.b.

See discussion supra Part 1v.

See discusslon supra section IV.A,

See discussion supra section TV.A,

See discussion supra section IV.A,

Se: discussion supra section IV.A,

See discusslon supra section IV.A.

See discussion supra section IV.A. '
See discusslon supra section IV.A. R.A. / 104
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lzss r,'jSee discussion supra section VA,

See discusslon supra section TV.B.
See discussion supra section IV.B.

See discussion supra section Iv.8,
See cases dted supra note 268,
[3015) see 56 CJ.5. Nulsances 89, at 535 (1998).

See discusslon supra section IV.3.
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